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Ladies and Gentlemen! 

The fifth issue of the journal “Terrorism – Studies, Analyses, 
Prevention” (T-SAP) is published on the twentieth anniversary 
of the terrorist attacks on Madrid’s urban transport system. 
The tragic events of 11 March 2004 remain the largest attack 
on European Union territory in terms of fatalities and injuries. 
Their emergence contributed to the development of the EU 
counter-terrorism policy framework. Among other things, 
the post of a EU Counter-Terrorism Coordinator was created 
at the time and the first EU counter-terrorism action plan 
was adopted. Several months after the attacks, the Counter-
Terrorism Department – a separate counter-terrorism 
division  – was created within the Internal Security Agency. 
Every year, 11 March is a reminder of the need to continue 
to take action against extremism and terrorism and the need 
to raise public awareness of these threats. To commemorate 
the victims of the Madrid attack, four of whom were Poles, 
11 March is the European Day of Remembrance for Victims 
of Terrorism. We begin the next issue of T-SAP with a reminder 
of these events. In the article entitled Twenty years after 
the Madrid attacks. Spain’s anti-terrorist security issues, you will 
find a description of the course of the attack and an analysis 
of its political and social impact.

This issue also discusses the Wagner Group’s activities 
in Africa and its impact on the fight against terrorism on that 
continent, given that the presence of Russian mercenaries there 
has increased significantly in recent years. We hope that this 
study will reignite the discussion on the legitimacy of including 
such entities on the EU list of terrorist organisations.
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The following article, which we would like to invite you 
to read, is the first scientific analysis of specific individual 
restrictive measures adopted in Poland in the context 
of the war in Ukraine and the situation in Belarus. The text 
discusses the relationship between national and EU restrictive 
measures and the rationale for including entities supporting 
Russian actions in Ukraine on Poland’s sanctions list. 

Recent months have seen the most rapid development 
of artificial intelligence technologies. In an article on large 
language models such as ChatGPT, the authors describe 
the new possibilities provided by such modern technologies 
and how they can be used in jihadist terrorism and crime.

We also encourage you to read the review of the mono-
graph entitled Autonomous Systems in Maritime Operations. 
This is the first study in Polish to discuss so comprehen-
sively the challenges of protecting seaports and maritime 
strategic infrastructure from the hostile use of autonomous 
floating vehicles for sabotage and terrorist activity.

By creating a space within T-SAP to talk about how 
to prevent, counter and combat terrorist threats, the journal’s 
pages serve to initiate interesting discussions among security 
experts. Read the text on the need for a new approach to risk 
assessment of critical infrastructure in the light of asymmetric 
threats and terrorism. Standardisation and certification 
of organisational and technical solutions under the CER 
Directive, including technical measures to ensure physical 
security, will play a particular role in this effort.

Polish state institutions, research centres or think tanks 
take part in many counter-terrorism initiatives funded by 
the EU or NATO. We would like the results of these projects 
to be presented also in T-SAP. One of them is the APPRAISE 
project, which is an element of building a security system for 
public spaces.

In the last section of the magazine, we publish an interview 
with a former Special Assistant to the President and Senior 
Director for Counterterrorism at the White House, who talked 
about the changes in counter-terrorism in the United States 
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introduced after the 11 September 2001 attack and shared more 
than three decades of experience he had gained while serving. 

Inviting you to read the fifth issue of T-SAP, I hope that 
the materials presented in it will influence the discussion 
on Polish counter-terrorism priorities to be adopted 
for implementation during the next Polish Presidency 
of the EU Council in the first half of 2025. The previous Polish 
chairmanship of the counter-terrorism working groups was 
recognised by experts in the field of internal security from EU 
countries as one of the best in the period 2010-2020.

Editor-in-Chief	
Damian Szlachter, PhD
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Twenty years since the Madrid attacks. 
Spain’s anti-terrorist security issues

KRZYSZTOF IZAK	 https://orcid.org/0000-0001-9815-6035
Independent author

Abstract
The aim of the article is to present the causes, chronological course and effects 
of the attack carried out on 11 March 2004 in Madrid, taking into account 
differences and contradictions in reports about these events. The author analyses 
the actions taken by the Spanish authorities to ensure anti-terrorist security 
in the country, including the creation of structures to fight Islamic terrorism 
and Muslim extremism. He also discusses the problems and challenges faced by 
Spanish services fighting political violence and illegal migration of people from 
high-risk countries, which affect the state of state security.

Keywords
Al-Qaeda, Muslim extremism, ETA, immigrants, secret services, terrorism, 
attacks
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Spain is among the countries that have been fighting terrorism the longest. 
Separatist terrorist group Basque Homeland and Liberty (Euskadi Ta 
Askatasuna, ETA) has carried out terrorist attacks continuously for more 
than 50 years. In 2011, Basque nationalists announced an end to armed 
activity. Two years later, there was the self-dissolution of Batasuna, 
the political wing of ETA, and in 2018, of ETA itself. Since the beginning 
of the organisation in 1960, between 830 and 857 people have been killed, 
according to various press publications and books, including military 
personnel, officers of the Civil Guard (Guardia Civil), police officers, 
politicians, judges and random people. In addition, ETA carried out 
84 kidnappings.

In the first decade of the 21st century Spain struggled with two 
different faces of terrorism: nationalist-separatist and Islamist. After 
the attacks of 11 September 2001 Spain took part in the operation against 
the Taliban in Afghanistan. Spain was also an initiator and signatory 
of the so-called the Letter of the Eight signed on 30 January 2003 by 
the Prime Ministers of Spain, Poland, Portugal, Italy, the United Kingdom, 
Hungary, Denmark and the President of the Czech Republic. The letter 
was an expression of solidarity with the United States in the common 
fight to defend democracy against the regime of Saddam Hussein. This 
letter demonstrated the division that had arisen in Europe on the issue 
of the Iraqi question. The Spanish government has consistently supported 
the intervention in Iraq. This was because Hussein’s regime was not 
complying with UN resolutions and did not show the slightest willingness to 
cooperate with the inspectors of the International Atomic Energy Agency, 
who were supposed to check that arms stocks had been dismantled and 
work on weapons of mass destruction had stopped1.

The state of the terrorist threat in Spain in the run-up to the attack

Prior to the Madrid attack, Spanish authorities had been monitoring 
the local Al-Qaeda network and terrorist cells connected with extremist 
organisations in Algeria and Morocco. Their creation in Spain in the 1990s 
was helped by the construction of a network of mosques financed by Saudi 

1	 Later, the USA and other countries reported that no weapons of mass destruction had been 
found in Iraq and that reports of Iraq possessing them were false, propagated to create 
a casus belli.
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Arabia and charitable organisations under its influence. Mosques were 
often staffed by imams and preachers adhering to the most radical Salafi 
doctrine of Islam, prohibiting the integration of Muslims into Western 
society and promoting the concept of jihad as armed struggle against 
‘infidels’.

In the 1990s, Syrian Imad Eddin Barakat alias Abu Dahdah, one 
of the founders of Al-Qaeda in the country and its alleged leader, was active 
in Spain. From the Adolfo Suárez Madrid-Barajas airport, he sent jihadi 
volunteers to fight in Bosnia, Chechnya and Afghanistan. He provided 
wounded fighters with treatment in Spanish hospitals. In the first half 
of the 1990s, another Syrian – considered one of Osama bin Laden’s closest 
associates – Mustafa Setmarian Nasar, aka Abu Musab al-Suri, also lived 
in Spain. After marrying a Spanish woman who had converted to Islam, he 
was granted citizenship of that country2.

The network of the Moroccan Islamic Combatant Group (Al-Jama’a al-
Islamiyya al-Mukatila fi al-Maghrib) and the Algerian Armed Islamic Group 
(Al-Jama’a al-Islamiyya al-Musallah) were also active in Spain. It is worth 
knowing that five of the terrorists who directed aircraft to targets in the USA 
on 11 September 2001 were in Spain, working out the details of the attack 
with Al-Qaeda liaison officer Ramzi bin ash-Shibah.

In October 2001, Bin Laden on Al-Jazeera television spoke of Spain 
as the Arab Andalusia: Let the whole world know that we shall never accept 
that the tragedy of Andalusia would be repeated 3. During Operation “Dactyl” 
(‘Dátil’) conducted in November 2001 and in April and July 2002, the police 
smashed the Spanish Al-Qaeda network, in which the so-called Syrian 
group played a significant role. Abu Dahdah and ten members of the group, 
mostly Syrians, were detained at the time. Dozens of people were also 
arrested at the time, 25 of whom stood trial in Madrid in 20034. At the same 

2	 Abu Musab al-Suri is regarded as the most eloquent ideologue of the modern jihad and 
a sophisticated strategist. His work entitled Dawa al-mukawama al-islamijja al-alamijja 
(Eng. A call for Islamic global resistance) published in cyberspace in 2004 and, running 
to 1,604 pages, was the most quoted on Islamist websites. In 2005, Al-Suri was arrested in 
Pakistan and handed over to Syria, where he was wanted for extremist activities in the 1980s. 
His current whereabouts are unknown. See: S. Grześkowiak, Poczet islamskich ideologów 
i ekstremistów (Eng. Islamic ideologues and extremists), Warszawa 2023, pp. 307–318.

3	 What’s Osama Talking About?, Slate, 8 X 2001, https://slate.com/news-and-politics/2001/10/
what-s-osama-talking-about.html [accessed: 8 X 2001].

4	 R. Gunaratna, Spain: An Al Qaeda Hub?, “UNISCI Discussion Papers” 2004, no. 5, https://
www.redalyc.org/pdf/767/76712467002.pdf,  pp.  1–8  [accessed:  22  II  2014]; Fernando 



236   Krzysztof Izak
A

rti
cl

es

time, both Spanish citizens and facilities belonging to Spain were targeted 
in terrorist attacks in Iraq, Algeria and Morocco.

In May 2003, the United States Army Forces Command entrusted 
Poland with the organisation and subsequent command of the Multinational 
Division Central-South - MND C-S in Iraq. The MND C-S officially began 
operations on 3 September 2003. In its first phase5, it consisted of three 
multinational brigades: a Polish brigade of 2,400 soldiers in the provinces 
of Babylon and Karbala; a Ukrainian brigade of 1,800 soldiers responsible 
for the province of Wasit; and a Spanish brigade of 1,300 soldiers assigned 
to the provinces of Al-Qadisiyah and An-Najaf for security control6. José 
Maria Aznar of the right-wing People’s Party (Partido Popular, PP) saw 
the intervention in Iraq as part of the war on terrorism and considered it 
the greatest threat in the modern world. He claimed that it was NATO’s task 
to develop appropriate political and military instruments to combat it. This 
position reflected his personal attitude to terrorism, also expressed many 
times before in the context of the ETA threats7.

The majority of the population and the opposition Spanish Socialist 
Workers’ Party (Partido Socialista Obrero Español, PSOE) led by José 
Luis Rodriguez Zapatero were opposed to sending Spanish forces to Iraq. 
In 2003, mass protests were organised against the departure of soldiers to 
Iraq. In October of the same year, Bin Laden accused the U.S. of pursuing 
imperial interests. He also threatened Italy, Turkey, the United Kingdom, 
Japan, Australia, the Netherlands, Poland and Spain that if they did not 
withdraw their troops from Iraq, appropriate retaliatory measures would 
be taken against them8.

At the end of November 2003, seven members of the task force 
of the Spanish National Intelligence Centre (Centro Nacional de 

Reinares, experto en terrorismo internacional, advierte: “Al Qaeda está hoy más extendida de 
lo que ha estado nunca”, Universidad Internacional Menéndez Pelayo, https://www.uimp.
es/actualidad-uimp/fernando-reinare-experto-terrorismo-internacional.html  [accessed: 
21 VI 2021].

5	 More about MND C-S later in the article – editor’s note.
6	 M. Brylew, Irak 2006–2012. Stabilizacja czy konflikt? (Eng. Iraq 2006-2012. Stabilisation or 

conflict?), Toruń 2013, p. 50.
7	 P. Domejko-Kozera, Polityka bezpieczeństwa w Hiszpanii w latach 1992–2004 (Eng. Security 

policy in Spain 1992-2004), Warszawa 2006, p. 46.
8	 A. Wejkszner, Ewolucja terroryzmu motywowanego ideologią religijną na przykładzie salafic-

kiego ruchu globalnego dżihadu (Eng. The evolution of terrorism motivated by religious ide-
ology as exemplified by the Salafist global jihad movement), Poznań 2010, p. 338.
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Inteligencia, CNI) were killed in an ambush and one was wounded. 
The incident occurred on a busy highway, 30 km south of Baghdad9. In early 
December 2003, the Institute of the Islamic Centre for Jihad Media (Markaz 
al-Islam al-Jihadi Media Institute) controlled by the Al-Qaeda Organisation 
in the Arabian Peninsula (Tanzim Al-Qaeda fi Jazirat al-Arab) published 
a four-page Message to the Spanish People and a forty-seven-page analysis 
of the situation in Iraq and the role of the Mujahidin fighting in the name 
of Islam10. The document devotes one chapter to a detailed discussion 
of the political, economic and social realities of the UK, Poland and Spain, 
which supported the U.S. in the Iraq war. Leaving aside the extensive 
threads relating to Iraq and the U.S., the section on Spain, to which six 
pages are devoted, can be considered particularly interesting. The author 
or authors put forward the thesis that the authorities of this country could 
be forced to withdraw troops from Iraq by carrying out several painful 
attacks. Such an action would have an impact on the elections. Indeed, it 
could be predicted that the government would not hold out following two 
or three strikes, and under public pressure would withdraw some forces. 
It was projected that a certain victory would then be won by the Socialist 
party, which opposed sending troops to Iraq, and that it would be this 
party which would lead to the Spanish contingent leaving there. Such 
a decision by Madrid, coupled with a similar one by Rome, would create 
social and political pressure in the UK. As a result, Prime Minister Tony 
Blair would have lost power. There is no doubt that the author or authors 
of the documents were well aware of the political situation in Europe, 
including Poland as a loyal ally of the United States11.

On 24 December 2003, a bomb attack was foiled at the Chamartin train 
station in the north of Madrid. On the Intercity train from Irún in the Basque 
Country to Madrid, ETA terrorists intended to place two suitcases containing 
explosives weighing a total of around 50 kg. The police prevented a tragedy - 
one bomb was managed to be intercepted as the terrorist Garikoitz Arruarte 
Santacruz, who was carrying a suitcase with 25 kg of explosives, was arrested 

9	 Siedmiu hiszpańskich agentów zginęło w Iraku (Eng. Seven Spanish agents killed in Iraq), 
Wirtualna Polska, 29 XI 2003, https://wiadomosci.wp.pl/siedmiu-hiszpanskich-agentow-
zginelo-w-iraku-6036492925121665a [accessed: 30 XI 2003].

10	 H.A. Fernández, Does al-Qaeda have a global strategy?, Elcano Royal Institute, 4 V 2004, 
https://www.realinstitutoelcano.org/en/analyses/does-al-qaeda-have-a-global-strategy/ 
[accessed: 6 V 2004].

11	 Ibid.
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in San Sebastián. The second bomb was found in the luggage compartment 
of a train, stopped at Burgos train station, and - after the passengers had 
been evacuated - detonated. It was placed on the train in San Sebastián by 
Gorka Loran, who was subsequently arrested. The bombs were thought to 
have exploded in Chamartin during the afternoon rush hour. According to 
experts, the times set on the detonators suggested that ETA did not so much 
want to carry out a massacre as to cause panic and chaos. All passengers 
and railway workers would have managed to evacuate, as ETA had a habit 
of warning of bombings. A recording of such a warning was found by 
the police in the hideout of the arrested terrorists12. On 26 December 2003, 
a bomb was found on the tracks of the Zaragoza-Caspe-Barcelona line, 
which was due to explode on 31 December 2003.

On 29 February 2004, Civil Guard officers arrested young ETA 
terrorists Gorka Vidal Álvaro and Irkus Badillo Borde, who were carrying 
536 kg of explosives in a van. Also in the van was a map of Madrid, with 
a marked district including the NII Shopping Park, the airport and a section 
of Alcalá de Henares. The target of the next attack was to be the Avenida 
de América metro station in Madrid. One of the terrorists admitted that 
ETA was planning to carry out an assassination attempt on the King 
during the Christmas break13. The secret services also expected a major 
attack in Madrid before the 14 March elections, as a show of strength from 
the Basque separatists at a time of crisis within the organisation. In order to 
prevent terrorists from carrying out their plans, all state security services 
have been put on alert14.

Preparations for a terrorist attack in Madrid

According to Spanish police, the initiator of the attack was Rabei 
Osman Ahmed aka Muhammad Al-Masri (Muhammad the Egyptian), 
a former Egyptian army officer and explosives specialist. In the 1990s 

12	 ETA pretendía volar la estación de Chamartín con un “tren bomba” y provocar una masacre, 
ABC España,  26 XII  2003, https://www.abc.es/espana/abci-pretendia-volar-estacion-
chamartin-tren-bomba-y-provocar-masacre-200312260300-228547_noticia.html [accessed: 
26 XII 2003].

13	 Actividad Terrorista de ETA 2004, Ministerio del Interior, https://www.statewatch.org/
media/documents/news/2005/jan/mirbal2004acteta.pdf [accessed: 12 III 2005].

14	 Ibid.
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he was in Afghanistan, where he made contact with Al-Qaeda. In 1999, 
he reached Germany illegally. He was then arrested on a train while 
travelling to France because he was travelling without documents. 
In doing so, he gave a false identity - he asserted that he was Palestinian. 
After his stay in prison, he was sent to the Lebach refugee camp, 
where he was granted a one-year residence permit. During this time 
he became an active preacher, preaching hatred of Jews. Just before 
the attacks of 11 September 2001, he appeared in Spain. In Madrid, he 
was contacted by a Tunisian national, Serhan Abdelmajid Fakhet (Sirhan 
bin Abdelmadjid Fakhit) aka El Tunecino (the Tunisian), who had come 
to Spain in 1996 as part of a scholarship programme. He undertook 
doctoral studies in economics, but did not complete them. Instead, he 
preached increasingly radical views until he became a religious fanatic. 
He became radicalised under the influence of Imam Munir Mahmoud Al-
Masari of the M-30 mosque in Madrid. It was to the credit of the Tunisian 
that the Al-Qaeda cell was rebuilt in the Spanish capital. It was mainly 
made up of Moroccans, who had hitherto posed no threat and remained 
at large after Operation “Dactyl”. The Syrian, Algerian and Tunisian 
nationals arrested at the time were experienced fighters with a war 
past in Bosnia, Chechnya and Afghanistan. Fakhet befriended Algerian 
Ahmed Brahim, the alleged treasurer of Al-Qaeda in Spain, and after his 
arrest - in connection with the attacks on the U.S. embassies in Kenya 
and Tanzania on 7 August 1998 - with Brahim’s family. The Tunisian 
is believed to have maintained contacts with other extremist groups 
operating in Spain, not directly connected to his cell, but operating within 
international jihadist structures15. His acquaintance with Al-Masri, who 
frequently changed identities and documents in Spain, contributed 
to Fakhet becoming the organiser and coordinator of the Madrid train 
attack. Even before this event, Al-Masri had left Spain. He went to Italy, 
where he was employed as a bricklayer and was planning a major attack 
in Europe and recruiting Islamic volunteers to fight against NATO forces 
in Iraq. After Al-Masri fled Spain, Fakhet took over his logistical base and 
contacts. He turned to Amer Azizi aka Osman al-Andalusi, considered 
to be Abu Dahdah’s right-hand man, for help in carrying out the attack. 
After his arrest, Azizi took over the leadership of Al-Qaeda’s Spanish cell. 
In 2001 after the attack in the U.S., he hid from Madrid police for a week. 

15	 F. Reinares, Al-Qaeda’s Revenge. The 2004 Madrid Train Bombings, New York 2016, pp. 56–59.
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Upon his return to the Spanish capital, he quickly sold his car and fled 
the country. In November 2001, during the dismantling of a Spanish Al-
Qaeda cell, police found documents in Azizi’s home indicating his contacts 
with the organisation, his recruitment of young Muslims for training 
in Afghanistan and his links to some of the 11 September 2001 attackers, 
to whom he and Abu Dahdah had organised a meeting in Tarragona. He 
also maintained contacts with the organisers of the attacks in Casablanca 
on the night of 16-17 May 200316. Azizi was also the liaison between 	
Al-Qaeda and the Moroccan Islamic Combatant Group and this 
circumstance the Tunisian tried to exploit. A meeting between the two 
extremists took place in Turkey in late 2002 and early 2003. Fakhet asked 
Azizi to assign him fighters willing to die as martyrs to carry out a terrorist 
operation. Azizi refused because such people had been arrested. Instead, 
he allowed him to act on behalf of Al-Qaeda. He also recommended 
a Moroccan, Jamal Zougam, who could help organise a functioning 
terrorist group17.

According to the conception of Fernando Reinares, a Spanish 
terrorism expert, Azizi was the instigator of the Madrid attack. His name 
appears in 149 of the 271 volumes of court files relating to the events 
of 11 March 200418. The decision to attack Spain was reportedly made 
in Karachi, in southern Pakistan. The plan was approved in February 2002 
at an Al-Qaeda meeting in Turkey, which Azizi also attended. In 2005, he 
was killed in a U.S. air strike in North Waziristan within West Pakistan19. 
Reinares primarily challenged the thesis promoted by left-wing circles 

16	 In May 2003, a group of 14 terrorists belonging to the Salafi Jihad organisation (As-Salafijja 
al-Jihadijja) attacked two restaurants in Casablanca, Farah hotel, Belgian consulate, Jewish 
centre and cemetery. Thirty-one people were killed and around 100 injured. See: K. Izak, 
Leksykon organizacji i ruchów islamistycznych (Eng. Lexicon of Islamist organisations and 
movements), Warszawa 2014, p. 117.

17	 F. Reinares, Al-Qaeda’s Revenge…, pp. 118–120; Z. Jakubowska, Madryt 11 marca 
(Eng. Madrid 11 March), Warszawa 2005, pp. 116–117.

18	 Madrid bombings “probably al Qaeda”, Stuff, 21 I 2010, https://www.stuff.co.nz/vl-push/
world/3226277/Madrid-bombings-probably-al-Qaeda [accessed: 21 I 2010].

19	 A. Hernández, 11M: quién fue el autor intelectual y otras claves que plantea el documental de 
Netflix sobre el mayor atentado yihadista en Europa, BBC, 11 III 2022, https://www.bbc.com/
mundo/noticias-60693476 [accessed: 11 III 2022]; W. Maclean, New evidence of Qaeda tie to 
Madrid blast: expert, Reuters, 13 I 2010, https://www.reuters.com/article/cnews-us-security-
spain-qaeda-idCATRE60B52020100112 [accessed: 13 I 2010]; A. Martin Plaza, Los atentados 
del 11M que sacudieron España, RTVE, 11 III 2014, https://www.rtve.es/noticias/20140311/
atentados-del-11m-sacudieron-espana/893543.shtml [accessed: 11 III 2014].
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linking the Madrid attack to the war in Iraq. According to his conception, 
the Madrid attack was supposed to be Al-Qaeda's revenge for the police’s 
dismantling of its Spanish network in 2001-2002. The attack, however, had 
nothing to do with the presence of Spanish soldiers in Iraq, as they had 
started their mission in 2003. Their presence only then became the perfect 
pretext for carrying out the attack20. Al-Masri admitted to the early 
preparation of a series of attacks in Madrid in a telephone conversation 
with his “protégé” Palestinian21. It was overheard by Italian police in May 
2004. In it, Al-Masri stated, among other things, that it had taken him two 
and a half years to prepare for the attack. Although he was not in Madrid at 
the crucial moment, he maintained contact with the attackers22. Also among 
the organisers of the attack was a Moroccan, Hasan al-Haski, believed to be 
the leader of a cell of the Moroccan Islamic Combatant Group in Spain, 
where he had appeared after an extended stay in Belgium23.

Taking Azizi’s advice, Fakhet made contact with Zougam. He was, 
along with compatriots Muhammad Chaoui and Muhammad Bekkali, co-
owner of the Nuevo Siglo (New Century) mobile phone shop in Madrid’s 
Lavapiés district. Zougam had been known to the police since 2001, when 
they were cracking down on the Al-Qaeda network in Spain. He was 
arrested and later released from prison - despite his known links with 
the Algerian Armed Islamic Group, with many of Abu Dahdah’s men, with 
Azizi and Muhammad al-Fizazi, one of Morocco’s most radical preachers. 
Another person helping Fakhet recruit volunteers for the terrorist cell and 
most likely funding the preparations for the attack was Moroccan Jamal 
Ahmidan, nicknamed ‘Chinaman’ or ‘Mowgli’ - a wealthy clothing shop 
owner and drug trafficker who became the Tunisian’s deputy. Another 
figure in the group of assassins was Moroccan Rafa Zuhier, an associate 
of the ‘Chinaman’ in the drug trafficking. He also maintained contacts with 
individuals with access to explosives. He established these relationships 
while in prison, where he was serving a sentence for armed robbery. 
There he met the Spaniard Antonio Toro Castro, a drug and explosives 

20	 F. Reinares, The Evidence of Al-Qa`ida’s Role in the 2004 Madrid Attack, “CTC Sentinel” 2012, 
vol. 5, no. 3, https://ctc.westpoint.edu/the-evidence-of-al-qaidas-role-in-the-2004-madrid-
attack/ [accessed: 18 IV 2012].

21	 Z. Jakubowska, Madryt 11 marca…, pp. 114–115.
22	 Llega a España “El Egipcio” para ser juzgado por el 11-M, 20 minutos, 17 XI 2006, https://

www.20minutos.es/noticia/173755/0/egipcion/11-m/italia/ [accessed: 17 XI 2006].
23	 F. Reinares, The Evidence of Al-Qa`ida’s Role…, pp. 51–52.
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trafficker whose brother-in-law Jose Emilio Suárez Trashorras was a miner 
in Avilés (a town in Asturias in the north-west of Spain). After leaving 
prison, Zuhier continued to maintain his acquaintance with Castro and 
his associates. He put them in contact with Moroccan drug traffickers. 
Close relations between Muslims and Spaniards were such that the former 
were even invited to Trashorras’ wedding to Castro’s sister, which took 
place in February 2004. At that time, negotiations were already taking 
place for the purchase by the Moroccans of some 200 kg of the dynamite-
based explosive goma-2 eco, used in the Spanish construction and mining 
industries. It was also, in addition to titadine produced in France, used by 
the ETA. The purchase of explosives by the Spaniards for 6,000 euros and 
25 kg of hashish was justified by its use both in Morocco and to blow up 
safes during robberies in Madrid. The material came from the “Conchita” 
kaolin mine owned by Caolines de Merilles, where Trashorras had 
previously worked. The Goma-2 eco was taken out of the plant by Emilio 
Llano Álvarez, a supervisor at the “Conchita” mine24.

The explosive was first sent in small quantities in the luggage 
compartment of airline coaches travelling between Asturias and Madrid. 
The goods were sent by a 16-year-old boy, who was called ‘Gitano’ 
(‘Gypsy’)25. For the largest part of the goma, the Moroccans personally 
came to Aviles, where they collected it directly from Trashorras. He also 
prepared nails and bolts to reinforce the deadly power of the explosive. 
From Avilés to Madrid, the Moroccans returned in two cars: their own 
Volkswagen Golf, in the boot of which they carried the goma-2 eco, and 
a Toyota borrowed from the Spaniards. It was driven by a ‘Chinaman’ 
who drove first and was supposed to warn against police patrols. He 
had already been stopped and fined three times before for various 
offences. The explosive was brought safely to a rural house in Morata 
de Tajuña, near Chinchón, a suburb of Madrid. It was a low-traffic 
area and the building was completely enclosed by a covering fence. 
The property had previously served as a shelter for illegal immigrants 
who sympathised with Muslim extremists. It belonged to a Syrian man 
arrested in 2001 on suspicion of belonging to Al-Qaeda. The first tenant 
was a Moroccan arrested in 2003 in connection with the Casablanca 
attack, and the second was a ‘Chinaman’. A month before the attack, 

24	 Z. Jakubowska, Madryt 11 marca…, p. 126.
25	 Due to the boy’s young age, his name was not made public.
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the village house had begun a flurry of bomb-making activity based 
on explosives brought from Avilés. Aluminium detonators and mobile 
phones were used as igniters. The phones were delivered to the Nuevo 
Siglo shop by two Indians: Vinay Kohly and Suresh Kumar. Zougam then 
took mobile phones to a house in the village, where they were converted 
into timed detonators. This was probably done by the aforementioned 
Chaoui and Bekkali. The bombs were constructed by the Moroccan 
Abderrahman Zbakin known as ‘The Chemist’. Zugam, ‘Chinaman’ 
and Trashorras were also frequent visitors. Osman al-Ghanut, a young 
Moroccan working as a bricklayer and helping to prepare the explosives, 
was in the house at all times. A total of 13 bombs were constructed 
and placed in backpacks and bags. The ready-made explosives were 
transported in a stolen Renault Kangoo van and a Škoda passenger 
car to a house in Madrid’s Alcalá district, inhabited by North African 
immigrants, and to a flat in the Leganés neighbourhood, rented three 
days before the attack. It was located on the first floor of the building 
and had an area of almost 100 m². On 10 March, the terrorists involved 
in placing the bombs on the trains carried out a ritual cleansing at 
a hairdressing establishment owned by Moroccan Abdeluaid Berrak, 
a friend of Abu Dahdah. In total, more than 40 people were involved 
in the preparations for the attack26.

Course of the attack

On the morning of Thursday 11 March 2004, seven terrorists - Tunisian 
Fakhet and Moroccans - Ahmidan, Abd an-Nabi Kundja, Allakema Lamari, 
Muhammad Ulad Akcha, his brother Rachid Oulad Akcha and Asri Rifat 
Anuar arrived in Renault Kangoo and Škoda cars in Alcalá de Henares, 
a town about 30 km east of Madrid, to land bombs in the carriages 
of the Cercanias light rail. There are ten main lines of these trains in and 
around Madrid itself. The trains, with the exception of one line, stop or 
terminate at Atocha station, the central hub railway station in the Spanish 
capital. There are three Cercanias lines in Alcalá de Henares. One runs 

26	 F. Reinares, Al-Qaeda’s Revenge…, pp. 71–74; Z. Jakubowska, Madryt 11 marca…, pp. 127–129.
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from Guadalajara and the other two start here. During the morning rush 
hour, crowded trains towards Madrid leave here every five minutes27.

The van was parked near the station. Luis Garrudo, a caretaker living 
nearby, noticed that three people had got out of it. They were filmed by 
surveillance cameras along with four others as they entered and exited 
trains standing on the platforms. The perpetrators had placed explosive 
devices on four trains. The trains full of passengers left Alcalá de Henares 
for Madrid between 7.01 a.m. and 7.14 a.m.28

Atocha railway station, train no. 21431
The train stopped at platform 2. Many passengers left the train and people 
who wanted to travel towards Alcobendas, 13 km north of Madrid, started 
to board it. At 7.37 a.m. (according to other sources at 7.39 a.m.)29 the first 
bomb exploded and two more exploded four seconds apart. The explosions 
occurred in carriages 4, 5 and 630, as a result of which 29 passengers were 
killed and 115 injured. The force of the explosion was somewhat reduced 
as a result of the open doors of the train, but the explosion of the bombs 
placed in the baskets on the right caused the shockwave to spread across 
the platform, where there were many passengers. Chaos reigned among 
them. Their goal was to get out of the wreckage of the train. People were 
bumping into each other trying to run to the escalators, which was not 
easy given that at that hour Atocha station resembled a Tokyo underground 
station. As the bombs exploded, a second train was approaching Atocha 
station31.

27	 Compiled on the basis of residual information. See: Z. Jakubowska, Madryt 11 marca…, 
pp. 56–57, 74, 129, 207–208, 212–214.

28	 A. Martin Plaza, Los atentados del 11M que sacudieron España...; Atentados Terroristas del Dia 
11 del Marzo de 2004 de Madrid, Juzgado Central de Instruccion No 6 Audiencia Nacional 
Madrid, https://e00-elmundo.uecdn.es/documentos/2006/04/11/auto11m/01.pdf, p.  1 
[accessed: 11 IV 2006]; Z. Jakubowska, Madryt 11 marca…, pp. 55–56.

29	 Publications give different times for the explosion of the first bomb on the train at 
Atocha station, e.g. 7.37, 7.38 or 7.39 a.m. There are also discrepancies in the timing 
of the explosions on the other trains, all of which were supposed to have occurred between 
three and five minutes apart, and not as indicated in the graphics (Figure 1, Figure 2). See: 
The Terror Attacks in Madrid…, pp. 28–30 [accessed: 11 III 2008]; F. Reinares, Al-Qaeda’s 
Revenge…, p. xxiii.

30	 F. Reinares, Al-Qaeda’s Revenge…, p. xxiii.
31	 The Terror Attacks in Madrid…, p. 27.
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Atocha railway station, Téllez street, train no. 17305

The train that was due to travel from Atocha to Chamartin station was 
slightly late. The train slowed down to stop at the level of Téllez Street, 
which runs parallel to the track, about 800 m from Atocha32. Here it was 
to await the departure of train 17393. At 7.39 a.m. four bombs exploded 
in carriages: 1, 4, 5 and 633. The force of the explosion was so great that 
many of the 65 dead were thrown outside. Had it not been for the train 
delay, the casualties could have been many more. 165 people were injured. 
According to witnesses to the incident, the most surprising thing was 
the silence and calmness with which the injured passengers, some in very 
serious condition, disembarked from the destroyed railway cars, helping 
each other, still without the support of the medical services. The report 
of the explosion at Atocha station was received by the ambulance service 
immediately after the explosion. Eight minutes later, the first ambulance 
arrived. Most of them were sent to Atocha station34.

El Pozo del Tio Raimundo station, train no. 21435
An overcrowded double-decker train from Guadalajara via Alcalá de 
Henares arrived at the station (Figure 1). It was disembarked by students 
and schoolchildren and boarded by workers, including many parents who 
had left their children at nearby kindergartens at that hour. At 7.38 a.m. 
(7.40 a.m.) the train set off for Alcobendas station, three stops away. It had 
not yet passed the platform when massive explosions occurred in two 
railway cars 4 and 5, killing 67 people and injuring 56 - mainly those on 
the platform. The attack at El Pozo station was the third in a row, which 
meant that it would take longer to mobilise and direct services. The first call 
was made at 7.47 a.m. and an ambulance arrived 15 minutes later. Within 
1 hour and 10 minutes, all the injured were transported to hospitals35.

32	 See: Atentados Terroristas del Dia 11 del Marzo de 2004 de Madrid...; F. Reinares, Al-Qaeda’s 
Revenge…, p. xxiii; Z. Jakubowska, Madryt 11 marca…, p. 57, 205.

33	 See: F. Reinares, Al-Qaeda’s Revenge…, p. xxiii.
34	 The Terror Attacks in Madrid…, p. 30.
35	 Ibid., p. 29.
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Figure 1. Train no. 21435 at El Pozo del Tio Raimundo station.

Source: The Terror Attacks in Madrid, Spain, 2004, Kamedo-report 90, Socialstyrelsen 2007, https://www.
socialstyrelsen.se/globalassets/sharepoint-dokument/artikelkatalog/ovrigt/2007-12336_200712336.pdf, 
p. 30 [accessed: 11 III 2008].

Santa Eugenia station, train no. 21713
At 7.40 a.m. (7.42 a.m.), the last of a series of explosions occurred (Figure 2)36.	
It happened just as the train was starting from the station. The explosion 
of material placed in a travel bag caused enormous havoc, as the result 
of which 17 people were killed and 52 injured. Human remains were 
scattered within a 50-metre radius. The station buildings were severely 
damaged37.

36	 The explosion on the train at Santa Eugenia station is listed in The Terror Attacks in Madrid, 
Spain, 2004, Kamedo-report 90 as second in order, while it occurred at the same time as 
explosion on the train at El Pozo station or as the last one.

37	 Ibid., p. 28.
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Figure 2. Train no. 21713 at Santa Eugenia station.

Source: The Terror Attacks in Madrid, Spain, 2004, Kamedo-report 90, Socialstyrelsen 2007, https://www.
socialstyrelsen.se/globalassets/sharepoint-dokument/artikelkatalog/ovrigt/2007-12336_200712336.pdf, 
p. 29 [accessed: 11 III 2008].

Immediately after the Madrid attack, all forces were mobilised. Field 
hospitals were set up at the sites of the disaster, medical services appealed 
for blood donations as supplies were running out at a fast rate. Crowds 
of people lined up in front of mobile blood donation points. In parallel with 
the rescue operation, an investigation and anti-terrorist operation code-
named 'Cage' ('Jaula') was launched to prevent terrorists from escaping 
the city. The capital was gripped by traffic paralysis. By 10 a.m. almost all 
the injured had been taken to around 20 hospitals. More than 300 people 
were taken to the Gregorio Marañón Hospital, which had never been 
so busy before. An emergency plan for major disasters had also never 
been practised, and the situation on the morning of 11 March 2004 even 
resembled war38. Police delayed publishing the names of those killed. 
The tragic death toll has finally been made public. More than 6,000 people 
were travelling on the four trains. The attack left 192 people dead and more 
than 1,400 injured39. Among the victims from 16 countries were four Poles: 
two women, a man and his seven-month-old daughter, who died in hospital 

38	 Z. Jakubowska, Madryt 11 marca…, p. 64.
39	 The last injured person died in 2014 after being in a coma for ten years. The total number 	

of fatalities was therefore 193 people. See: B. Cedeira, La victima que entró en coma el 
11M hasta morir 10 años después, El Español, 11 III 2017, https://www.elespanol.com/
reportajes/20170310/199730525_0.html [accessed: 11 III 2017].
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the day after the attack40. The statistics of the wounded were then updated 
and the final number was 185841. It was the second deadliest terrorist attack 
in Europe after the 21 December 1988 attack on a Pan American airliner 
over Lockerbie, Scotland, which killed 259 passengers and crew members 
and 11 residents of that town.

The police investigation discovered that there were more backpacks 
put on the trains. Of the thirteen, ten bombs exploded. One was found on 
a train at Atocha station and another in a train at El Pozo del Tio Raimundo 
station. Both were detonated by sappers from the Regional Operations 
and Reconnaissance Brigade (Técnico Especialista en Desactivación de 
Artefactos Explosivos, TEDAX). A third explosive charge was discovered 
among the luggage carried off the train in El Pozo when a mobile phone 
rang in one of the backpacks. Specialists defused this bomb. It consisted 
of a goma-2 eco explosive, screws and nails to increase the explosive force, 
two detonators and the aforementioned prepaid phone with an alarm 
programmed for the time when the explosion was supposed to take place. 
It did not happen because of a defect in the detonator. It was established 
that the card came from a shop owned by Zugam. The disclosed connections 
identified a number of terrorists42. On the day of the attack, residents 
of Alcalá de Henares informed the police about a suspicious van parked 
near the station. It was towed to a police car park. Officers found in it, 
among other things, seven detonators, remnants of explosive material 
and a cassette tape with a recorded recitation of a passage from the Koran, 
a blanket, a scarf and gloves, etc.43

Moments after the attacks, politicians of the ruling party accused 
the Basque organisation ETA, which allegedly wanted to influence 
the elections, of carrying them out. Prime Minister Aznar said: ETA is 
behind these attacks 44. He was echoed by Interior Minister Ángel Acebes, 

40	 Zmarła czwórka Polaków rannych w Madrycie (Eng. Four Poles injured in Madrid died), 
Gazeta Wyborcza, 12 III 2004, https://web.archive.org/web/20091214225052/http://wyborcza.
pl/1,75248,1961962.html [accessed: 12 III 2004].

41	 Zamachy w Madrycie – odwet za Irak (Eng. Madrid attacks - retaliation for Iraq), Polskie Radio, 
11 III 2014, https://www.polskieradio.pl/106/246/Artykul/1071933%2CZamachy-w-Madrycie---
odwet-za-Irak [accessed: 11 III 2014].

42	 A. Martin Plaza, Los atentados del 11M que sacudieron España…
43	 Atentados Terroristas del Dia 11 del Marzo de 2004 de Madrid…, pp. 147–149.
44	 M. Catalán, Prensa, verdad y terrorismo: la lección política del 14-M, “El Argonauta Español” 2005, 

no. 2. https://doi.org/10.4000/argonauta.1191 [accessed: 26 VIII 2023].
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who stated: There is no doubt that ETA is responsible. In a TV speech at 
2.30 p.m., Aznar strongly accused ETA of carrying out the attack. He also 
announced the holding of a demonstration against Basque separatists 
the following day. Other PP politicians also pointed without any doubt 
to ETA as the perpetrator of the attack. The same signals initially came 
from the secret services, although ETA rejected these accusations45. 
In the evening, the Abu Hafs al-Masri Brigade sent an email to the Arabic-
language daily Al-Quds al-Arabi ('Arab Jerusalem'), published in London, 
in which it admitted to having carried out the attacks46. At the same time, 
the police found a videotape at the location indicated by this brigade. 
It recorded Al-Qaeda's representative in Europe, Abu Dujan al-Afghani, 
confessing on behalf of the organisation to the attacks carried out exactly 
two and a half years after 9/11, in response to Spain's collaboration with 
the 'criminal Bush'. This was supposed to be retaliation for the evils 
perpetrated in the world by the West, especially in Iraq and Afghanistan47.

On Saturday 13 March, the three co-owners of the Nuevo Siglo phone 
shop, from which the cellphones converted into incendiaries came, were 
arrested. Intelligence agents also managed to locate the terrorists' hideout 
in a rented flat in the Leganés district. This was helped by mobile phone 
cards and a pre-paid card found on 2 April in a bag of explosives placed 
on the tracks of the high-speed railway (Alta Velocidad Española, AVE). 
The following day, police officers and officers of the Special Operations 
Group (Grupo Especial de Operaciones, GEO) proceeded to lay siege to 
the building where the terrorists' headquarters were located. The start 
of the operation and the conflicting information about how it was going to be 
carried out caused much controversy. At around 6 p.m., one of the terrorists 
went outside to throw rubbish away. He saw the police officers, after which 

45	 Ibid.
46	 The organisation is named after Muhammad Atef aka Abu Hafs al-Masri, one of Bin Laden's 

closest associates and an activist of the Egyptian Islamic Jihad (Al-Jihad al-Islami al-Misri). 
The brigade made itself known again on 17 March 2004, declaring a ceasefire in Spain if the new 
government fulfilled its promise and withdrew troops from Iraq. By the way, it called Aznar 
the 'tail of the United States', which had been 'consigned to the dustbin of history'. The same 
organisation took responsibility for the attacks in Istanbul in November 2003 and London in 
July 2005. It also published dozens of proclamations, statements and communiqués. However, it 
turned out that the brigade existed only in the virtual sphere. See: K. Izak, Leksykon organizacji 
i ruchów islamistycznych…, p. 413.

47	 Z. Jakubowska, Madryt 11 marca…, p. 82.
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he warned his colleagues and fled48. According to another version of events, 
he fled without warning his comrades, who themselves saw the policemen 
nearby49. The terrorists then opened fire through the window, raising 
shouts in Spanish in praise of Allah. After the residents were evacuated, 
it was decided that a group of GEO officers would blast the door to the flat 
and throw tear gas inside. When the anti-terrorists were in the stairwell 
next to the flat, a naked man stood at the front door. At this point, a massive 
explosion occurred, killing one officer and injuring 15 others, several 
seriously. A large part of the building's facade was destroyed. The force 
of the explosion of the explosives stored in the flat was so great that it was 
impossible to count the number of massacred bodies of the terrorists who 
committed collective suicide. It was first reported that four of them had 
died. Only after three days was it established that there were seven50. They 
were the same terrorists who had planted bombs on the trains at Alcalá de 
Henares station.

Political impact of the events of 11 March 2004

The Madrid attacks took place three days before the general elections. 
In the event that ETA had actually carried out the attack, the electorate 
would certainly have supported the party of Aznar, who pursued a policy 
of dealing tough with Basque terrorists and rejected any possibility 
of negotiating with them. With Aznar having already declared that he would 
not seek re-election as prime minister, the PP therefore chose Mariano Rajoy 
as its leader in the election campaign. However, if the attack in Madrid had 
been carried out by Islamic extremists, the situation could have changed 
dramatically, as 80% of the public was against sending Spanish soldiers 
to Iraq. Surely PSOE politicians would have used this fact to discredit 

48	 Ibid., p. 130.
49	 Los terroristas del 11-M se inmolan y matan a un geo al volar su «piso franco» en Leganés, ABC España, 

4 IV 2004, https://www.abc.es/espana/abci-terroristas-inmolan-y-matan-volar-piso-franco-legan
es-200404040300-962802830594_noticia.html [accessed: 4 IV 2004].

50	 Z. Jakubowska, Madryt 11 marca…, p. 82; R. Becares, O. Cernuda, Cuatro terroristas islámicos 
se inmolan en un piso de Leganés y matan a un agente de policía, elmundo.es, 4 IV 2004, https://
www.elmundo.es/elmundo/2004/04/03/enespecial/1081016920.html  [accessed:  4  IV 2004]; 	
La policía eleva a siete los terroristas muertos en Leganés, Cadenaser, 7 IV 2004, https://cadenaser.
com/ ser/2004/04/07/espana/1081295423_850215.html [accessed: 7 IV 2004].
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the current government. For this reason, Aznar and Acebes kept accusing 
ETA of carrying out the attack, even though the facts revealed in the hours 
that followed contradicted this. The analysis of the material evidence 
examined by forensic experts forced at least restraint in the statements 
made by politicians from people’s party. Meanwhile, on 11 March, at around 
9.30 p.m., Zapatero telephoned the editor-in-chief of the daily 'El Mundo' 
and informed him that, in view of the new evidence, he was convinced 
of Al-Qaeda's guilt and, moreover, according to him, the government also 
had this knowledge. While the opposition disputed the words of members 
of the right-wing government the following day, ETA representatives spoke 
out. An anonymous caller telephoned the editorial board of the extreme 
nationalist daily 'Gara', declaring that the Basque organisation bore no 
responsibility for Thursday's attacks. A dozen minutes later, Acebes, 
on behalf of the government, announced that he did not believe 
in the authenticity of this information. On Friday evening, some 
11 million Spaniards, including some 2.3 million in Madrid alone, took 
part in demonstrations against ETA's violence, and as an expression 
of remembrance for the victims and support for their families. This show 
of unity was disrupted when the police investigation began to focus on 	
Al-Qaeda. On Saturday 13 March, when the first arrests of Islamic radicals 
connected to the attack took place, the government spokesman and 
interior minister continued to blame ETA. Faced with the contradiction 
of emerging new evidence with statements by government representatives, 
the opposition decided to act despite the electoral silence in force. The pre-
election ban on agitation was broken by the shouts of the crowd that 
gathered at the PP headquarters in Madrid. Residents demanded to know 
the truth before taking part in the elections. Anti-government protests also 
erupted in Barcelona and other major Spanish cities. That same evening 
and night there was a battle of words between the PP and the PSOE, which 
accused the government of lying during an ongoing investigation51.

On 14 March, the Left won with 11 million votes, while the PP 
won 9.7  million. Participation in the general election was 77.26%, one 

51	 J. Cieszko, Tragedia w Madrycie, 11–14 marca 2004 roku (Eng. Tragedy in Madrid, 11-14 March 
2004), in: Hiszpania: Media masowe i wybory w obliczu terroryzmu (Eng. Spain: Mass media 
and elections in the face of terrorism), B. Dobek-Ostrowska, M. Kuś (eds.), Wrocław 2007, 	
pp. 51–54; J.L. Gonzalez Esteban, Kronika 11 marca: terroryzm i polityczna zmiana w Hiszpanii 
(Eng. Chronicle 11 March: terrorism and political change in Spain), in: Hiszpania: Media masowe 
i wybory…, pp. 67–70.
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of the highest in Spain52. The following day, after announcing the Socialists' 
victory, Zapatero announced that he intended to invite the other 
political parties to a dialogue on the fight against terrorism. He also 
announced a return to an alliance with France and Germany, i.e. pursuing 
a pro-European policy instead of the pro-American policy of the previous 
government. He announced that his first step would be to withdraw troops 
from Iraq. He called the war against the Hussein regime a mistake because 
no weapons of mass destruction had been found in Iraq. In addition, it 
had emerged that secret service reports had been manipulated in the U.S. 
and Britain to lend credence to the need to intervene. Spain's new Prime 
Minister also said that his victory in the vote is a signal of change for other 
countries with elections coming up soon, including the United States, where 
President George W. Bush will face Massachusetts Senator John Kerry 
in November. If voters do not accept the war in Iraq and its occupation, they 
can protest at the polls and at the ballot box, thus changing the direction 
of policy. The final decision to withdraw the Spanish contingent was taken 
on 19 April 200453.

In May 2004, 1,300 Spanish soldiers left Iraq54. Soldiers from 
the Dominican Republic and Honduras also returned to the country. 
In the summer of 2004, MND C-S of 9,000 soldiers commanded by Poles was 
reduced to about 7,000. Although their presence in Iraq did not have any 
significant military importance, the end of the mission was perceived as 
a gesture of a political nature, a consequence of the reorientation of Spain's 
position, in which the new government clearly distanced itself from 
the tactics of the war on terror preached by the USA55. The international 
media reported at the time that the Spanish had failed. The Polish Ministry 
of Defence hoped that the Spaniards would take command in the zone. 
Poland's Prime Minister at the time, Leszek Miller, appealed to the Spanish 
for loyalty to the international anti-terrorist coalition, but to no avail56. 

52	 J. Cieszko, Tragedia w Madrycie…, pp. 56–57.
53	 A. Martin Plaza, Los atentados del 11M que sacudieron España…; J. Cieszko, Tragedia w Madrycie…, 

pp. 54–55.
54	 M. Brylew, Irak 2006–2012…, p. 50.
55	 The Spanish contingent, on the other hand, remained in Afghanistan. Indeed, Zapatero 

expressed his belief that the two interventions were fundamentally different in their rationale 
and legality.

56	 Po pięciu latach koniec polskiej misji w Iraku (Eng. After five years, the end of the Polish mission 
in Iraq), money.pl, 29 X 2008, https://www.money.pl/archiwum/wiadomosci_agencyjne/pap/	
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The stance of the new Spanish government was severely criticised by 
Washington and other capitals. The Bush administration did not hide 
its anger at Zapatero, comparing the current situation with the signing 
of the Munich Agreement in 1938. At that time, to calm the situation, France 
and the United Kingdom agreed to annex part of Czechoslovakia's territory 
to Germany. Spain has now acted in a similar way, withdrawing its military 
contingent from Iraq in an attempt to 'calm' the terrorists. There were 
malicious comments in the Polish media that the elections in Spain had 
been won by Al-Qaida57. The events of 11 March and their consequences 
have had an impact on both general international relations and bilateral 
relations between Spain and the United States. The change of government 
in Spain was not welcomed by the Bush administration. During a visit to 
EU countries, the then chairwoman of the U.S. National Security Council, 
Condoleezza Rice, ignored Madrid. She did not stay there, recognising 
that she would hear nothing in Madrid that she could not hear in Paris. 
The attacks in the Spanish capital were used by President Bush during 
the 2004 election campaign. He used them to justify the need to continue his 
military policy in Iraq and to maintain the restrictions on the civil liberties 
of the U.S. population. He further pointed out that terrorism was indeed 
the greatest threat to the world and that pursuing this policy was therefore 
a priority in his foreign policy58. Another consequence of the Madrid 
events of international significance was the adoption of a declaration on 
combating terrorism by the European Council in March 2004. Two months 
later, the post of EU Counter-Terrorism Coordinator was created.

artykul/po;pieciu;latach;koniec;polskiej;misji;w;iraku,188,0,381372.html [accessed: 29 X 2008]. 
In autumn 2014, the Spanish Ministry of Defence decided to send 300 soldiers to Iraq. This time 
they supported the international coalition in the fight against the Islamic State. They trained 
the Iraqi military in carrying out special operations and in detecting and defusing mines. 
The Spaniards did not take an active part in the fighting, but had to resist attacks. See: Hiszpański 
parlament zgodził się na wysłanie żołnierzy do Iraku (Eng. Spanish parliament agrees to send 
troops to Iraq), Wirtualna Polska, 22 X 2014, https://wiadomosci.wp.pl/hiszpanski-parlament-
zgodzil-sie-na-wyslanie-zolnierzy-do-iraku-6027730872366209a [accessed: 22 X 2014].

57	 B. Łódzki, Reakcja polskich mediów masowych na atak terrorystyczny w Madrycie 11 marca 2004 r. 
(Eng. Reaction of the Polish mass media to the terrorist attack in Madrid on 11 March 2004), in: 
Hiszpania: Media masowe i wybory w obliczu terroryzmu (Eng. Spain: Mass media and elections in 
the face of terrorism), B. Dobek-Ostrowska, M. Kuś (eds.), Wrocław 2007, p. 126.

58	 T. Płudowski, Reakcje prasy amerykańskiej na madrycki atak terrorystyczny z 11 marca 2004 	
(Eng. U.S. press reactions to the Madrid terrorist attack of 11 March 2004), in: Hiszpania: 
Media masowe i wybory w obliczu terroryzmu (Eng. Spain: Mass media and elections in the face 
of terrorism), B. Dobek-Ostrowska, M. Kuś (eds.), Wrocław 2007, pp. 156–157.
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Conviction of the perpetrators of the Madrid attack

On 14 March 2005 Al-Qaeda claimed responsibility for the Madrid attack. 
A speaker presenting himself as the spokesman for Al-Qaeda in Europe 
declared that the attacks were revenge for (...) Spain’s collaboration 
with the criminal Bush and his allies 59. This information did not provoke 
much of a public reaction, as the investigation showed that Bin Laden’s 
organisation was responsible for the attack anyway. The political and social 
debate surrounding the events in Madrid resurfaced in 2007 following 
the controversial sentences handed down to the organisers and helpers 
of the terrorist attack. There were 21 people, most of them Moroccans, 
directly involved in preparation and realisation of the attack. The trial lasted 
from 15 February to 2 July 2007. Fifteen Moroccans, nine Spaniards, two 
Syrians, an Algerian, a Lebanese and an Egyptian stood trial. The verdict 
was read out on 31 October 2007 - 21 of the 29 accused of involvement 
in the attacks, none of whom pleaded guilty, were sentenced to more than 
40,000 years in prison. Eight were acquitted by the court. The same case 
also names 28 defendants, seven of whom were acquitted. Among them was 	
Al-Masri, considered by some authors to be the instigator of the Madrid 
attacks. In 2004, he was detained in Milan after police overheard his 
conversation in which he admitted to planning the Madrid attack. 
Muhammad the Egyptian was also acquitted, which was twistedly 
explained by the fact that he was already serving a 10-year prison sentence 
(reduced to eight) in Italy for belonging to a terrorist organisation. Another 
organiser of the attack, Al-Haski, who was also the head of the Spanish 
cell of the Moroccan Islamic Combatant Group, was sentenced to 15 years 
in prison instead of the more than 40,000 the prosecutor had demanded. 
The heaviest sentences were handed down to Zugam and Al-Ghanut: 
30 years for each of the 191 killed, 20 years for each of the 1,858 wounded 
(attempted murder) and 12 years for membership of a terrorist organisation. 
Also among those sentenced was Trashorras, who was charged with 
complicity in the events by selling explosives to Islamic terrorists. His 
sentence is 34,715 years in prison. However, under the Spanish legal 
system, none of the convicts will serve more than 40 years in prison. 
The remaining defendants received sentences ranging from 3 to 23 years 

59	 A. Mroczek, Zamach w Madrycie 11 III 2004 – minuta po minucie (Eng. Madrid attack 11 III 
2004 - minute by minute), terroryzm.com, 25 IX 2005, http://www.terroryzm.com/zamach-
w-madrycie-11-iii-2004-minuta-po-minucie/ [accessed: 25 IX 2005].
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in prison. The public prosecutor’s office and associations of the victims’ 
relatives appealed the sentences to the Supreme Court, which upheld most 
of them in a ruling on 17 July 2008. The public, and above all the families 
of the victims of the attacks, received the verdicts, especially the lowest and 
acquittal ones, with incredulity, indignation and anger60. Spaniards found 
it difficult to accept that the massacre was committed by Muslims who lived 
in Madrid, worked here and were often friends with the local community. 
Politicians of the ruling PSOE were unlikely to comment on the verdict. 
Instead, they continued to accuse the previous right-wing government 
of trying to hide the truth about the real perpetrators of the attack and 
blame it on ETA, lest Spaniards think that the attack was retaliation for 
sending Spanish troops to Iraq61.

Anti-terrorist security problems in Spain

With the results of the ongoing investigation, questions and doubts 
were raised not only about the perpetrators of the attack, but also about 
the state of anti-terrorist security in Spain. An attack motivated by jihadist 
ideology took place in a country that fought against Basque separatist 
terrorism between 1960 and 2011. On the one hand, praise was expressed 
for the efficiency and professionalism of the emergency medical services 
and experts in forensic science and medicine. On the other hand, 
the investigation revealed a number of errors and omissions related 
to the surveillance of the most radicalised individuals and the handling 
of informants by the police and the Civil Guard. As many as five informants 
of these services were among the group of people linked to the attack. 
The police rejected, for example, the information provided by one of them 
that it was not ETA that carried out the attack, because it went against 

60	 M. Tryc-Ostrowska, Kontrowersyjny wyrok za zamachy w Madrycie (Eng. Controversial 
sentence for Madrid attacks), “Rzeczpospolita”, 2 XI 2007.

61	 C. Taracha, Wybory w cieniu zamachu. Kilka uwag na temat wydarzeń z marca 2004 roku 
w Madrycie (Eng. Elections in the shadow of an attack. Some comments on the events 
of March 2004 in Madrid), in: Terroryzm wczoraj i dziś. Wybrane problemy (Eng. Terrorism 
yesterday and today. Selected issues), P. de la Fuente, W. Gizicki, C. Taracha (eds.), Lublin 
2015, p. 80; El final del principio en la investigación del 11-M, elmundo.es, 1 XI 2007, https://
www.elmundo.es/elmundo/2007/11/01/espana/1193885319.html  [accessed: 1 XI 2007]; 
M. Tryc-Ostrowska, Kontrowersyjny wyrok…
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the political line62. Also, the trial left many questions and doubts about both 
the authorship of the attack as well as its perpetrators and originators. Not 
surprisingly, this hot topic became the subject of scholarly and journalistic 
consideration. Various interpretations and speculations about the events 
of 11 March 2004 have reached the public. The author of the official 
conception accepted by Spain’s ruling political establishment and much 
of the public is Reinares. Also accepted was the opinion of Luis del Pino, 
who saw traces of the presence of the secret services in the attacks, without 
identifying them specifically63.

In order to increase effectiveness in the fight against domestic and 
international terrorism, two months after the attacks, Spain’s National 
Counter Terrorism Coordination Centre (Centro Nacional de Coordinación 
Antiterrorista, CNCA) was created. In Poland, its counterpart is the Counter 
-Terrorism Centre of the Internal Security Agency. It was made up of top 
officers from the National Police Corps (Cuerpo Nacional de Policía, CNP), 
the Citizen Guard, the CNI and prisons. The National Counter Terrorism 
Coordination Centre fell under the Secretary of State for Security at 
the Ministry of the Interior (MIA). The CNCA’s departments dealing with 
Islamic terrorism and Muslim radicalism included many specialists. It was 
an institution of an analytical nature. The primary objective of the CNCA 
was to receive, process and evaluate available strategic information on all 
types of terrorism that posed a threat to Spain, without taking operational 
action, which was the responsibility of the State Security Forces and Bodies 
(Fuerzas y Cuerpos de Seguridad del Estado, FCSE). The FCSE comprised 
intelligence, the police, the Civil Guard and the Catalan police Mossos 
d’Esquadra. The new counter-terrorism institution constantly updated 
its assessment of the terrorist threat, sought to maintain the initiative 
in the fight against terrorists, choose the best scenarios for possible 
intervention and plan the response. Legislative changes were introduced. 
Modification and expansion of the terrorist prevention system was 
initiated, including the improvement of the rapid reaction force and the use 
of the military. EU intelligence cooperation with the U.S. and Muslim 
countries strengthened64.

62	 Z. Jakubowska, Madryt 11 marca…, pp. 173–175.
63	 C. Taracha, Wybory w cieniu zamachu…, pp. 81–85.
64	 Centro Nacional de Coordinacion Antiterrorista CNCA, La Pagina de ASR, https://intelpage.

info/centro-nacional-de-coordinacion-antiterrorista.html [accessed: 12 XII 2015].
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The rise of the Al-Qaeda organisation in the Islamic Maghreb 
Countries (Tanzim Al-Qaida fi Bilad al-Maghrib al-Islami) in 2007 saw 
an increase in the terrorist threat in Spain. The organisation’s online 
media organ ‘Al-Andalus’ proclaimed, among other things, that its aim 
was to recruit supporters under the banner of fighting for a caliphate 
in the Iberian Peninsula. Statements and propaganda material posted 
on the portal contributed to the radicalisation of Spanish Muslims. Bin 
Laden’s deputy in Al-Qaeda, Ayman az-Zawahiri, called for (...) the recapture  
of Al-Andalus, which is the duty of our people in general and of you (the Maghreb 
countries – author’s note) in particular. This objective can only be achieved by 
ridding the Islamic Maghreb of the sons of France and Spain65. Spain also held 
a special place in the ideology of the Islamic State, by which it was seen as 
a natural part of the caliphate now occupied by the ‘infidels’. To minimise 
the growing threat, the number of officers dealing with Muslim extremism 
was increased. More Arabic language translators have been employed 
at the CNCA. There were 11 of them in April 200466 and 86 in November 
2007. There have been many operations during which local radicals and 
immigrants from North Africa and the Middle East have been arrested. 
They arrived in Spain and were prosecuted for terrorism in their home 
countries. In addition, a number of terrorist cells with international links 
were broken up, including the cell preparing the attack on the Supreme 
Court in Madrid (October 2004). There was a real threat emanating from 
the activity of radicals in prisons, who sought to recruit Muslims there to 
carry out terrorist activities after leaving prison. The police operation code-
named ‘NOVA’ was intended to counter these tendencies. After the Madrid 
attacks, much Muslim extremist activity was concentrated in Catalonia. By 
2009, 14 anti-terrorist operations had been carried out there, most of them 
in and around Barcelona, including ‘Tiger’ (‘Tigris’), ‘Jackal’ (‘Chacal’) or 
‘Chameleon’ (‘Camaleon’)67. In its 10 years of activity, the CNCA carried out 
more than 50 operations in Spain against international terrorist structures 
and loose cells without wider organisational links. During this time, more 
than 500 people were arrested, but only 14% of them were convicted, 

65	 K. Izak, Leksykon organizacji i ruchów islamistycznych…, p. 469.
66	 S. Kosmynka, Święta wojna w Al-Andalus. Przeobrażenia aktywności dżihadystycznych 

komórek terrorystycznych w Hiszpanii w latach 1995–2012 (Eng. The Holy War in Al-Andalus. 
The transformation of jihadist terrorist cell activity in Spain between 1995 and 2012), 
Łódź 2015, p. 304.

67	 Ibid., p. 259, 262.
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the rest were released for lack of evidence68. The authorities did, however, 
allow Islamic radicals to hold meetings attended by several thousand 
people each. At least 10 Salafist congresses were held in Spain in 2010, 
attended by between 2,000 and 3,000 people. Two years earlier, only one 
such congress had been held69. The policy of multiculturalism, tolerating 
and even supporting the activities of religious minorities, promoted by 
the authorities, who downplayed the funding of organisations, mosques and 
Muslim centres from abroad, clashed with the actions of the secret services, 
which had increasing problems with the surveillance of radical circles.

Following ETA’s announcement in 2011 that it had ceased its armed 
activities, the special services focused on countering Islamic terrorism 
and countering Muslim extremism, which correlated in time with 
the creation of a new jihadist battle front in Iraq and Syria. As the threat 
from terrorists linked to the Islamic State increased in mid-October 2014 
the CNCA was merged with the Intelligence Centre against Organised 
Crime (Centro de Inteligencia contra el Crimen Organizado, CICO) to form 
the Intelligence Centre against Terrorism and Organised Crime (Centro de 
Inteligencia contra el Terrorismo y el Crimen Organizad, CITCO). The aim 
of the merger was to optimise efforts and make better use of the economic 
resources of both agencies in the face of growing threats and links between 
extremists, terrorist organisations and organised crime. In addition to 
the already mentioned activities carried out by the CNCA, CITCO’s tasks 
include providing the FCSE with relevant information and forecasts, 
coordinating their activities, drawing up annual reports on organised 
crime, terrorism and radicalism in Spain and periodically assessing 
the threat in these areas. It is the responsibility of the CITCO to compile 
and distribute statistics related to the above matters, as well as to liaise 
with the relevant institutions in Brussels and similar bodies in EU member 
states. A special team has been created to monitor online activities. It was 
on the web that 80% of jihadists were recruited to take part in the fighting 
in Iraq and Syria. It has also embarked on a programme of deradicalisation 
of communities of young Muslims70.

68	 Ibid., p. 310.
69	 J. Loredo, Marzenie o Al Andalus (Eng. The dream of Al-Andalus), “Nasz Dziennik”, 19 XI 

2011.
70	 Interior cesa al jefe del CITCO y nombra a un comisario al frente del Gabinete de Estudios 

y  Coordinación, elDiario.es, 7 VII 2018, https://www.eldiario.es/politica/interior-citco-
gabinete-estudios-coordinacion_1_2035094.html [accessed: 7 VII 2018].
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The aim of the Spanish services was to intervene at the earliest 
possible stage to prevent attacks. In the case of Islamist terrorists, this was 
successful for 13 years (with varying degrees of success in the case of ETA, 
which last carried out an attack in 2009). A 2016 report by the Spanish 
Interior Ministry noted that the number of messages sent by jihadists 
calling on so-called ‘lone wolves’ to carry out attacks on Spain and to 
‘liberate’ cities such as Toledo, Córdoba and Seville had doubled compared 
to previous years71. It became obvious that the jihadists would seek to carry 
out further attacks. Catalonia was a realistic target. As early as October 2007, 
the CIA handed over a report to the authorities in Madrid, which showed 
that the autonomous region of Catalonia had turned into an operational 
and recruitment base for terrorists. There were even alarming claims that 
Catalonia had become the new centre of global jihad72. It should not be 
forgotten that the Islamic State’s call for all terrorist activities in Europe 
found fertile ground in Spain, where the influx of illegal immigrants 
from Africa had increased and local Muslims were becoming heavily 
radicalised. When in 2016 the EU concluded an agreement with Turkey 
on the return of illegal migrants, migrant routes from Libya and Tunisia 
to Italy and from Morocco through the Strait of Gibraltar to Spain became 
important. Nevertheless, the Spanish service has been recognised as one 
of the most effective in Europe when it comes to detecting terrorists, 
and Spanish counter-terrorism experts have become known as the best 
in the world. In recognition of their merits, a meeting of the UN Counter-
Terrorism Committee was held in Madrid in July 201573. This image was 
not spoilt by the attack in Barcelona two years later.

On 17 and 18 August 2017 Catalonia became the target of attacks by 
jihadists from Ripoll. At the time, 16 people were killed and 128 injured74. 

71	 J. Badcock, The Long Shadow of al-Andalus. Spain is on the periphery of Europe, but central to 
modern jihad, Foreign Policy, 21 VIII 2017, https://foreignpolicy.com/2017/08/21/the-long-
shadow-of-al-andalus-spain-islamic-state-terrorism-al-qaeda/ [accessed: 21 VIII 2017].

72	 K. Haahr, The Growth of Militant Islamist Micro-Diaspora Communities, “CTC Sentinel” 
2008, vol. 1, no. 4, https://ctc.westpoint.edu/wp-content/uploads/2010/06/Vol1Iss4-Art6.pdf 
[accessed: 18 IV 2008].

73	 Madryt: posiedzenie Komitetu Antyterrorystycznego ONZ (Eng. Madrid: meeting 
of the UN Counter-Terrorism Committee), Dziennik Gazeta Prawna, 27 VII 2015, https://
www.gazetaprawna.pl/wiadomosci/artykuly/885271,madryt-posiedzenie-komitetu-
antyterrorystycznego-onz.html [accessed: 27 VII 2015].

74	 Hiszpania: Rozpoczął się proces dżihadysty zatrzymanego w Warszawie (Eng. Spain: 
Trial of jihadist detained in Warsaw begins), Dziennik Gazeta Prawna, 11 VI 2018, 	
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In addition, seven terrorists were killed by the police during or shortly 
after the attacks and three were brought to justice. The terrorists attacked 
in Barcelona and Cambrils using cars and knives. They intended the attack 
to take a very different course. The change of plans was prompted by 
an explosion at the terrorists’ base in Alcanar, which killed the radical 
imam Abdelbaki (Abdel Baki) As-Satty, the initiator of the attack, and 
the terrorist preparing the explosive75. One of the terrorists was wounded. 
The investigation revealed that the original plan of the bombers was to 
place 200 kg of an explosive made from triacetone triperoxide (TATP), 
also known as the mother of Satan, in the van, laden with gas cylinders to 
increase the force of the explosion. The target was probably the Sagrada 
Familia. Many opinions expressed the thesis that the attack could 
have been thwarted if it had not been for the arrogance of the Catalan 
authorities, who disregarded warnings and sabotaged cooperation 
with the state’s security forces by refusing to provide Madrid with vital 
information about the jihadists76. They have also refused to erect concrete 
barriers at the entrance to the La Rambla promenade to prevent cars 
from entering it. This is where the speeding car killed the most people. 
The safety of Barcelona’s residents and tourists has been subordinated to 
local politicians, who have committed numerous omissions in the name 
of Catalonia’s policy of independence from Spain, one element of which 

https://www.gazetaprawna.pl/wiadomosci/artykuly/1132741,proces-dzihadysty-
zatrzymanego-w-warszawie.html [accessed: 11 VI 2018].

75	 Abdelbaki As-Satty was a Moroccan national. In 2014, a court ordered his expulsion from 
Spain, shortly after he had finished serving his sentence for drug trafficking. Despite 
this decision, As-Satty remained in Spain; moreover, in 2015, a higher court ordered 
his expulsion to be revoked. He was therefore able to stay in Spain legally. He settled in 
the Catalan town of Ripoll, where he preached radical sermons, taught and recruited to 
fight on the side of the Islamic State in Iraq and Syria at a local mosque until June 2017. 
He himself was recruited while in prison, where he met Rashid Aglif, serving a sentence 
for complicity in the Madrid attacks of 11 March 2004. This shows the shortcomings 
of the preventive work of the penitentiary service, above all the insufficient control 
of the relationships that convicts established in prisons. The system was sealed in autumn 
2018. See: J. Dziedzina, Imam kazał zabijać (Eng. Imam ordered to kill), gość.pl, 7 IX 2017, 
https://www.gosc.pl/doc/4166327.Imam-kazal-zabijac [accessed: 7 IX 2017].

76	 Zamachy terrorystyczne w Hiszpanii. Można było im zapobiec (Eng. Terrorist attacks in Spain. 
They could have been prevented), Magazyn TVN24, https://archiwum.tvn24.pl/magazyn-
tvn24/114/tvn24.pl/magazyn-tvn24/willa-na-uboczu-matka-szatana-i-plan-a-zamach-na-
niespotykana-skale,114,2082.html [accessed: 22 VIII 2017].
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was to rally Muslim sympathies ahead of the secession referendum on 
1 October 201777.

A week after the events in Catalonia, the Islamic State has claimed 
responsibility for the attack and warned of more attacks. In a publicised 
video, Muhammad Jasin Ahram Pérez, a Spanish citizen who travelled to 
Syria in 2014, threatened: Spanish Christians, do not forget the Muslim blood 
that was shed and the Spanish Inquisition. We will avenge the massacres you 
have carried out and those you are carrying out now against the Islamic State. 
Al-Andalus will once again be what it was, the land of the caliphate78. Faced 
with new challenges, Spain’s then Deputy Prime Minister Soraya Sáenz de 
Santamaria gave the CNI an additional €20 million for counter-terrorism 
activities and the hiring of 600 new agents. Legal reforms were introduced 
in the justice system that made it easier to bring suspects to justice. 	
Until now, they could be detained, questioned and, if insufficient evidence 
was found of the suspects’ guilt, they had to be released79. Following 
the Barcelona terrorist attack, the Spanish services supported by the CNI 
conducted an eighteen-month covert operation codenamed ‘Alexandra’. 
It culminated in the arrest of 17 people in January 2019. Among them 
were five Algerian, Libyan and Iraqi nationals. They were accused 
of belonging to the Islamic State. In addition, operations ‘Minerva’ and 
‘Neptune’ were carried out to track the travel routes of terrorists returning 
from the combat zones in Iraq and Syria after the fall of the Islamic State. 
They usually arrived in Spain mixed in with groups of African migrants, 
crossing the Strait of Gibraltar in boats. It also emerged that the prisoner 
deradicalisation programme introduced in 2014 was ineffective. Two 
years after its introduction, the number of Muslim radicals in Spanish 
prisons was almost 100, double the number before the programme began. 
In October 2018, it was revealed that a total of 25 people in 17 prisons 
housing Islamic extremists were involved in the radicalisation process, 
including some convicted of the Madrid attack in March 2004, including 	

77	 K. Izak, Sieć ekstremistów religijnych i politycznych. Sojusznicy i wrogowie (Eng. A network 
of religious and political extremists. Allies and enemies), “The Internal Security Review” 
2019, no. 21, p. 107; Zamachy terrorystyczne w Hiszpanii…

78	 J. Martin-Arroyo, El Cordobés, the Spanish face of Islamic State, El Pais, 25 VIII 2017, https://
english.elpais.com/elpais/2017/08/25/inenglish/1503659430_853709.html [accessed: 25 VIII 
2017].

79	 T. Skowronek, Hiszpania walczy ze światowym terroryzmem (Eng. Spain fights global 
terrorism), “Przegląd” 2019, no. 46, p. 29.
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Al-Haski. Of this group, as many as 21 were in solitary confinement. 
Despite this, they carried out their propaganda activities by means of letters 
handed over to other prisoners on their way out, and with the participation 
of their family members. In February 2018, the Spanish government 
launched a new programme to counter the radicalisation of prisoners. As 
part of its implementation, all officers in prison were required to observe 
the behaviour of inmates who profess Islam on a daily basis, as well as those 
deemed susceptible to radicalisation. There were a total of 140 jihadists 
in 28 prisons in October 2018, some of whom are already at large80.

The year 2018 was critical for Spanish services due to the unpre-
cedented number of irregular migrants who arrived from Morocco, crossing 
the Strait of Gibraltar. More than 57,500 migrants out of a total of more than 
64,000 arrived through this route at the time, more than a fourfold increase 
compared to 201781. For the most part, they did not have any identity 
documents in order to hinder possible extradition. The phenomenon 
of illegal migration to Spain is accompanied by the trafficking of false 
documents and identity theft. Spain is at the forefront of EU countries 
in this practice82. This crime enables immigrants to legalise their stay with 
a false identity, which poses an additional challenge for the secret services. 
Among others, Abdel-Majed Abdel Bary, known as the Islamic State rapper, 
who has posted numerous threats against Western countries on social 
media, has reached Spain via this route83.

Moroccan authorities are using the migratory pressure on Spain’s 
borders for political and economic purposes, making further demands and 
demanding concessions from Madrid. On 22 May 2021, Rabat authorities 

80	 A. Kłos, Fikcja walki z radykalizmem (Eng. The fiction of the fight against radicalism), “Gazeta 
Polska Codziennie”, 13 X 2018; “El Mundo”: zamachowcy z Madrytu radykalizowali młodych 
muzułmanów w więzieniach (Eng. ‘El Mundo’: Madrid bombers radicalised young Muslims 
in prison), TVN24, 11 X 2018, https://tvn24.pl/swiat/zamachowcy-z-madrytu-radykalizowali-
mlodych-muzulmanow-w-wiezieniach-ra875396-2384538 [accessed: 11 X 2018].

81	 K. Izak, Hiszpania i Francja walczą z nielegalną imigracją i fałszerstwami dokumentów  
(Eng. Spain and France fight illegal immigration and document forgery), “Człowiek 
i Dokumenty” 2021, no. 62, p. 68.

82	 Ibid., p. 69.
83	 K. Izak, Oryginalne paszporty w rękach terrorystów i oszustów (Eng. Original passports in 

the hands of terrorists and fraudsters), “Człowiek i Dokumenty” 2019, no. 54, p. 51; 
J. Wójcik, “Raper ISIS” wrócił do Europy po azyl (Eng. “ISIS rapper” returned to Europe for 
asylum), euroislam.pl, 20 V 2020, https://euroislam.pl/rapper-isis-do-europy-powrocil-
jako-szukajacy-azylu/ [accessed: 20 V 2020].
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called on Spain to launch an investigation into the arrival of seventy-three-
year-old Brahim Ghali, leader of the Polisario Front, for medical treatment 
in the country. Madrid’s decision to admit Ghali without informing Rabat 
strained relations between the two countries and caused Moroccan border 
guards to loosen their border protection. This has encouraged migrants 
camped at the border to cross it. Within 35 hours, more than 8,000 migrants, 
including more than 2,000 minors, had arrived in Ceuta, a Spanish enclave 
in Morocco84.

Between 2020 and 2027, the EU will pay Rabat €3.5 billion to stop 
its own citizens from crossing Morocco’s land and sea borders with 
Spain. It follows that the agreement does not cover migrants from other 
African countries who continue to push across the Spanish border85. Their 
destination is also the Canary Islands. In 2020, 23,000 migrants arrived 
here, ten times more than the previous year. This direction is also being 
exploited by Rabat, loosening control of the coast. The aim is to get Spain 
to recognise Moroccan sovereignty over the Western Sahara and gain 
the greatest access to the underwater deposits of tellurite, a rare semi-
metal ore found off the coast of the Canary Islands86.

Another factor negatively affecting security in Spain is 
the situation in Catalonia, where separatist aspirations continue unabated. 
In October, violent demonstrations are held there to mark the anniversary 
of the 2017 independence referendum. In 2019, the anniversary 
demonstration in Barcelona turned into violent riots and a general strike 
in Catalonia, infringing the politics of the region and Spain as a whole as 
never before. It should be noted that the Catalan authorities, home to 1/4 
of Spain’s total Muslim population, have their own migration policy.

Between 2019 and 2023, Spanish services managed to foil several 
major attacks, including during a Catholic procession in Seville in April 
2019. Several terrorist incidents were also reported, including in January 
2023. A Moroccan man attacked people in two churches in Algeciras. One 

84	 K. Izak, Migranci jako element nacisku w stosunkach międzynarodowych. Dokumenty dowodem 
przestępczej działalności państw (Eng. Migrants as an element of pressure in international 
relations. Documents evidence of criminal activities of states), “Człowiek i Dokumenty” 
2021, no. 63, p. 59.

85	 Ibid.
86	 G. Lindenberg, Czy Maroko gra z Hiszpanią imigrantami? (Eng. Is Morocco playing migrants 

with Spain?), euroislam.pl, 14 II 2021, https://euroislam.pl/czy-maroko-gra-z-hiszpania-
imigrantami/ [accessed: 14 II 2021].
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person was killed and four were injured. The perpetrator was arrested as 
he entered a third church. In contrast, 11 people were injured in Madrid 
in August 2023, following an attack by unidentified assailants armed with 
knives. Spain currently has a terrorist threat level four on a five-step scale. 
Madrid has not changed its threat level since 2015 after the terrorist attacks 
in Paris87.

Summary

Twenty years after the terrorist attack in Madrid, Spain is struggling with 
illegal immigration of people from Africa, nationalist movements and 
Islamic extremism and terrorism. The author does not find a clear answer 
to the question of whether the country has become more secure since 2004. 
One might think so, given the closure of the terrorist activities of the Basque 
separatists of ETA and the self-dissolution of that organisation, as well as 
after the successes of the Spanish services in eliminating further terrorist 
cells and arresting extremists. Behind these achievements of the counter-
terrorism services, however, there are large numbers of arrests, which 
cannot give cause for optimism, as they have remained high for years with 
periodic downward trends. This indicates that, despite efforts, the level 
of radicalisation of Muslims is not decreasing, which poses a threat 
to the country’s security. The reason for this is illegal migration from 
Morocco and Algeria and other Muslim countries. For the Arabs, Spain is 
a unique country in Europe, as it represents in their minds a mythologised 
Al-Andalus, dar of al-islam (the land of Islam) of their ancestors. After 
the terrorist attack of 11 September 2001 in the USA, and in the face 
of exponentially increasing migration from Muslim countries, the topic 
of Islam in Spain became the subject of debate, press articles and academic 
studies. In 2001, there were 324 000 foreigners of the Islamic faith living 
in Spain88. The statistics were complemented by a large group of converts 
to Islam, especially in Andalusia, estimated at 20,000-25,000 members, and 
illegal Muslim immigrants, who made the estimated number of followers 

87	 La Policía Nacional advierte: «estamos en nivel 4 de alerta terrorista». Estas son las claves, 
Hipertextual, 30 V 2023, https://hipertextual.com/2023/05/la-policia-nacional-advierte-
estamos-en-nivel-4-de-alerta-terrorista-estas-son-las-claves [accessed: 30 V 2023].

88	 R. Stryjewski, Muzułmanie w Hiszpanii (Eng. Muslims in Spain), in: Muzułmanie w Europie 
(Eng. Muslims in Europe), A. Parzymies (ed.), Warszawa 2005, p. 466.
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of Islam in Spain around 600,00089. There are now 2,350,000 of them living 
there, including more than 640,000 in Catalonia, which is four times as 
many as 20 years earlier90.

Young people arriving in Spain from Muslim countries bring their 
own ideas and values, and these in recent years have been oriented 
towards increased religiosity and a desire for more and more religious 
participation in political life91. From there it is only a step to claims 
and struggles for concessions and privileges. Depending on who is 
in power in Madrid - the Socialists or the right-wing Popular Party - 
the state’s migration policy is tightening or loosening. The same applies to 
the attitude towards the separatist aspirations of Catalonia and Basque and 
the strengthening of the country’s territorial unity. Between 2021 and 2023, 
the Madrid authorities have succeeded in quietening down the problems 
with Catalonia, which has translated into an easing of the political dispute 
and a reduction of interest in the region’s authorities in Barcelona. This 
has not been the case for the secret services, which, unable to count on 
the cooperation of the Catalan police Mossos d’Esquadra, have had to 
engage their own forces and resources to the surveillance of the Muslim 
communities there, which enjoy a high degree of autonomy thanks to 
the Barcelona authorities.

Spanish secret services fighting religious terrorism and political 
extremism therefore have no easy task. In the near future, they will face 
even more serious challenges from the rapidly growing number of Muslims, 
including radicals and conservative Islamists closed to integration with 
the Christian majority. Indeed, this growing number translates into their 
social demands and political aspirations. In 2018, Muslims announced 
the formation of their own parties along the lines of Morocco’s Justice 
and Development Party (Hizb al-Adala wa at-Tanmijja), Justice and 
Charity Movement (Al-Adl wa al-Ihsan) and Tunisia’s Renaissance Party 
(Hizb an-Nahda), all derived from the Muslim Brotherhood movement 	

89	 Ibid.
90	 R. Fernández, Número total de musulmanes por comunidad autónoma de España en 2022, 

Statista, 11 IV 2023, https://es.statista.com/estadisticas/552893/musulmanes-en-espana-
por-comunidad-autonoma/ [accessed: 11 IV 2023].

91	 J. Wójcik, Czy polityczny islam wraca na Bliski Wschód? (Eng. Is political Islam making 
a comeback in the Middle East?), euroislam.pl, 22 VIII 2023, https://euroislam.pl/czy-
polityczny-islam-wraca-na-bliski-wschod/ [accessed: 22 VIII 2023].
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(Al-Ichwan al-Muslimin)92. It is to be hoped that an increase in the forces 
and resources devoted to the activities of the Spanish secret services 
and good cooperation with their counterparts in Morocco, regardless 
of the political turmoil between Madrid and Rabat, will make it possible to 
effectively counter threats to Spain’s anti-terrorist security.
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Abstract
In recent years, the Wagner Group has significantly increased its presence 
in several African countries. Russian mercenaries have become involved in 
many conflicts in an effort to expand their influence. One of their main tasks 
was to fight against terrorism. The analyses carried out, in which the author 
used qualitative methods and sources relating to the theoretical and practical 
dimensions of the issue at hand, indicate that the Wagnerists have been posing 
as their operations in order to maintain military presence on the African 
continent. Intensifying the Wagner Group’s presence is a long-term strategy 
of the Kremlin, which pursues interests along two tracks – benefiting from 
cooperation at the state level and engaging mercenaries. Countries of the wider 
West (members of the North Atlantic Alliance and the European Union) are also 
seeking to develop cooperation with African partners. Terrorist organisations 
also intend to fight for influence on the continent. In this regard, it is necessary 
to constantly monitor Russia’s proactive foreign policy aimed at the rivalry as it 
affects the presence of Poland and its allies in Africa.
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Introduction

The Wagner Group was founded1, with the approval of the Chief of General 
Staff of the Armed Forces of the Russian Federation, around 2010 by 
Dmitry Utkin and financed by Yevgeny Prigozhin. The first mercenaries 
were sent on missions abroad in 2014 - to Crimea and the Donbass, and 
more of them in 2015 to Syria2. The strategy of engaging mercenaries 
abroad had the support of Vladimir Putin, and in the following years 
became an important part of the foreign policy of the Russian Federation 
(RF). The Wagner Group (in the sense of a Private Military Company, PMC) 
should be seen as an organisation that is a tool used by Russia to carry out 
operations of a political, military and economic nature on a global scale.

Unlike Western European states, Russia has no negative experience 
of occupying, either politically or economically, African countries (it did, 
however, attempt to subjugate and impose dependency on Central and 
Eastern European countries and colonise Somaliland, among others). 
Moreover, it has gone down in the history of some African countries as 
supporting national liberation movements. Today, Russia’s actions in 
Africa are multifaceted.

The Kremlin provides armaments, mercenaries and finances 
the extraction of natural resources. It also uses political lobbying, which 
translates into both the achievement of political objectives and concrete 
financial benefits, including by creating a market for Russian equipment.

Nearly 40 African partners are interested in strengthening cooperation 
with Moscow in such an important area as the military3. The Russian 
Federation is the leader in arms supplies to Africa, with a market share 
of 26% for purchases by sub-Saharan African countries. When Maghreb 

1	 The studies give different information about the formation and organisation of the Wagner 
Group.

2	 For more on the formation of the Wagner Group, see: Ch. Faulkner, Undermining 
Democracy and Exploiting Clients: the Wagner Group’s Nefarious Activities in Africa, “CTC 
Sentinel” 2022, vol. 15, no. 6, https://ctc.westpoint.edu/wp-content/uploads/2022/06/CTC-
SENTINEL-062022.pdf, pp. 29–31 [accessed: 4 XII 2023].

3	 A. Olech et al., Militarne zaangażowanie Federacji Rosyjskiej w Afryce. Zawarte porozumienia 
i umowy (Eng. The Russian Federation’s military engagement in Africa. Agreements and 
arrangements concluded), Instytut Nowej Europy, 23 V 2023, https://ine.org.pl/militarne-
zaangazowanie-federacji-rosyjskiej-w-afryce-zawarte-porozumienia-i-umowy/ [accessed: 
23 V 2023]. 
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countries are included, this percentage rises to as much as 40%4. Russia 
mainly supplies rocket and artillery weapons, small arms and armoured 
vehicles. The most important customers from the sub-Saharan African 
region are: Angola, Mali, Nigeria and Sudan.

Between 2019 and 2023, the Wagner Group has become an important 
instrument in Russian foreign policy, particularly in Africa, where Moscow 
seeks to expand its influence and compete with the West. To achieve this 
goal, the Wagnerists have established relationships with the governments 
of a number of African countries, offering military and security services 
in exchange for mining concessions and expanded political influence. 
However, the group is not interested in genuine defence capacity building 
or fighting terrorism. It seeks primarily to capitalise on profits and reap 
the benefits from prolonged chaos in order to maintain its presence on 
the continent.

The mercenaries can be used to maintain the security situation, 
as the Wagner Group has military experience in Africa, particularly in 
the protection of people and facilities, and is able to move efficiently and 
carry out ad hoc operations. Importantly, when cooperating with a Russian 
entity, there are no strictures in terms of meeting certain conditions 
(e.g.  the existence of a democratic government, respect for human 
rights), as required by international organisations and Western countries. 
Furthermore, the Wagnerists support governments or juntas leaders after 
coups. The prospect of changing power and receiving support from Russian 
mercenaries may tempt some people in unstable African countries.

Research problem

The Wagner Group can be classified as a para-private actor because of its 
close ties to Russia’s political elite and the ways in which the Kremlin uses 
the organisation in direct foreign policy. The group is not a registered 
organisation nor does it function as a state actor, making it difficult to 
determine what kind of threat to combat. It has been deliberately woven into 
a complex web of business entities and shell companies (part of Prigozhin’s 

4	 M. Douet, Russia overtakes China as leading arms seller in sub-Saharan Africa, Le Monde, 	
28 III 2023, https://www.lemonde.fr/en/le-monde-africa/article/2023/03/28/russia-overtakes-
china-as-leading-arms-seller-in-sub-saharan-africa_6021018_124.html [accessed: 10 XII 
2023]. 
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commercial empire at the time and individuals with links to the Russian 
government), as well as an equally complex web of government entities. 
The Wagnerists not only carry out strictly military operations, but also, 
among other things: information operations, training, arms and financial 
transfers, cyber operations, they also provide logistical support, company 
protection and surveillance.

In the course of research queries, the author of the article found 
that there are very few publications, both in Polish and English, that 
treat in detail the presence and activities of the Wagner Group in each 
of the African countries, as well as outlining how the issues of terrorism 
and counter-terrorism intersect, as the Kremlin uses different definitions 
of these phenomena in favour of its own interests, including in the Russian 
Federation5. The author gathered data from several hundred Polish and 
foreign articles, reports, books, media reports, as well as numerous 
materials obtained from his own searches.

The article does not cover the issue of the Wagner Group’s presence in 
Syria and Ukraine, but the author is aware that these are important corps 
of Wagnerists operating around the world. Nor is a detailed description 
of the terrorist organisations (groups, cells, battalions) provided, i.e. 
the history of their formation, the views currently held, the religion 
represented, plans for expansion and the relationship between the various 
organisations and the states in which they operate6.

Globally, the Wagner Group may have been active, to a greater or lesser 
extent, in some 30 countries, including Eastern Europe (e.g. Ukraine), 
the Middle East (e.g. Syria) and South America (e.g. Venezuela), but its 
presence on the African continent is most visible. This involvement, which 
has an impact on the internal situation of countries and on their foreign 
policy, is mainly in Mali, Burkina Faso, Libya, the Central African Republic 
(CAR) and Sudan (Figure 1). Influence of the Wagnerists on the continent, 
however, extends much wider, as this analysis will discuss7.

5	 A. Olech, Ataki terrorystyczne w Federacji Rosyjskiej w XXI wieku (Eng. Terrorist attacks in 
the Russian Federation in the 21st century), “Nowa Polityka Wschodnia” 2019, no. 4 (23), 
pp. 109–127.

6	 On this topic see: K. Izak, Leksykon organizacji i ruchów islamistycznych (Eng. Lexicon 
of Islamist organisations and movements), Warszawa 2014.

7	 The research conducted for this article was completed on 31 December 2023.
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Figure 1. Countries in Africa where the Wagner Group is or was active.

Source: own elaboration.

Mali 

Bamako has turned to Russian private military companies (mainly 
the Wagner Group) to increase security, due to repeated attacks by terrorist 
groups8, and also to limit the influence of the French Republic in Mali. 
Representatives of the Wagner Group were already lobbying the Malian 
interim authorities after they signed a defence agreement with Moscow in 
2019. Cooperation intensified after the military putsch in May 2021, when 
Colonel Assimi Goita came to full power.

The situation in Mali is difficult due to the involvement of several 
actors vying for influence. Currently, three parties can be distinguished:

8	 J. Wójcik, Ekspansja dżihadu w Afryce: z Sahelu ku południu (Eng. The expansion of jihad in 
Africa: from the Sahel towards the south), “Układ Sił” 2020, no. 20.
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1)	 the Malian armed forces (Forces Armées Maliennes, FAMA) 
supported by Niger and Burkina Faso within the framework 
of the Alliance of Sahel States9, the Wagner Group and some 
Tuareg groups;

2)	 Tuareg and Arab militias and armed groups operating within 
coalitions of Tuareg organisations fighting for an independent 
Azawad10[including members of the Permanent Strategic 
Framework (Cadre stratégique permanent) and the National 
Movement for the Liberation of Azawad (Coordination des 
mouvements de l’Azawad, CMA)];

3)	 Terrorist organisations active in, inter alia, Mali, Burkina Faso 
and Niger11, i.e.: the Group for the Support of Islam and Muslims 
(Jama’at Nasr al-Islam wa al-Muslimin, JNIM) and the so-called 
Islamic State (Ad-Dawla al-Islamiyya; Islamic State of Iraq and 
Syria, ISIS)12 and its cells, including the Islamic State Sahel Province 
(ISSP; Sahil Wilajet ad-Dawla al-Islamiyya) and the Islamic State 
West Africa Province (ISWAP)13.

The start of the Wagner Group’s official and fully military involvement 
should be dated to December 2021, when the organisation began building 

9	 A regional collective security organisation (Alliance des États du Sahel), but with 
aspirations to also work together economically, as a sort of counterbalance to the Economic 
Community of West African States.

10	 The situation in the north of Mali was supposed to calm down after the 2015 peace 
agreement in Algiers between the central authorities and separatist Tuareg and Arab 
groups. However, years later, these groupings have re-engaged in fighting over land and 
influence. At the same time, operations MINUSMA and Barkhane have been unable to 
stop the resurgence and expansion of terrorist groups linked to al-Qaeda and ISIS. See: 
J. Czerep, Przyszłość misji ONZ w Afryce po wycofaniu MINUSMA z Mali (Eng. The future 
of the UN mission in Africa after MINUSMA’s withdrawal from Mali), PISM, 6 X 2023, 
https://www.pism.pl/publikacje/przyszlosc-misji-onz-w-afryce-po-wycofaniu-minusma-z-
mali [accessed: 2 XI 2023].

11	 K. Chesnutt, K. Zimmerman, The State of al Qaeda and ISIS Around the World, Critical 
Threats, 8 IX 2022, https://www.criticalthreats.org/analysis/the-state-of-al-qaeda-and-isis-
around-the-world [accessed: 5 XI 2023].

12	 J. Czerep, Afryka Subsaharyjska w strategii tzw. Państwa Islamskiego (Eng. Sub-Saharan 
Africa in the strategy of the so-called Islamic State),  PISM, 1 VIII 2022, https://www.pism.
pl/publikacje/afryka-subsaharyjska-w-strategii-tzw-panstwa-islamskiego [accessed: 2 XI 
2023].

13	 Al-Qaeda and ISIS are in conflict with each other. They repeatedly operate in the same 
territory and seek to recruit members from the same communities.
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a camp next to Modibo Keita International Airport in Bamako, a short 
distance from Airbase 101, a military facility used by the Malian Air Force. 
In the early months of 2022, the Wagnerists undertook operations in central 
Mali, with Russian personnel also deploying to Timbuktu, where they 
occupied the former bases of the French Barkhane operation. The arrival 
of Russian mercenaries accelerated the withdrawal of French forces and 
those of other European countries.

For a $10.8 million monthly fee and gold mining concessions, 
the Wagnerists provide security and training to the Malian junta and 
engage militarily to fight the jihadists. As of early 2024, there are around 
2,000 Russian mercenaries operating in Mali. An accurate estimate of their 
number is difficult, as the Russians arrive in the country bypassing Bamako. 
Most of the Russian planes land in Gao and Timbuktu, while vagrants are 
also sent to the east of the country, to Menaka. Their main activity is to 
support the Malian army in its attempts to take control of the country’s 
northern territories, for years dominated mainly by Tuareg separatists14. 
The armed skirmishes in which mercenaries supporting the Malian army 
are involved concern attempts to take over strategic towns (including 
Kidal) and military bases (where United Nations forces were previously 
stationed) in the north of the country15, and to a lesser extent battles with 
terrorist groups16.

As part of its financial capacity building, the Wagner Group uses its 	
presence in Mali to control the transport, agricultural and mining sectors. 
It collects fees and duties to finance its mercenaries. As in other African 
countries, the Malian authorities and the national military either accept 

14	 Tuareg separatists also have conflicting interests within communities, tribes and clans. 
See: M. Shurkin (@MichaelShurkin), X, 22 XI 2023, https://twitter.com/MichaelShurkin/
status/1727337675806650866 [accessed: 22 XI 2023].

15	 K. Gadera, Mali: chaotyczny koniec MINUSMA, Azawad znów walczy o niepodległość 
(Eng. Mali: chaotic end of MINUSMA, Azawad fights for independence again), Konflikty.pl, 
9 XI 2023, https://www.konflikty.pl/aktualnosci/wiadomosci/mali-azawad-niepodleglosc/ 
[accessed: 13 XI 2023].

16	 At the end of October 2023, members of the UN mission leaving the country were not given 
permission to transport their soldiers by air from their base in Kidal. For this reason, 
the soldiers (from, among others, Chad, Guinea, Egypt, Nepal, Cambodia and Bangladesh) 
embarked on a 350-kilometre road journey to Gao. The convoy of almost 850 vehicles came 
under repeated attack. The MINUSMA force base at Kidal initially fell to the CMA and was 
then quickly taken over by Malian troops and the Wagnerists.
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or deliberately overlook the crimes committed by the Wagnerists against 
civilians17.

It should be noted that more than two years after the arrival of Russian 
mercenaries in Mali, the security situation in the country has deteriorated. 
Despite the fighting between Al-Qaeda18 and the Islamic State troops in 
the Sahel, both terrorist groups are combining their capabilities and 
engaging smaller terrorist and rebel groups, allowing them to significantly 
expand their territory of operations. The conflict is spilling over into 
the entire Sahel region and poses a threat to the Gulf of Guinea states. At 
the same time, the JNIM, whose cells operate in Burkina Faso, Benin and 
Togo, remains strong in the region.

The Wagner Group has never operated in Mali on its own and is 
logistically completely dependent on its hosts, the Malian army. In contrast 
to the Wagnerists, France had many years of experience of activity in 
the region and had very good military equipment at its disposal. In doing 
so, it cooperated with a coalition of states in the Barkhane and Takuba Task 
Force. The capabilities of the Russian mercenaries compared to the Paris-
led operations were modest. French troops were specialised in aerially-led 
operations involving the neutralisation of ships and air facilities belonging 
to terrorist organisations.

Any action by the Malian junta, backed by the Wagner Group, against 
movements for an independent Azawad is being watched closely by 
Algeria. There are fears from the administration of President Abdelmadjid 
Tebboune that renewed conflict will result in the influx of thousands 
of refugees across the 1,300-kilometre border. Moreover, Mali’s 
commitment to fighting Tuareg and Arab militias and armed groups is 
causing the Malian junta to lose sight of the growing terrorist threat. It may 
soon be too late to neutralise them effectively19. Already by the end of 2023, 
it was reported that some arms for Tuaregs and Arabs were entering Mali 
from Algerian territory, further aggravating the situation. The next step in 

17	 Ch. Faulkner, Undermining Democracy…, p. 21; P. Wójcik (@SaladinAlDronni), X, 7 XI 2023, 
https://twitter.com/SaladinAlDronni/status/1721821654660092201 [accessed: 28 XI 2023].

18	 Al-Qaeda has already united other groups within JNIM in March 2017 and continues to 
develop its potential.

19	 Much ado about Kidal, Africa Confidential, 30 XI 2023, https://www.africa-confidential.
com/article/id/14715/Much_ado_about_Kidal [accessed: 30 XI 2023].
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the cooling of relations is the cancellation of ambassadors by both sides and 
the tightening of Morocco’s relations with Mali, Burkina Faso and Niger20.

The Wagner’s Group will not be able to support Mali’s armed forces 
to fully counter terrorist organisations and Tuareg and Arab groups 
in the region. The Malian junta must act simultaneously on at least two 
fronts. It would be realistic to hold on to some of the territory, but greater 
successes would require large supplies of arms directly from Russia, as well 
as the deployment of at least several hundred troops to Mali. The Russian 
Federation, due to the conflict in Ukraine and its involvement in other 
regions of Africa and the Middle East, cannot afford this. Moscow will 
therefore be part of a smouldering conflict and, at the same time, will be 
draining Mali as much as possible financially in order to obtain funds to 
build up its military presence in the Sahel.

Burkina Faso and Niger

The Wagner’s Group was identified on Burkina Faso territory in November 
2023. The first transport (20 soldiers) arrived in the country’s capital on 
an Il-76 aircraft belonging to the Russian Air Force. Since the attempted 
coup in September 2023, President Ibrahim Traoré feared the loss of his 
regime and therefore asked for support from Russia21. This confirms that 
one of the main tasks of the Wagnerists is to protect senior government 
officials, especially the president (as in the CAR).

In Burkina Faso, the source of the terrorist threat is the JNIM-affiliated 
jihadist group Ansar al-Islam. Its ranks are mainly made up of radicalised 
Fulani (living in the north and east of the country) opposed to the domination 
of the Mossi people (Burkina Faso’s most numerous ethnic group). 

The scenario that occurred in Mali was not realised (until early 2024) 
in Burkina Faso, although Russia had the intention to do so. The authorities 
in Ouagadougou are primarily interested in enhancing their own counter-

20	 F. Bobin, Coup de froid dans les relations entre l’Algérie et le Mali, Le Monde, 27 XII 2023, 
https://www.lemonde.fr/afrique/article/2023/12/27/coup-de-froid-dans-les-relations-
entre-l-algerie-et-le-mali_6207961_3212.html?fbclid=IwAR0ZDmZbfge7Wz-a4vIft4pVoLJzi
1MmsUqe5LpaYFGYx85_966-Y9yrQ4Y [accessed: 27 XII 2023].

21	 B. Roger, Au Burkina Faso, des militaires russes pour protéger Ibrahim Traoré?, jeuneafrique, 
17 XI  2023,  https://www.jeuneafrique.com/1503219/politique/au-burkina-faso-des-
militaires-russes-pour-proteger-ibrahim-traore/ [accessed: 10 XII 2023].
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terrorism capabilities and developing counter-terrorism services. This 
means that joint Russian-Burkina Faso exercises, the purchase of foreign 
armaments and international action against terrorists (rebel groups) 
are all realistic. Burkina Faso, however, is reluctant to invite a large 
group of the Wagnerists. Russian mercenaries are expected to support 
the consolidation of power by the Burkinese junta.

The presence of the Wagner’s Group in Niger is also under scrutiny, as 
General Abdourahamane Tchiani staged a coup d’état on 26 July 2023, ousting 
the pro-Western (working closely with France and the US) President Mohamed 
Bazoum from power. Niger had been a source of stability in the Sahel region 
for the past years, so the sudden turn towards Russia came as a surprise. 

The change of power in Niger has resulted in a halt to all efforts to 
build resilience against attacks by rebel groups, as well as operations 
against terrorist groups. The counter-terrorism support maintained by 
the U.S. (around 1 100 troops) and France (around 1 500 troops)22 (e.g. using 
the air base in Agadez – crucial for drone operations or the intelligence 
centre in the capital Niamey), as well as the training of local troops, 
formed the foundation in the fight against terrorism in the Sahel. The main 
adversaries were – as in Mali and Burkina Faso – terrorists from JNIM, 
ISSP, ISWAP and partly Boko Haram. Eventually, all French soldiers left 
Niger and the French embassy ceased to function.

At the end of July 2023, a few days after the coup, representatives 
of the Wagner Group appeared in Niamey. The junta in Niger, however, 
decided that instead of strengthening relations with the Wagnerists, it would 
immediately move closer to the Russian Federation. On 4 December 2023, 
the two countries signed an agreement to strengthen military cooperation. 
Niger ultimately opted for Russia, but US troops remain there, leaving little 
hope for Western cooperation with the country.

In the context of the situation in the Sahel – after coups in Mali, Burkina 
Faso, Niger and Sudan, there are reports that the Wagner Group is working 
with rebels from Chad to overthrow the country’s current president23. 
This also threatens security, as some French soldiers from Niger have 
gone to Chad and EU countries are planning to support the authorities in 
N’Djamena, including Hungary sending a contingent of up to 400 soldiers.

22	 Belgium, Canada, Germany, Italy and Australia were also involved in Niger.
23	 W. Rampe, What Is Russia’s Wagner Group Doing in Africa?, Council on Foreign Relations, 

23 V 2023, https://www.cfr.org/in-brief/what-russias-wagner-group-doing-africa [accessed: 
21 XII 2023].
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Although the activity of the Wagnerists in Burkina Faso was small at 
the beginning, their appearance proved to be a prelude to the development 
of cooperation. In 2024, their numbers were increased by sending another 
100 mercenaries. If the Russian Federation decides that it wants to build 
its capacity in the region, its presence in Burkina Faso could turn into 
a bridgehead for Russian mercenaries. 

Libya

Today, Libya is a divided country, lacking a single political apparatus to 
administer the country and conduct foreign policy coherently. Due to rival 
centres of power, the involvement of other states, and the activity of terrorist 
groups and mercenaries, including the Wagner Group, it is impossible to 
emerge with a united government (as the UN and the US are pushing hard 
to do) that would allow a way out of the crisis and stop the humanitarian 
catastrophe affecting Libyans and those migrating through the country.

Following contested parliamentary elections in 2014, the country split 
into two areas with competing centres of power – the High Council of State 
(HCS), based in Tripoli in western Libya, and the House of Representatives 
(HoR), based in Tobruk in the eastern part of the country. Thanks to political 
interventions under the aegis of the UN, a ceasefire was concluded in 2020, 
which is still partially respected today24.

The House of Representatives from the eastern part of Libya has 
carved out and supports the Government of National Stability (GNS) and 
receives support from the Libyan National Army (LNA) led by General 
Khalifa Haftar (the Wagnerists came to Libya at his invitation). The political 
rivals of the GNS and HoR are the Government of National Unity (GNU) 
and the HCS, but relations between the latter two are not harmonious. 
These so-called Big Five are responsible for the situation in Libya, where 
an agreement to end the conflict is still far from being reached. In this 
chaotic environment, the Wagner Group is trying to make its mark.

The Wagnerists emerged in Libya in 2015 with Russian special forces, 
also supported by another Russian mercenary group, the Rossiskie System 
Bezopasnosti. Encouraged by General Haftar, the Wagner’s Group stepped 

24	 The October 2020 ceasefire significantly reduced the Wagner Group’s involvement in Libya, 
therefore some personnel were redeployed to Mali and Ukraine.
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up activity in late 2018 and by mid-2019 had become a fully committed 
combatant. Among other things, it supported the LNA’s attack on Tripoli 
against Government of National Accord acknowledged by the UN25.

There are currently up to 2,000 mercenaries working for the Wagner 
Group in Libya26. They are equipped with, among other things, armoured 
vehicles, air defence systems, electronic warfare equipment, anti-tank 
guided missiles, combat aircraft and drones. In Libya, the continent’s 
leading oil producer, Russian mercenaries’ activities are focused on 
accessing both oil and gas deposits27.

In mid-2023, General Haftar threatened military action if oil revenues 
were not shared fairly. In his view, the profits from this resource are for 
the most part given to the Government of National Accord, despite the fact 
that the oil is mainly extracted in fields located in the east of the country28. 
Russia is doing much to gain influence with the support of the Wagner 
Group and is using its own energy agreements and the involvement 
of Russian companies to do so29.

The fight against terrorism has at no time been the purpose 
of the Wagner Group’s presence in Libya, unlike its activities in Syria, Mali or 
Mozambique. This is because the Islamic State (among others the Islamic-
State - Libya Province) had its strongest presence in Libya between 2014 
and 2016, and lost large territories in 201830 (even before the Wagnerists 
arrived in the country31).

It should be pointed out that the methods used during the military 
operations carried out by the Wagner Group also in Libya fits the definition 

25	 Ch. Faulkner, Undermining Democracy…, p. 30.
26	 At the peak of their presence, at least 2,500 mercenaries affiliated to the Wagner Group 

were carrying out tasks on Libyan territory.
27	 Libya’s economy is heavily dependent, at around 85%, on hydrocarbon production.
28	 P. Wintour, Fears for Libyan oil production amid military threats, The Guardian, 4 VII 2023, 

https://www.theguardian.com/world/2023/jul/04/fears-for-libyan-oil-production-amid-
military-action-threats [accessed: 13 XII 2023].

29	 G. Kuczyński, Russia’s Tatneft Discovers New Oil Field in Libya, Warsaw Institute, 25 V 2023, 
https://warsawinstitute.org/russias-tatneft-discovers-new-oil-field-in-libya/  [accessed: 
21 XII 2023].

30	 Center for Preventive Action, Civil Conflict in Libya?, Council on Foreign Relations, 19 IX 
2023, https://www.cfr.org/global-conflict-tracker/conflict/civil-war-libya [accessed: 23 XI 
2023]. 

31	 It is true that some of the Wagner Group’s mercenaries were previously active in Syria, 
where they fought against the Islamic State, but in Libya they had other tasks.
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of terrorism. It is an external actor that attempts to destabilise order in 
the country, engages in armed activities and carries out terrorist attacks. 
The Wagner Group soldiers who fought alongside the LNA during the 2019 
attacks on Tripoli have been accused of carrying out unjustified killings 
and planting landmines in areas populated by civilians32.

The Russian Federation is currently taking steps to strengthen its 
military presence in Libya. Following the visit of Russian Deputy Defence 
Minister Yunus-Bek Yevkurov to Benghazi in August 2023, which took place 
at the initiative of General Haftar, a plan for the creation of a Russian Army 
Corps in Afrin was announced. According to it, the soldiers would carry out 
military operations across the African continent in support of cooperation 
between Russia and selected states (regimes/governments)33. At the same 
time, Moscow is in contact with the government in Tripoli to keep alive 
the chance of cooperation if there would be a significant weakening 
of the Wagner Group and General Haftar’s forces.

Mozambique

The Wagner’s Group emerged in Mozambique due to the increasing 
activity since 2017 of terrorist groups linked to the Islamic State, operating 
in the Cabo Delgado region bordering Tanzania. The main reason for 
the deteriorating security situation in the country was the radicalisation 
of the economically marginalised population (more than 60 per cent 
of Cabo Delgado’s population is Muslim, while in Mozambique the majority 
is Christian) and the involvement of extremists from, among others, 
the group ISIS-Mozambique34, also known as Ansar al-Sunna35 (as well as 
Ahl-al-Sunna) and locally as Al-Shabaab in Mozambique36. The extremists 

32	 W. Rampe, What Is Russia’s Wagner Group Doing in Africa?...
33	 Russia works with Libya on the creation of a military corps in Africa, Agenzia Nova, 17 XI 2023, 

https://www.agenzianova.com/en/news/la-russia-lavora-con-la-libia-alla-creazione-di-un-
corpo-militare-in-africa/ [accessed: 23 XI 2023]. 

34	 ISIS-Mozambique, Counter Terrorism Guide, November 2022, https://www.dni.gov/nctc/
ftos/isis_mozambique_fto.html [accessed: 12 XII 2023].

35	 Also operating with Madinat at-Tawhid wa al-Muwahidin from the Democratic Republic 
of Congo.

36	 State Department Terrorist Designations of ISIS Affiliates and Leaders in the Democratic Republic 
of the Congo and Mozambique, U.S. Department of State, 10 III 2023, https://www.state.gov/



286   Aleksander Olech
A

rti
cl

es

wanted the separation of the region from the country, control of drug 
routes and profits from discovered resource deposits. Growing tensions in 
the region led to an uprising37. The Mozambican army and services could 
not cope with the extremist groups and needed the support of foreign 
forces38.

Two hundred Russian mercenaries arrived in Mozambique with 
assault helicopters, drones and ground combat equipment in September 
2019. The Wagner’s Group was tasked with training and commanding 
the local armed forces. However, the group’s members were not able 
to find their way in the densely forested terrain, cooperation with 
Mozambican soldiers did not go well, their equipment proved to be of little 
use against terrorists focusing on ambushes and irregular attacks, and 
enemy reconnaissance failed. In the first few weeks, more than a dozen 
Wagnerists were killed.

By early 2020, the situation in Cabo Delgado was bad - the terrorist 
groups had gained a significant advantage. The loss of a large part 
of the territory and subsequent unsuccessful operations led to 
the abandonment of cooperation with the Wagnerists. In March 2020, 
they left Mozambique, just six months after arriving. They were replaced 
by other mercenaries from the private military company Dyck Advisory 
Group. Thus, the Wagner Group’s activities in Mozambique were short-
lived and can be considered a failure. This is another example confirming 
that Russian mercenaries will leave any country where they perceive 
the opponent to be too demanding and where their presence is neither 
politically nor financially viable. The Russian Federation ignored the flight 
of the Wagnerists and took no action to improve and strengthen bilateral 
relations with Mozambique.

state-department-terrorist-designations-of-isis-affiliates-and-leaders-in-the-democratic-
republic-of-the-congo-and-mozambique/ [accessed: 12 XII 2023].

37	 J. Penney, Rwanda Helped Oust Jihadists in Mozambique. Can This Model Work in West 
Africa?, PassBlue, 16 VIII 2023, https://www.passblue.com/2023/08/16/rwanda-helped-
oust-jihadists-in-mozambique-can-it-work-as-a-counterinsurgency-model-in-west-africa 
[accessed: 14 XII 2023]. 

38	 J. Czerep, Nowy front dżihadu w Mozambiku (Eng. New jihadist front in Mozambique), PISM, 
22 IX 2020, https://pism.pl/publikacje/Nowy_front_dzihadu_w_Mozambiku [accesed: 21 XI 
2023].



The Wagner Group in Africa...   287

20
24

, n
o

. 5
: 2

73
–3

09
Te

rro
ris

m
 –

 S
tu

d
ie

s, 
A

na
ly

se
s, 

Pr
ev

en
tio

n

Sudan

The Wagner’s Group has been present in Sudan since 2017 and, amid 
an escalating power struggle in the country, has been working directly 
in support of Russia’s interests39. Cooperation between the two countries 
had been intensifying since 2015. A key moment was a meeting in 2017 
between then President Omar Al-Bashir and Vladimir Putin, during which 
Sudan’s ruler explicitly asked for support. The Russian Federation was 
interested in energy and transport cooperation using the Bab al-Mandab 
Strait40. Agreements were signed at the time and talks were held, including 
on the establishment of a Russian naval base at Port Sudan in the Red Sea. 
In addition to those mentioned, gold mining concession agreements were 
signed in 2017.

In April 2023, another coup d’état took place in Sudan. Both Prigozhin 
and the Wagner Group would have been reluctant to support General 
Abdel Fattah al-Burhan and the Sudanese Armed Forces (SAF), but kept 
up operations in support of General Mohamed Hamdan Dagalo (alias 
“Hemetti”, “Hemedti”) and the Rapid Support Forces (RSF)41, with whom 
they already maintained training cooperation, as well as donating 
equipment (including ammunition, drones and missiles)42.

At present, the RF (as a state and with the support of leading Kremlin 
politicians) wants to maintain links with al-Burhan and the SAF in case 
it falls to them to win the civil war. At the same time, the Russians may 
favour the RSF behind the scenes, using the Wagner Group to do so, 
because of the situation in Libya and the good relations between Haftar 

39	 I. Sheludkova, Why is Russia’s Wagner Group in Sudan, and what does it have to do with the war 
in Ukraine?, EuroNews, 27 IV 2023, https://www.euronews.com/2023/04/27/why-is-russias-
wagner-group-in-sudan-and-what-does-it-have-to-do-with-the-war-in-ukraine [accessed: 
16 XI 2023].

40	 Sudan’s President Bashir asks Putin for ‘protection’ from ‘aggressive’ US, France24, 23 XI 2017, 
https://www.france24.com/en/20171123-sudan-president-bashir-asks-putin-protection-
aggressive-us [accessed: 16 XI 2023].

41	 At the beginning of a conflict, Prigozhin expressed his willingness to engage in peace 
mediation because of his good contacts with both sides in the conflict.

42	 Even before the outbreak of the conflict, arms were being supplied to the RSF using 
Entebbe Airport in Uganda, which received supplies from the CAR via the Wagner Group.
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and Hemetti43, as well as the support44 given to them both by the United 
Arab Emirates45.

The Wagner Group’s objective in Sudan (where 500-700 mercenaries 
are currently based) is to secure access to raw materials, which Russia will 
then use to finance the war in Ukraine and to participate in other theatres 
of operations. Obtaining gold from Sudan, which is the leading (top three46) 
producer of this mineral in Africa, is not difficult due to the unstable 
situation in the country and the ease of controlling selected mines. 

The continuing collapse of power in Sudan and prolonged fighting 
means that Moscow is finding it arduous to rebuild cooperation. There is 
a risk that siding with the RSF will not work and the Kremlin will not realise its 
expansion plans in East Africa. Taking sides means losses not only politically 
and militarily, but also economically. An exit from Sudan will not be beneficial 
for the Russian Federation, and maintaining a presence is essential if Russia 
wants to continue to fight for its position in the region. An analogy can be 
drawn with the situation in Libya, where Moscow assists General Haftar 
militarily, but also ensures correct relations with the government in Tripoli, 
as it is recognised internationally. The situation is the same with Sudan, where 
Al-Burhan is recognised. In the event of his victory, the Wagner Group would 
be pushed out because of its cooperation with the RSF.

The Ukrainian thread

It is worth mentioning that there is an increasing number of revealed 	
attacks by Ukrainian special forces on the Wagner Group mercenary 

43	 G. Aftandilian, The Fate of the Wagner Group in Syria, Libya, and Sudan, Arab Center 
Washington DC, 18 VII 2023, https://arabcenterdc.org/resource/the-fate-of-the-wagner-
group-in-syria-libya-and-sudan/ [accessed: 23 XI 2023]. 

44	 J. Czerep, Perspektywy zakończenia wojny w Sudanie (Eng. Prospects for ending the war in 
Sudan), PISM, 25 V 2023, https://pism.pl/publikacje/perspektywy-zakonczenia-wojny-w-
sudanie [accessed: 23 XI 2023].

45	 In the context of the Emirates, it would also be good for the country to disassociate itself 
from the Wagnerists and to stop supplying arms to the RSF. The United Arab Emirates 
wants to emphasise its position on the international stage, for example by organising 
COP28, and with actions such as in Sudan it is undermining its authority. 

46	 M. Goosen, Biggest Gold Producing Countries in Africa, Energy Capital Power, 5 IX 2022, 
https://energycapitalpower.com/biggest-gold-producing-countries-in-africa/ [accessed: 
25  XI 2023].
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positions in Sudan. It remains a priority for Ukraine not only to open 
new diplomatic missions in Africa in the near future47, but also to combat 
the Wagnerists across the African continent48.

It is worth noting that in 2024 (when Kiev is expected to conduct 
a military counter-offensive in the country), the dissemination of Ukrainian 
involvement in Sudan in the world media has political objectives. President 
Volodymyr Zelensky’s meeting with Al-Burhan on 23 September 2023 
at Shannon Airport in Ireland was a signal of support for the Sudanese 
commander49. 

In addition, there are reports that Ukrainian soldiers are training and 
advising Tuareg rebels in Mali, who are waging hostilities against the pro-
Russian government and the Wagner Group stationed there50. Ukraine - at 
least in theory - would like to challenge the Russian Federation, whose 
political presence in Africa is significant. Even if some states would prefer 
to cooperate with Kiev, they fear the transfer of the Russian-Ukrainian 
rivalry to the African continent.

The Central African Republic

The Wagner’s Group is particularly active in the CAR. There are 
approximately 1,000 mercenaries in the country51. It is worth pointing out 
that a large proportion of the group’s members have left Africa, mainly 
the CAR, due to Russia’s invasion of Ukraine, and others after the Prigozhin 
rebellion. Their numbers have decreased significantly compared to their 

47	 Ukraine Expands Diplomatic Presence in Africa: New Embassy Launches in Ghana, The Kyiv 
Independent, 27 XII 2023, https://www.kyivpost.com/post/26022/ [accessed: 29 XII 2023].

48	 T. Eydoux, L. Savoye, Quand les forces spéciales ukrainiennes combattent des mercenaires 
russes de Wagner au Soudan, Le Monde, 19 XI 2023, https://www.lemonde.fr/videos/
video/2023/11/19/quand-les-forces-speciales-ukrainiennes-combattent-des-mercenaires-
russes-de-wagner-au-soudan_6201120_1669088.html [accessed: 21 XI 2023].

49	 R. Black, Zelensky meets Sudanese official during ‘technical stopover’ in Ireland, The Independent, 
23 IX 2023, https://www.independent.co.uk/news/uk/volodymyr-zelensky-north-america-
ireland-joe-biden-department-of-foreign-affairs-b2417251.html [accessed: 10 XII 2023].

50	 S. Sadkiewicz (@StanSadkiewicz), X, 7 XI 2023, https://twitter.com/StanSadkiewicz/
status/1721882283916079351 [accessed: 7 XI 2023].

51	 R. Chason, B. Debout, In Wagner’s largest African outpost, Russia looks to tighten its grip, 
The Washington Post, 18 IX 2023, https://www.washingtonpost.com/world/2023/09/18/
wagner-central-african-republic-touadera [accessed: 5 XI 2023].



290   Aleksander Olech
A

rti
cl

es

peak, when there were more than 2,500 Wagnerists active in the CAR52. 
A priority, especially in the early days, was training for the Central African 
armed forces, primarily for special forces. The joint exercises were intended 
to improve the interoperability of the country’s troops and allow them to 
carry out rapid strikes against enemy positions, as the CAR struggles with 
the presence of rebel groups. 

Russian mercenaries are carrying out activities in the CAR that 
allow them to gain significant material benefits. They protect mines and 
have rights to extract or distribute specific raw materials in exchange for 
services rendered. Over the years, the Wagner Group has gained a strong 
foothold in the country. Mainly thanks to the support of President Faustin-
Archange Touadéry, who invited the mercenaries in 2018 (talks were 
already underway in 2017, and the first contracts were signed with another 
Russian group, Sewa Security Group53).

As in other African countries where the Wagnerists are building up 
their presence, troops from the French Republic were previously present 
in the CAR (since 2012). In 2013, they launched Operation Sangaris to 
combat rebels and terrorists54. At its peak, France deployed around 2,500 
troops in the CAR, supporting around 10,000 UN peacekeepers as part 
of the MINUSCA mission55. In 2016, French forces finally withdrew from 
the country. Unlike in Mali, the UN mission in the CAR is being carried 
out in spite of the continued presence of the Wagner Group, whose 
mercenaries carry out atrocities against the civilian population and remain 

52	 L. Serwat, Moving out of the shadows: Shifts in Wagner Group Operations Around the World, 
ACLED, 2 VIII 2023, https://acleddata.com/acleddatanew/wp-content/uploads/2023/08/
ACLED_Report_Shifts-in-Wagner-Group-Operations-Around-the-World_2023.pdf 
[accessed: 5 XI 2023].

53	 Sewa Security Group operated its Lobaye Invest SARLU company executing resource 
extraction contracts.

54	 Launched at the end of 2013, Operation Sangaris was the seventh French military 
intervention in the CAR since the country’s independence in 1960, with France officially 
announcing its end on 30 October 2016.

55	 France to end Central African Republic military mission in 2016, France24, 30 III 2016, https://
www.france24.com/en/20160330-france-end-military-operations-central-african-republic 
[accessed: 5 XI 2023].
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unpunished56. It is worth mentioning that in 2021 a monument was erected 
to the Wagnerists in Bangui57.

In the current situation, French troops will not be returning to 
the CAR, mainly because of the presence of the Wagnerists. For Paris, 
however, the relationship with Bangui is not completely lost58. The matter 
is seen in a similar way by Washington which remains in contact with 
the Touadéry administration and to which it offers security cooperation59. 
Talks are also being held with Bancroft Global Development, an American 
private military company.

The role of Rwanda

In the context of the CAR, it is worth mentioning the military involvement 
of the Rwandans, who are a counterweight to the Wagner Group in 
the country. It is Kigali that has been able to improve the security level 
in several regions of the CAR, support the reform of security structures 
and provide training for anti-terrorist groups. Although the Russian 
mercenaries initially cooperated with Rwandan soldiers, with whom 
they jointly fought rebel groups, especially in 2021, since mid-2022 (when 
the Russians began to become more heavily involved in the CAR, Sudan and 
to support the Democratic Republic of Congo, which remains in conflict 
with Rwanda) there have been increasing tensions between the two.

The rivalry is mainly over control of resource deposits and activities 
in conflict areas. Kigali has good relations with Moscow, but does not want 
to be associated with the activities of the Wagner Group. Both groups - in 
theory - are fighting the rebels (terrorism), but at the same time they are 
competing. It is worth mentioning that it is currently Rwanda that has 

56	 Wagner Group Uses Mafia-Style Tactics to Dominate CAR’s Diamond Sector, ADF, 1 VIII 2023, 
https://adf-magazine.com/2023/08/wagner-group-uses-mafia-style-tactics-to-dominate-
cars-diamond-sector/ [accessed: 25 XI 2023].

57	 Between 2020 and 2023, the Wagner Group was involved in nearly 40 per cent of the attacks 
that occurred during the conflicts unfolding in the CAR.

58	 Touadéra stirs the geopolitical cauldron, Africa Confidential, 2 XI 2023, https://www.africa-
confidential.com/article/id/14682/Touad%c3%a9ra_stirs_the_geopolitical_cauldron 
[accessed: 5 XI 2023].

59	 E. Peltier, Battle for Influence Rages in Heart of Wagner’s Operations in Africa, The New York 
Times, 26 XI 2023, https://www.nytimes.com/2023/11/26/world/africa/wagner-russia-
central-african-republic.html [accessed: 15 XII 2023].
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the most numerous and important foreign contingent in the MINUSCA 
mission.

While the CAR-Rwanda partnership has had positive effects in 
the context of the fight against terrorism, it has also brought another 
external actor into the country. The Rwandans have become involved 
in the same areas in which the Wagner Group operates economically 
(including the mining sector). The cooperation of the Russian mercenaries 
with the administration of the CAR is very good and the Kremlin does 
not intend to make political changes in the country (as, for example, it 
did in Syria)60. However, it recognises the growing role of Rwanda. For 
the moment, the Wagner Group and the Rwandan military accept their 
presence in the CAR as they see the benefits of this. However, relations are 
very tense and conflict could arise.

Democratic Republic of Congo and possible presence  
of Russian mercenaries

Further information is emerging about the involvement of the Wagner 
Group in the Democratic Republic of Congo (DRC)61. It is to conduct 
coordinated operations with the Congolese armed forces near the border 
with Uganda. The Wagnerists are also to be present in North Kivu as part 
of countering the March 23 Movement (supported by Kigali) and terrorist 
groups [including Madina at Tauheed Wau Mujahedeen (also known as 
ISIS-DRC)62 which originates from the Allied Democratic Forces (ADF) 
linked to the Islamic State63]. 

The Wagner’s Group is another organisation that could greatly support 
the Congolese army’s operations. It is important to add that Russian 

60	 J. Czerep, A. Legucka, Przyszłość “imperium” Prigożyna (Eng. The future of Prigozhin’s 
‘empire’), PISM, 17 VII  2023, https://www.pism.pl/publikacje/przyszlosc-imperium-
prigozyna [accessed: 16 XI 2023].

61	 S. Schlindwein, Are white mercenaries fighting in the DRC conflict?, Deutsche Welle, 17 I 2023, 
https://www.dw.com/en/are-white-mercenaries-fighting-in-the-drc-conflict/a-64407711 
[accessed: 16 XII 2023].

62	 Country Reports on Terrorism 2020: Democratic Republic of the Congo, U.S. Department 
of State, https://www.state.gov/reports/country-reports-on-terrorism-2020/democratic-
republic-of-the-congo/ [accessed: 16 XII 2023].

63	 State Department Terrorist…
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mercenaries based in the DR Congo could benefit from the support of their 
permanent bases in the CAR. Congo is currently in need of arms supplies, 
and Russia has promised to help equip the Congolese army with new 
military equipment, especially armoured vehicles, tanks, helicopters and 
combat aircraft.

Madagascar

The Wagner Group’s building of influence in Madagascar is a rather 
unique example, as it was involved there not militarily, but politically and 
economically. In mid-2018, a group of political experts from Russia arrived 
in the country. They provided financial support, protection and advice to 
those who the Kremlin thought should win the presidential elections64. 
In addition to this, they organised disinformation campaigns on social 
media, supported protests and engaged some media outlets to create 
the impression that spontaneous election campaigns by politicians were 
taking place in Madagascar. Malagasy authorities tracked the threat and 
expelled those interfering in the elections from the country65. However, 
a military cooperation agreement between Madagascar and the Russian 
Federation was signed in March 2022 and the Kremlin’s influence on 
the island is discernible. This makes the risk of Russian mercenary 
involvement there still high.

Russian terrorism and counter-terrorism

The effectiveness of the Wagner Group in the fight against terrorism in 
Africa is highly debatable. Interventions by Russian mercenaries in Mali are 
not working and are leading to an increasing number of terrorist attacks. 
It is pointed out that the Wagnerists are not motivated to end the conflicts 
in which they participate, as they are driven by financial motivation. Even 

64	 Master and Chef. How Evgeny Prigozhin led the Russian offensive in Africa, The Proekt team, 
14  III 2023, https://www.proekt.media/en/article-en/evgeny-prigozhin-africa/ [accessed: 
5 XI 2023].

65	 A. Legucka, J. Czerep, Wzrost zaangażowania Rosji w Afryce (Eng. Increased Russian 
engagement  in Africa), PISM, 20 XI 2019, https://pism.pl/publikacje/Wzrost_zaanga-
zowania_Rosji_w_Afryce [accessed: 16 XII 2023].
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when an operation ends or peace is achieved, military mercenaries are 
not like reservists who are only engaged when they are needed. Once 
an operation is over, mercenaries do not integrate and rebuild the state, but 
seek new employers and profit opportunities. The prolonged fight against 
terrorist threats is their way of earning66. 

Another important aspect is that the Russian Federation can carry 
out what are described as terrorist activities in Ukraine and Syria, among 
others. At the same time, the Wagner Group’s activity in Africa, an extension 
of Russia’s foreign policy, is maintained. The Kremlin, on the one hand, 
oversees private mercenary groups engaged to fight terrorism and, on 
the other, obliges Russian soldiers to undertake terrorist activities.

Reference should be made to the actual level of terrorist threat in 
countries where Russian mercenaries are present. Terrorist groups in 
the Sahel and the Horn of Africa are very adaptable67. The survival of Al-
Qaeda for more than 30 years, as well as the regular development of new 
organisations and groups (including the Islamic State and its cells) is 
evidence of the very high degree of resilience, proper planning and long-
term strategy of these groups. The terrorists in Africa, intermingling with 
the rebels, are a very difficult opponent that no coalition (including those 
of Western countries) has been able to defeat. Most of the countries in 
which the Wagnerists operate are at very high risk of terrorism and its 
impact on state security68.

The direction of counter-terrorism cooperation should be set by 
African countries, and their partners (the West in the broadest sense) should 
assist them in this. There is no ‘one Africa’, including in the dimension 
of counter-terrorism, because there are as many specificities as there are 
countries on the continent. One cannot compare the fight against terrorism 
in the Sahel with that in Mozambique. In countering terrorists and rebels, 
Russia is not in a position to provide effective support to African countries 

66	 T. Mehra, M. Demuynck, Raising the stakes against the Wagner Group: From mercenaries to 
a designated terrorist group?, ICCT, 17 I 2023, https://www.icct.nl/publication/raising-stakes-
against-wagner-group-mercenaries-designated-terrorist-group [accessed: 16 XII 2023].

67	  J. Warner, A View from the CT Foxhole: Idriss Mounir Lallali, Deputy Director, African Centre 
for the Study and Research on Terrorism (ACSRT), “CTC Sentinel” 2021, vol. 14, no. 5, https://
ctc.westpoint.edu/a-view-from-the-ct-foxhole-idriss-mounir-lallali-deputy-director-
african-centre-for-the-study-and-research-on-terrorism-acsrt/ [accessed: 16 XII 2023].

68	 Global Terrorism Index 2023: Measuring the Impact of Terrorism, Institute for Economics 
& Peace, Sydney, March 2023.
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financially, militarily, technologically or, as described in the article, by 
delegating the Wagner Group.

Terrorism remains a huge problem in Africa. The presence on 
the continent of the Wagner Group, which makes good use of its imitated 
specialisation, i.e. counter-terrorism, to engage in a selected country, and 
which seeks to oppose Western countries, means that this threat will not 
disappear in the coming years. However, if the Wagnerists or other Russian 
mercenaries are perceived as incompetent or unreliable due to their lack 
of real impact on improving the security situation, African countries will 
abandon their services69.

Ending and conclusions

The Kremlin will not give up building influence in Africa, as this would 
damage its growing position as a trusted partner to governments in need 
of support. 

Currently, the Wagner Group is being absorbed by the Russian army and 
services70. After Prigozhin’s death, some of the Wagnerists dispersed to find 
employment in other mercenary groups, or set up their own businesses71. 
The important thing is, the group will not be disbanded – because of its 
position, which it has worked for several years. Some of the contracts, 
agreements and tasks will be transferred to other mercenary organisations 
influenced by the RF. Bullion mining in Africa allows, among other things, 
the financing of the war in Ukraine, and the Wagner Group’s profits reach 
up to a billion dollars a year72.

69	 A. Kadlec, In Africa, Wagner Is Not the Only Game in Town, The New Lines Magazine, 17 VII 
2023, https://newlinesmag.com/spotlight/in-africa-wagner-is-not-the-only-game-in-town/ 
[accessed: 16 XII 2023].

70	 S. Rynn, K. Cockayne, Where Next for Wagner Group in Africa?, RUSI, 2 VIII 2023, https://rusi.
org/explore-our-research/publications/commentary/where-next-wagner-group-africa 
[accessed: 16 XII 2023].

71	 Wagner Leadership Fractures After Prigozhin Death, ADF, 17 X 2023, https://adf-magazine.
com/2023/10/wagner-leadership-fractures-after-prigozhin-death [accessed: 26 XI 2023].

72	 Politico: Wagner Group capable of gaining $1 billion from mining projects in Africa to finance 
war in Ukraine, Kyiv Independent, 20 I 2023, https://kyivindependent.com/politico-wagner-
group-capable-of-gaining-1-billion-from-mining-projects-in-africa-to-finance-war-in-
ukraine [accessed: 16 XII 2023].
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Giving Wagner’s forces an official, strictly Russian character may 
be irrelevant in places such as Mali or the CAR, where they have been 
invited by those in power. But it may be quite different in Libya and Sudan, 
where such forces can be characterised as terrorists and potentially guilty 
of aggression against an internationally-backed government. This is not 
the message Moscow wants to send73. Therefore, depending on the African 
country, the Kremlin manoeuvres based on whether or not it has ties to 
the Wagnerists. This undermines the legitimacy of any cooperation with 
the Russian Federation and this should be emphasised when dealing with 
African partners. In addition, it must be emphasised that the Wagnerists 
have no qualms about kill journalists who are interested in their presence in 
African countries, especially issues of resource extraction from diamond, 
gold and uranium mines74.

Emerging suggestions about the Wagner Group’s involvement in 
contemporary Africa can be divided into two categories: (1) actual 
minor involvement (confirmed in several source materials) and (2) 
alleged involvement (negligible past presence and likelihood of future 
involvement). The rationale for making such suggestions is based on 
activities such as arms sales from Russia, political cooperation as late 
as the turn of the 20th century, economic exchanges, emerging offers 
of training from Russian troops or mercenaries. In the context of actual 
Wagnerists involvement, South Sudan, Guinea, Burundi and Uganda can 
be pointed out, with the indication that the background to the mentions 
of cooperation of the indicated countries with Russian mercenaries is 
the cooperation of these countries with Russia, which indirectly implies 
the entry of Russian mercenaries. In the case of an alleged presence75, 
countries such as Chad, Eswatini, Guinea-Bissau, DR Congo, Cameroon, 
Comoros, Botswana and Zimbabwe can be identified (Figure 2)76.

73	 All quiet on the Wagner front, Africa Confidential, 6 VI 2023, https://www.africa-confidential.
com/article-preview/id/14516/All_quiet_on_the_Wagner_front [accessed: 16 XII 2023].

74	 S. Ingber, 3 Russian Journalists Killed While Probing Reports Of Mercenaries In Africa, NPR, 
2 VIII 2018, https://www.npr.org/2018/08/02/635046238/3-russian-journalists-killed-while-
probing-reports-of-mercenaries-in-africa [accessed: 15 XI 2023].

75	 In the form of, for example, visits by representatives of the Russian Ministry of Defence, 
the secret services or the Wagner Group instructors to countries where cooperation has 
developed or could develop.

76	 A. Askar, The Increasing Presence and Role of Private Security Firms in Africa: The Russian 
Company “Wagner” as a Model, EPC, 6 VI 2020, https://epc.ae/en/details/featured/the-
increasing-presence-and-role-of-private-security-firms-in-africa-the-russian-company-
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When analysing the presence of Russian mercenaries in Africa, it is 
worth adding that one of the Kremlin’s disinformation tools is to artificially 
create Russian power on the continent, as well as Russian inspirational 
activities must be kept in mind.

Figure 2. Countries in Africa where there can be little actual involvement or implied  
presence of the Wagner Group.

Source: own elaboration.

The Wagner Group remains Russia’s force in Africa. This is nothing 
more than a substitute Russian military presence, carried out without 

wagner-as-a-model [accessed: 29 XII 2023]; Private military contractors bolster Russian 
influence in Africa, France24, 4 II 2022, https://www.france24.com/en/live-news/20220204-
private-military-contractors-bolster-russian-influence-in-africa [accessed: 29 XII 2023]; 
Por qué el golpe de Estado en Níger puede ayudar a expandir la influencia del Grupo Wagner 
y Rusia en África, BBC News Mundo, 29 VII 2023, https://www.bbc.com/mundo/articles/
c3gz9v41xw9o [accessed: 29 XII 2023].
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the direct, official participation of the Russian armed forces (other than 
instructors) by a non-state paramilitary group with close ties to the Russian 
establishment. Russia (as a state) has bilateral and multilateral agreements 
and contracts with selected African states and entities. These include 
multi-million dollar technological, energy, military and economic projects. 
The Wagnerists, on the other hand, directly cooperate in selected countries 
or regions in Africa and their activities are of a completely different nature. 
It is, for example, profiting from protection, the implementation of specific 
missions, training and the acquisition of investments (including major 
mines). Russia and the Wagner Group are complementary in their impact 
on a particular African country.

The Russian Federation did not and does not have the economic 
potential to compete in Africa with the EU and, for example, China. 
In recent years, however, its involvement has shown that in the long 
term it is becoming a strong rival in certain areas and is pushing Western 
countries out of them77. This is largely happening with the Wagner Group78. 
Nowadays, the level of concern about the entry of Russian mercenaries 
into any African country is so high that when an attack or attempted attack 
takes place (as in 2023 in Sudan, Niger, Gabon or Sierra Leone, among 
others), questions about the Russian plot are immediately raised.

In the case of the Sahel countries, where the French Republic was 
previously present and the Wagner Group is now active, another perspective 
must also be taken into account. Some of the political and military elites 
of these countries have been reluctant to cooperate with France (and the West 
more broadly) and have thus become closer to Russia. Many mistakes have 
been made in relations with African partners and some of the accusations 
of Western countries taking undue advantage of their position are correct. 
Thus, the entry of the Wagner Group should be an important lesson in 
the process of further engaging in Africa, undertaking common ventures 
and highlighting the benefits of the continent’s countries’ cooperation with 
EU and NATO countries.

EU countries should first and foremost focus on a number of areas 
that are important in countering the Wagner Group and similar formations. 

77	 A. Legucka, J. Czerep, Wzrost zaangażowania Rosji w Afryce…
78	 M. Bartosiewicz, Kontrolowany chaos: rosyjska polityka wobec Afryki (Eng. Controlled chaos: 

Russian policy towards Africa), OSW, 23 VIII 2023, https://www.osw.waw.pl/pl/publikacje/
komentarze-osw/2023-08-23/kontrolowany-chaos-rosyjska-polityka-wobec-afryki 
[accessed: 8 XII 2023].
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The most important role in limiting their fundraising is to impose – on 
a global scale - sanctions on entities (and individuals) associated with both 
the Russian Federation and the Wagner Group. This should be done in 
cooperation with African partners. There should also be constant contact 
not only with those African countries that want to cooperate with the West, 
but also with those that currently have a closer relationship with Moscow 
(or Russian mercenaries). Explaining and describing the pernicious 
influence of the Wagnerists and the Kremlin’s false promises should be 
part of the EU’s permanent narrative. At the same time, African countries 
need to be offered alternative cooperation with EU partners.

Another element, also important for security, is the provision 
of military training (mainly counter-terrorism) to combat terrorism in 
Africa. In the author’s opinion, limiting this phenomenon in this continent 
will allow to reduce the terrorist threats that have already been identified in 
the EU79. The last aspect is the low efficiency and effectiveness of the Wagner 
Group in terms of actually fighting terrorism and maintaining security in 
African countries. Exposing the errors of Russian doctrine in Africa – which 
is also dealt with in this article – should be part of the information policy 
of Western countries. Efforts should be made to develop cooperation with 
the African continent and to minimise (as much as possible) the spread 
of conflicts, the effects of coups and terrorist attacks on several African 
countries. Indirectly, this will affect the security of Europe, the Middle East 
and Asia. The rivalry with the Russian Federation is now global and this is 
worth bearing in mind.

The international activities of the Wagner Group are also relevant for 
Poland. This is due not only to Poland’s growing involvement in Africa, 
but also to the Russian aggression against Ukraine and harmful actions 
on the EU and NATO borders. Consequently, the planned development 
of Poland’s diplomatic, political, economic, humanitarian, missionary 
and also military presence will depend on the operations carried out on 
the African continent by Russian mercenaries. The Polish authorities 
are reviewing where activity needs to be increased, bearing in mind 
the threats to Poland’s interests. Civil war broke out in Sudan and Polish 
diplomatic personnel were withdrawn, but at the same time an outpost was 
opened in Rwanda and more than a dozen large economic projects were 

79	 D. Szlachter, Walka z terroryzmem w Unii Europejskiej – nowy impuls (Eng. The fight against 
terrorism in the European Union – new impulse), Toruń 2006.
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implemented on the African continent. Although challenges in Eastern 
Europe are currently a priority for Polish diplomacy, efforts to maintain 
regular contacts with African countries are simultaneous. In both cases, 
the Wagnerists represent a threat that must be taken into account. Russian 
mercenaries (PMC more broadly) can be used to control selected territories, 
being a kind of part of the Russian army.

It must be emphasised that the Wagner Group will grow. The Russian 
Federation and military mercenaries are connected and cooperative 
entities. There are more than 20 somewhat similar, less well-known, 
semi-state foreign private military companies in Russia. Chechen warlord 
Ramzan Kadyrov created the Akhmat group, there is also the Redut 
organisation (very active in the CAR), and Gazprom and Roskosmos 
have their investments in PMC. Russia will continue its expansion, using 
the Wagnerists for this purpose. It will certainly attempt to interfere in 
more countries – those where the rulers want to ‘maintain’ their power.
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Armed conflict and state terrorism

The armed attack by the Russian Federation (RF) on Ukraine on 
24  February 2022, which was a development of the 2014 actions that 
resulted in the annexation of the Crimean peninsula by Russia, was from 
the outset a military conflict conducted by the regular Russian army, with 
the support of various types of units and forces, including the Wagner 
Group. However, the manner in which Russia conducted its military 
operations and its involvement in other conflicts around the world quickly 
led to it being seen not only as the aggressor state of the armed conflict, 
but also as a state sponsoring or supporting terrorism, with the Russian 
authorities even being referred to as a terrorist regime. In this context, 
an important piece of European legislation is the European Parliament 
resolution of 23 November 2022 on recognising the Russian Federation as a state 
sponsor of terrorism (hereafter: Resolution of 23 November 2022). Within 
it, the European Parliament took into account the legal bases indicating 
the military nature of the conflict, including the European Parliament 
resolution of 6 October 2022 on Russia’s escalation of its war of aggression against 
Ukraine, the European Parliament resolution of 19 May 2022 on the fight against 
impunity for war crimes in Ukraine and the European Parliament resolution 
of 25 November 2021 on the human rights violations by private military and 
security companies, particularly the Wagner Group. The parliament also took 
into account the United Nations Charter, the Convention on the Prevention 
and Punishment of the Crime of Genocide signed on 9 December 19481, 
IV Geneva Convention relative to the protection of civilian persons in 
time of war of 12 August 1949, or the Rome Statute of the International 
Criminal Court. The European Parliament also referred to international 
and EU regulations on preventing or combating terrorism, including 
the UN Security Council Resolution 2341 on the protection of critical 
infrastructure against terrorist acts (of 13 February 2017), the Convention 
on the Suppression of Terrorism of 27  January 19772, and international 
conventions adopted thereafter, as well as EU legislation on combating 
terrorism, including the Council Common Position 2001/931/CFSP 

1	 The Convention on the Prevention and Punishment of the Crime of Genocide adopted by 
the General Assembly of the United Nations on 9 December 1948 (ratified in accordance with 
the law of 18 July 1950) – (editor’s note).

2	 The European Convention on the Suppression of Terrorism, drawn up in Strasbourg on 27 January 
1977.
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of 27 December 2001 on the application of specific measures to combat terrorism 
and Council Regulation (EC) No. 2580/2001 of 27 December 2001 on specific 
restrictive measures directed against certain persons and entities with a view to 
combating terrorism.

The European Parliament, indicating the reasons for declaring Russia 
as a state sponsoring terrorism, in addition to the legal grounds mentioned, 
cited the factual premises justifying the adopted resolution of 23 November 
2022. It indicated, inter alia, that:

(…) since 2014, and in particular after 24 February 2022, when Russia 
relaunched the illegal, unprovoked and unjustified war of aggression 
against Ukraine, its forces have conducted indiscriminate 
attacks against residential areas and civilian infrastructure, 
have killed thousands of Ukrainian civilians and carried out acts 
of terror throughout the country targeting various elements of civilian 
infrastructure such as residential areas, schools, hospitals, railway 
stations, theatres, and water and electricity networks3.

It was pointed out that Russia has for years supported and financed 
terrorist regimes and organisations, notably the Syrian regime of Bashar al-
Assad, to which it has supplied weapons and in whose defence it has carried 
out deliberate attacks on Syrian civilians, cities and civilian infrastructure. 
Reference was made to attacks, including murders or attempted murders, 
on political opponents, including journalists, politicians, activists and 
foreign leaders. It was recalled that on 15 November 2022, a Dutch court 
convicted in absentia two Russians and a pro-Kremlin Ukrainian separatist 
for the murder of 298 people by shooting down a Malaysia airlines plane4.

The circumstances cited in the resolution of 23 November 2022 do 
not exhaust the rationale invoked to justify it, but unambiguously broaden 
the perception of Russia’s actions, which are analysed not only from 
a strictly military perspective, but also in the context of state terrorism. It is 
noteworthy that the resolution refers to a statement made by the then Polish 
Minister of Foreign Affairs, Zbigniew Rau, then serving as Chairperson-
in-Office of the Organisation for Security and Co-operation in Europe 
(OSCE), on 14 March 2022, who (...) qualified the attacks by the Government 

3	 The Resolution of 23 November 2022, letter A.
4	 Ibid., letter B, L, N.
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of the Russian Federation against innocent civilians and civilian infrastructure 
in Ukraine as ‘state terrorism’5.

This resolution stated that, although the European Union (EU) 
maintains a list of sanctioned individuals, groups and entities involved in 
terrorist acts, its existing legislation, unlike that of, for example, the United 
States or Canada, does not provide for the designation of an entire state as 
a sponsor of terrorism. In this context, the European Parliament

(…) calls for the EU and its Member States to develop an EU legal 
framework for the designation of states as sponsors of terrorism and 
states which use means of terrorism, which would trigger a number 
of significant restrictive measures against those countries and would 
have profound restrictive implications for EU relations with those 
countries; calls on the Council to subsequently consider adding 
the Russian Federation to such an EU list of state sponsors of terrorism; 
calls on the EU’s partners to adopt similar measures6.

The European Parliament called for Russia and Belarus to be put 
on the EU’s high-risk third country list on anti-money laundering and 
countering the financing of terrorism7.

The European Parliament further called on the EU and its Member 
States, as is obvious in circumstances of this kind, to take isolationist 
measures against Russia in the international arena, to (…) include 
the Wagner Group and the 141st Special Motorized Regiment, also known as 
the Kadyrovites, as well as other Russian-funded armed groups, militias and 
proxies such as those active in the occupied territories of Ukraine, on the EU 
list of persons, groups and entities involved in terrorist acts (EU terrorist list)8. 
He also called for the completion of another package of sanctions related 
to the freezing of financial resources, funds and economic resources 
of individuals and entities supporting the actions of Russia and Belarus. 
On sanctions, he called on both the European Commission (EC) and EU 
Member States to ensure the swift implementation and full enforcement 
of all individual and sectoral sanctions and to prevent their circumvention, 
as well as to investigate and prosecute perpetrators in such cases. There 

5	 Ibid., letter T.
6	 Ibid., point 4.
7	 Ibid., point 9.
8	 Ibid., point 6.
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was also a call that (…) national penalties for breaching EU sanctions are 
effective, proportionate and dissuasive 9.

The basis for the introduction of a sanction mechanism at EU level is 
Article 29 of the Treaty on European Union (TUE)10, which allows the Council 
of the EU to impose restrictive measures (sanctions) against non-EU 
governments, non-state entities (e.g. companies) and individuals in order 
to bring about changes in their policies or actions. However, under Article 
215(2) of the Treaty on the Functioning of the European Union11, the Council 
may adopt the necessary measures to implement decisions adopted in 
accordance with Article 29 of the Treaty on European Union to ensure they 
are applied uniformly in all EU Member States12.

The European Union imposes restrictive measures either as its own 
measures (i.e. autonomous sanctions) or to implement United Nations 
Security Council resolutions when third countries, natural or legal 
persons, groups or non-state entities fail to respect international law or 
human rights or pursue policies or actions contrary to the rule of law or 
democratic principles. The European Economic Community first applied 
such autonomous sanctions to the Union of Soviet Socialist Republics 
in 1982. Subsequently, they were imposed on China, Burma (Myanmar), 
Belarus, Indonesia, Zimbabwe, Uzbekistan or the breakaway territory 
of Transnistria. As Piotr Kobza emphasises: In all these cases, the European 
Union has acted as an ‘exporter of European values’, particularly in the fields 
of democracy, the rule of law and human rights13.

As envisaged, restrictive measures should not only be appropriate to 
the circumstances mandating their application, but also gradual, and their 
imposition requires political consensus at Member State level. However, 

9	 Ibid., point 7.
10	 The Treaty on European Union (consolidated version) – Title V – General provisions on 

the Union’s external action and specific provisions on the common foreign and security 
policy – Chapter 2 – Specific provisions on the common foreign and security policy – 
Section 1 – Common provisions – Article 29 (former article 15 of TEU).

11	 The Treaty on the Functioning of the European Union (consolidated version) – The Union’s 
external actions – Title IV – Restrictive measures – Article 215 (former article 301 of Treaty 
Establishing the European Community).

12	 General framework for EU sanctions, https://eur-lex.europa.eu/PL/legal-content/summary/
general-framework-for-eu-sanctions.html [accessed: 26 X 2023].

13	 P. Kobza, Środki restrykcyjne jako instrument Wspólnej Polityki Zagranicznej i Bezpieczeństwa 
Unii Europejskiej (Eng. Restrictive measures as an instrument of the European Union’s 
Common Foreign and Security Policy), “Studia Europejskie” 2006, no. 3, p. 22.
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this is sometimes made difficult by the particular interests of states14. 
The main types of sanctions at the EU’s disposal include diplomatic 
sanctions (such as expulsion of diplomats, suspension of official visits, 
bilateral or multilateral cooperation with the EU, boycott of sporting or 
cultural events) and economic and financial sanctions (arms embargoes, 
restrictions on imports and exports of certain products). Such restrictive 
measures may include:

	– freezing of funds and economic resources owned or controlled by 
sanctioned persons or organisations (e.g. cash, bank deposits, sha-
res, stocks) which cannot be moved, sold or accessed, and real esta-
te which cannot be sold or rented,
	– visa bans or travel bans preventing persons from entering the EU,
	– sectoral bans, e.g. a ban on importing or exporting certain goods or 
technologies15.

In the context of the issues discussed in the article, the main legal acts 
at EU level in which restrictive measures are characterised are:

	– Council Regulation (EC) No 765/2006 of 18 May 2006 concerning re-
strictive measures in view of the situation in Belarus and the involve-
ment of Belarus in the Russian aggression against Ukraine (hereafter: 
Regulation 765/2006),
	– Council Regulation (EU) No  269/2014 of 17 March 2014 concerning 
restrictive measures in respect of actions undermining or threatening 
the territorial integrity, sovereignty and independence of Ukraine (here-
after: Regulation 269/2014),
	– Council Regulation (EU) No 833/2014 of 31 July 2014 concerning re-
strictive measures in view of Russia’s actions destabilising the situation 
in Ukraine.

It is worth noting that Regulation 765/2006 and Regulation 269/2014 
contain EU lists, applicable in all Member States, of persons and entities 
against whom restrictive measures (known as sanctions) have been imposed 
by freezing the assets of these entities and persons in connection with 
Russia’s actions against Ukraine and the situation in Belarus. In addition, 
these regulations became the basis for the adoption of autonomous national 

14	 See in more detail: P. Pospieszna, Sankcje Unii Europejskiej wobec Rosji: proces decyzyjny, 
trwałość i  rola państw członkowskich (Eng. European Union sanctions against Russia: 
decision-making process, sustainability and the role of Member States), “Rocznik Integracji 
Europejskiej” 2018, no. 12, pp. 311–321. https://doi.org/10.14746/rie.2018.12.21.

15	 Ibid.
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solutions in Poland, which concern specific restrictive measures against 
persons and entities supporting the actions of the Russian and Belarusian 
authorities, as discussed in more detail later in this article. 

It should be noted that at the time of the European Parliament’s 
resolution on the recognition of the Russian Federation as a state sponsoring 
terrorism, the parliaments or individual parliamentary chambers of some 
EU countries, i.e. Lithuania, Latvia, Estonia, Poland and the Czech Republic, 
had already adopted national counterparts to the resolution, i.e. documents 
of a declaratory rather than normative nature, recognising Russia as 
a terrorist or terrorist-sponsoring state or the current Russian regime 
as terrorist. In Poland, this was the Resolution of the Senate of the Republic 
of Poland of 26 October 2022 on the recognition of the authorities of the Russian 
Federation as a terrorist regime. It indicated, inter alia, that:

Russian invaders have been terrorising the populations of Ukrainian 
cities by shelling civilian targets: kindergartens, schools, theatres and 
residential estates. Bandits in Russian uniform have been torturing 
and murdering prisoners of war and civilians in the occupied 
territories. They abduct Ukrainian children to raise them as janissaries 
of the regime. They remove, resettle and send Ukrainian citizens to 
the most remote regions of Russia (…). We all know these acts of state 
terrorism well from the pages of history.

Therefore the Senate (…) strongly condemns Russian aggression and calls 
on all countries which support peace, democracy and human rights to recognise 
the authorities of the Russian Federation as a terrorist regime16.

Less than two months later, the Sejm passed a similar resolution on 
the recognition of the Russian Federation as a state supporting terrorism17. 
Within it, the Sejm referred, as the European Parliament had done earlier 
in the resolution, inter alia to Russia’s direct responsibility for the downing 
of the Malaysian airliner in July 2014 or the Russian Federation’s perpetration 
of terrorist acts against civilian infrastructure, mass executions, abductions, 
sexual violence and torture, separation of children from their families 
to subject them to Russification, mass deportations of the population, 
forced conscription of Ukrainian citizens into the Russian armed forces 

16	 The Resolution of the Senate of the Republic of Poland of 26 October 2022 on the recognition 
of the authorities of the Russian Federation as a terrorist regime.

17	 The Resolution of the Sejm of the Republic of Poland of 14 December 2022 on the recognition 
of the Russian Federation as a state supporting terrorism.
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and looting of property. The Sejm called on the Council of Ministers to 
continue and intensify its efforts to impose further sanctions packages on 
the Russian Federation and those supporting Vladimir Putin’s regime, as 
well as further material and political support for Ukraine in its fight against 
the aggressor.

In Poland, the response to the actions of Russia and its supporter 	
Belarus on a normative rather than declarative level was the adoption 
of the Act of 13 April 2022 on specific solutions to counteracting support for 
aggression against Ukraine and to protect national security (hereafter: 	
Sanctions Act). It created, inter alia, a national mechanism to freeze 
the financial resources, funds and economic resources of persons and 
entities linked directly or indirectly to the regimes in Russia and Belarus 
and meeting certain criteria for such a link. These solutions were adopted 
earlier than the aforementioned resolution of the European Parliament 	
and resolutions of the Polish Sejm and Senate, while they were closely 
correlated with Regulations 765/2006 and 269/2014, which were in 
force at the time and subsequently amended as part of successive EU 
sanctions packages. The subsequent application of the law was in line 
with the perception of the Russian Federation as a state that supports or 
finances terrorism, as indicated in the cited resolutions and decisions, 
by using as one of the restrictive measures the mechanism of freezing 
the assets of persons and entities. This was a typical instrument used 
to counter terrorist financing and money laundering, although it had 
already been used by the EU as a restrictive measure in relation to other 
countries. Sanctions against terrorism are (...) administrative, and parallel 
(e.g. to the confiscation of assets in criminal proceedings) actions by mandatory 
institutions, intended to prevent perpetrators from using assets for criminal 
terrorist activities18.

It should be stressed that the very notion of sanctions is in this respect 
a major simplification that should be seen as a mental shortcut, even though 
both the act and the list of persons and entities it lists, the decisions it imposes 
or the restrictive measures it applies are usually referred to respectively 
as “sanctions act”, “sanctions list”, “sanctions decisions” or “sanctions 
measures”. This is also used for the purposes of this article, and these terms 

18	 M.A. Kędzierski, Szczególne środki ograniczające i sankcje jako forma przeciwdziałania wobec 
podmiotów terrorystycznych na tle polskiego ustawodawstwa (część 1) (Eng. Specific restrictive 
measures and sanctions as a form of counteraction against terrorist entities against 
the background of Polish legislation (part 1)), “Prokuratura i Prawo” 2021, no. 10, pp. 22–23.
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are also commonly used at EU level, for example within the framework 
of the previously cited resolution19. The purpose for which - on the basis 
of Polish or EU legislation adopted  - the instruments of freezing funds, 
resources or economic resources are used is not punitive but preventive, 
so it is more appropriate here to use the term ‘restrictive measure’, which is 
usually used interchangeably. Its application prevents the transfer of assets 
that could finance aggression against Ukraine or violations of human rights 
and the fight against democratic opposition in Russia and Belarus, but it 
should not be seen as an instrument to punish such actors. While its effect 
may be, for example, to prevent economic activity, it is intended to have 
a temporary effect. The entity subject to the freezing of funds does not expose 
itself to financial liability in criminal or criminal-administrative terms 
as long as it does not break the imposed ban. In Polish terms, restrictive 
measures are a unilateral instrument of state foreign policy (...) consisting 
in taking action to restrict or suspend normal relations with another state, in 
response to its unacceptable actions, both external and internal20.

Similar observations were made by the EC in its opinion of 19 June 
2020 on Article 2 of Council Regulation 269/2014 (response to question 2.5), 
according to which:

Restrictive measures are neither punitive nor confiscatory in nature, 
but preventive instruments. Article 4(1)(c) of the Regulation [269/2014 – 
author’s note], which establishes a derogation from the financial 
restrictions set out in Article 2, allows national competent authorities 
to authorise the release of certain frozen funds or economic resources, 
or the making available of certain funds or economic resources, after 
having determined that these are intended exclusively for payment 
of fees or service charges for routine holding or maintenance of frozen 
funds or economic resources21.

19	 On the relationship between the concepts of sanctions, restrictive measures and retaliatory 
measures at EU level, see in more detail: P. Kobza, Środki restrykcyjne jako instrument…, 
pp.  10–14. The topic of the origins of the concept of sanctions in the dimension 
of international law was addressed in the: M. Sułek, Zachodnie sankcje wobec Rosji – sens 
i skuteczność (Eng. Western sanctions against Russia - sense and effectiveness), “Rocznik 
Strategiczny” 2014/2015, vol. 20, pp. 398–400.

20	 Ibid.
21	 Commission Opinion of 19 June 2020 on Article 2 of Council Regulation (EU) No 269/2014, 

Brussels, 19 VI 2020, C (2020) 4117 final, p. 6. An analogous opinion in this regard is given 
in paragraph 28 of the document Aktualizacja dobrych praktyk UE w zakresie skutecznego 
wprowadzania w  życie środków ograniczających (Eng. Update on EU good practice in 
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Research assumptions

The purpose of this article is to discuss individual restrictive measures 
introduced in Poland by the Sanctions Act and to show their relation to 
the mechanisms contained in the EU regulations, as well as to present 
the scale and manner in which these instruments are used in practice. 
The special nature of the Sanctions Act is worth noting, which is highlighted 
already in the very title of this piece of legislation. In this context, the research 
questions arise - what is the special nature of the Act, whether it should be 
seen from the perspective of the circumstances of the origin of this regulation 
or the subject or object scope of its standardisation, or perhaps both 
the substantive and procedural nature of the provisions contained therein.

The aforementioned perception of the conflict in Ukraine also in 
the context of state terrorism, and not only from a military perspective, 
harmonises with the application of similar preventive mechanisms, which 
are asset-freezing measures typical for countering terrorist financing and 
money laundering. On the Polish ground, this mechanism had already been 
introduced earlier, i.e. in the Act of 1 March 2018 on counteracting money 
laundering and terrorist financing, however, it has not been used in practice. 
The first decisions of the General Inspector of Financial Information (GIFI) 
on inclusion in the list of persons and entities subject to specific restrictive 
measures under the Act22, were not issued until 26 September 2023, while 
the first decisions under the Sanctions Act - already on 25 April 2022.

Due to the comprehensiveness of the issue under discussion, 
the article omits the issue of the network of dependencies between 
entities and persons to whom restrictive measures were applied, which 
is worth a separate and detailed discussion. Neither was reference made 
to the issue of the structure of their direct or indirect links with the state 
apparatuses of Russia and Belarus or the persons and economic entities 
associated with them. It is worth noting that the scope of the law goes 
beyond the issue of individual restrictive measures applied to specific 
persons and economic entities affected by the solutions adopted in this 
law. Indeed, it also includes sectoral sanctions (relating to the ban on 

the effective implementation of restrictive measures), Brussels, 4 V 2018, document 
no. 8519/18, http://data.consilium.europa.eu/doc/document/ST-8519-2018-INIT/pl/pdf 
[accessed: 30 X 2023].

22	 On the basis of Article 104 § 1 the Act of 14 June 1960 – Code of Administrative Procedure – 
in relations to Article 120 of the Act on counteracting money laundering and terrorist 
financing.
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the circulation of coal of Russian or Belarusian origin), provisions ensuring 
the application of the aforementioned EU regulations (i.e. provisions 
defining the competence of the authorities, procedural provisions 
and provisions sanctioning the violation of EU restrictive measures) 
and criminal provisions penalising the application, use or promotion 
of symbols or names supporting the aggression of the Russian Federation 
against Ukraine. 

The issue of individual restrictive measures introduced in Poland in 
the context of Russia’s aggression towards Ukraine and the situation in 
Belarus, as opposed to the issue of the application of sanctions at EU or 
UN level, had not been the subject of scientific publications23 at the time 
of preparing this article, therefore, the sources in this case are generally 
available normative acts, EU guidelines, decisions of the minister in charge 
of internal affairs, as well as judgements of the Voivodeship Administrative 
Court (VAC) in Warsaw and decisions of the Supreme Administrative Court 
(SAC) issued in specific cases (as at the date of preparing this publication, 
the SAC had not yet issued judgements in the discussed scope).

The relationship between the individual  
restrictive measures adopted in Poland and the EU

The national solutions for the determination of individual restrictive 
measures adopted in the Sanctions Act are based on a list, maintained by 
the minister responsible for internal affairs, of persons and entities against 
whom, inter alia, the measures set out in Article 2(1)-(3) of Regulation 
765/2006 and Articles 2 and 9 of Regulation 269/2014 are applied (hereinafter: 
sanctions list or list). The entry on the list, which is publicly available and 
published in the Bulletin of Public Information (BIP)24, is preceded by 

23	 The magazine “Prokuratura i Prawo” (2023, no. 6) published the article by Andrzej Lewny 
entitled Kiedy wojenny zapał może zaszkodzić. Kilka uwag o przestępstwie z art. 16 ustawy 
z dnia 13 kwietnia 2022 r. o szczególnych rozwiązaniach w zakresie przeciwdziałania wspieraniu 
agresji na Ukrainę oraz służących ochronie bezpieczeństwa narodowego (Eng. When war 
fervour can cause harm. Some comments on the offence of Article 16 of the Act of 13 April 
2022 on Specific Solutions to Counteracting Support for Aggression against Ukraine and to 
Protect National Security), however, it does not address the issue of individual restrictive 
measures discussed in this article.

24	 List of sanctioned persons and entities, Ministry of the Interior and Administration, https://
www.gov.pl/web/mswia/lista-osob-i-podmiotow-objetych-sankcjami [accessed: 30 X 2023].
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an individualised decision of the minister responsible for internal affairs, 
which is appealable to the administrative court.

According to the cited Article 2(1)-(3) of Regulation 765/2006, freezing 
of financial resources shall consist of freezing all funds (i.e. preventing 
any move, transfer, alteration, use of, access to, or dealing with funds in 
any way that would result in any change in their volume, amount, location, 
ownership, possession, character, destination or other change that would 
enable the use of the funds, including portfolio management25) and 
economic resources belonging to, owned, held or controlled by the natural 
or legal persons, entities and bodies listed on the sanctions list. Except 
that economic resources means assets of every kind, whether tangible or 
intangible, movable or immovable, which are not funds but can be used to 
obtain funds, goods or services. To freeze economic resources is to prevent 
their use to obtain funds, goods or services in any way, including, but not 
limited to, by selling, hiring or mortgaging them26.

In accordance with Regulation 765/2006, no funds or economic 
resources may be made available, directly or indirectly, to listed natural 
or legal persons, entities or bodies. The participation, knowingly and 
intentionally, in activities the object or effect of which is, directly or 
indirectly, to circumvent the restrictive measures shall also be prohibited27.

A slightly different conceptual apparatus, which does not differentiate 
between the effects of the regulation, is used in Article 2 of Regulation 
269/2014. According to it, all funds28 (Regulation 765/2006 refers, as 

25	 Article 1(2) of Regulation 765/2006.
26	 Article 1(4) of Regulation 765/2006.
27	 On the basis of Explanatory Memorandum to the Government Draft Act on specific solutions 

in counteracting the promotion of aggression against Ukraine and serving to protect national 
security, Print no. 2131, pp. 6–8, https://www.sejm.gov.pl/Sejm9.nsf/druk.xsp?nr=2131 
[accessed: 18 X 2023].

28	 According to Article 1(1) of Regulation 765/2006 funds means financial assets and benefits 
of every kind, including cash, cheques, claims on money, drafts, money orders and other 
payment instruments; deposits with financial institutions or other entities, balances on 
accounts, debts and debt obligations; publicly- and privately-traded securities and debt 
instruments, including stocks and shares, certificates representing securities, bonds, 
notes, warrants, debentures and derivatives contracts; interest, dividends or other income 
on or value accruing from or generated by assets; credit, right of set-off, guarantees, 
performance bonds or other financial commitments; letters of credit, bills of lading, bills 
of sale; documents evidencing an interest in funds or financial resources.
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mentioned, to funds29) and economic resources belonging to, owned, held 
or controlled by indicated on the list any natural persons or natural or legal 
persons, entities or bodies associated with them indicated in the sanctions 
list shall be frozen. Similarly, no funds or economic resources shall be made 
available, directly or indirectly, to or for the benefit of natural persons or 
natural or legal persons, entities or bodies associated with them indicated 
on the list.

As the Sanctions Act refers explicitly to EU regulations, 
the relationship between the two legal orders requires comment. As stated 
in the explanatory memorandum: The proposed law, based on selected legal 
instruments contained in Regulation 765/2006 and Regulation 269/2014, will 
introduce, under national law, a list of persons and entities, separate from the lists 
contained in these regulations, to whom the certain restrictive measures specified 
in these regulations apply30. The Sanctions Act is therefore a self-standing 
piece of national legislation based on EU mechanisms for the application 
of individual restrictive measures. It also contains a standard to prevent 
duplication of the restrictive measures imposed, which is set out in 
Article 2(2). According to this provision, the scope of measures applied to 
listed persons and entities may not duplicate the scope of measures set out 
in Regulation 765/2006 or Regulation 269/2014.

The introduction of national solutions alongside EU law, resulting in 
a Polish sanctions list separate from the EU list, is in line with Article 4(2) 
of the Treaty on European Union of 7 February 1992, according to which:

The Union respects the equality of Member States before the Treaties 
as well as their national identities, inherent in their fundamental 
structures, political and constitutional, inclusive of regional and local 
self-government. It respects their essential state functions, including 
ensuring the territorial integrity of the state, maintaining law and 

29	 Financial resources within the meaning of Article 1(g) of Regulation 269/2014 shall mean 
financial assets and benefits of every kind, including cash, cheques, claims on money, 
drafts, money orders and other payment instruments; deposits with financial institutions 
or other entities, balances on accounts, debts and debt obligations; publicly- and 
privately-traded securities and debt instruments, including stocks and shares, certificates 
representing securities, bonds, notes, warrants, debentures and derivatives contracts; 
interest, dividends or other income on or value accruing from or generated by assets; 
credit, right of set-off, guarantees, performance bonds or other financial commitments; 
letters of credit, bills of lading, bills of sale and documents showing evidence of an interest 
in funds or financial resources.

30	 Explanatory Memorandum to the Government Draft Act on specific solutions…, p. 4.
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order and safeguarding national security. In particular, national 
security remains the sole responsibility of each Member State.

The legitimacy of considering the Act from a national security 
perspective is indicated by its very title – (…) to protect national security, 
although references to this concept are also found in individual provisions 
explicitly invoking the national security rationale (Articles 3(4) and 8 
of the Sanctions Act).

It is also worth recalling here Update of the EU Best Practices for 
the effective implementation of restrictive measures adopted by the Council 
of the EU, in which point 25 explicitly states:

In addition to legislation adopted by the Union, Member States 
should, if necessary, have in place additional legislative framework, 
laws or regulations to freeze funds and financial assets and economic 
resources of persons and entities subject to restrictive measures on 
national level, including persons or entities involved in terrorist acts, 
and to prohibit the making available of funds and economic resources 
to or for the benefit of such persons and entities, in particular by way 
of administrative freezing measures or through the use of judicial 
freezing orders having equivalent effects31.

Although this document is not normative in nature, it provides a basis 
for interpreting the application of restrictive measures, including in relation 
to Regulations 765/2006 and 269/2014. Significantly in the context of these 
solutions and the search for analogies to the solutions adopted in the field 
of countering terrorist financing, it further emphasises that the solutions 
for restrictive measures should be in line with the standards of The Financial 
Action Task Force (FATF), in particular with the 6th recommendation on 
targeted financial sanctions related to terrorism and terrorist financing. 
The Act on counteracting money laundering and terrorist financing32 and 
the Sanctions Act are precisely the implementation of these objectives on 
the Polish ground.

31	 Update of the EU Best Practices… 
32	 See in more detail: M.A. Kędzierski, Szczególne środki ograniczające i sankcje… (część  1); 

the same, Szczególne środki ograniczające i sankcje jako forma przeciwdziałania wobec 
podmiotów terrorystycznych na tle polskiego ustawodawstwa (część 2) (Eng. Specific restrictive 
measures and sanctions ... (Part 1)); idem, Specific restrictive measures and sanctions 
as a form of counteraction against terrorist entities against the background of Polish 
legislation (Part 2)), “Prokuratura i Prawo” 2021, no. 11, pp. 36–55.
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The issue of the autonomy of the Sanctions Act in relation to the EU 
regulations, despite the use in national legislation of the mechanisms 
contained in these regulations, is also raised by the Minister of the Interior 
and Administration in the sanctions decisions he issues:

From the outset, Poland strongly condemned Russia’s aggression 
against Ukraine and human rights violations in Belarus, while pointing 
out the need for far-reaching and effective sanctions, with wide-
ranging consequences for both the Russian Federation and Belarus 
cooperating with it. It is for these reasons that a legislative initiative has 
been taken, resulting in the Act of 13 April 2022 on specific solutions 
to counteracting support for aggression against Ukraine and to 
protect national security, which, it should be reiterated, while relying 
only on the sanction mechanisms set out in the aforementioned EU 
regulations, creates separate, national sanction solutions33.

The Minister of the Interior and Administration also stated that: (…) in 
particular, national security remains the exclusive responsibility of each Member 
State. Thus, European law does not exclude the possibility of measures taken by 
a Member State on grounds of national security, in particular by a state in such 
a specific and difficult geopolitical situation as the Republic of Poland, which is 
not experienced by states located far from a war zone 34.

The Sanctions Act, however, not only creates a separate national 
system for imposing restrictive measures on persons and entities 
supporting the actions of the Russian Federation or Belarus, but also, within 
the framework of the provisions adopted therein, ensures the application 
of the aforementioned EU regulations. The explanatory memorandum 
of the Act indicates that: The amendments to the sanctions regulations 
introduced after the aggression of the Russian Federation against Ukraine 
require legislative action related to the unambiguous regulation of the question 
of the authority taking decisions on the unfreezing of certain financial measures 
or economic resources 35.

33	 Decision of the Minister of the Interior and Administration of 29 August 2023 DPP-
TPZ.0272.2.2023.AK(38), Decision of refusal – Timur Rashidov, p. 9, https://www.gov.pl/
web/mswia/decyzje-ministra-swia-w-sprawie-wpisu-na-liste-sankcyjna  [accessed: 22 X 
2023].

34	 Ibid., p. 10.
35	 Explanatory Memorandum to the Government Draft Act on specific solutions…, p. 4.
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Member States’ obligations in this regard derive from treaty 
law. In accordance with Article 291(1) of the Treaty on the Functioning 
of the European Union Member States shall adopt all measures of national 
law necessary to implement legally binding Union acts. Similarly, the Treaty 
on European Union, in the second sentence of Article 4(3), indicates 
that the Member States shall take any appropriate measure, general or 
particular, to ensure fulfilment of the obligations arising out of the treaties 
or resulting from the acts of the institutions of the Union.

The scope of the implementation Regulation 269/2014 by the Sanctions 
Act must also be referred to the implementation of the disposition of its 
Article 15(1), according to which (...) Member States shall lay down the rules 
on penalties applicable to infringements of the provisions of this Regulation and 
shall take all measures necessary to ensure that they are implemented. In turn, 
the first sentence of Article 9(1) of Regulation 765/2006 indicates that: 
Member States shall lay down the rules on penalties applicable to infringements 
of this Regulation and shall take all measures necessary to ensure that they 
are implemented.  These provisions therefore concern the regulation 
of the competent authority that decides to unfreeze certain financial or 
economic resources and is responsible for imposing penalties for non-
compliance with the restrictive measures imposed.

The scope of the implementation of the EU Sanctions Regulations by 
the Sanctions Act is therefore reduced to the changes introduced by Article 
19 of that Act in the National Revenue Administration Act of 16 November 
2016. In, inter alia, Section V a, which was added on this basis, 
the Head of the National Revenue Administration (NRA) was designated 
as the competent authority to decide on the application of derogations 
from individual restrictive measures imposed under the EU Sanctions 
Regulations (release of frozen funds or economic resources or making 
funds or economic resources available) and to impose fines for non-
compliance with these measures.

The power granted to the NRA to authorise the release of certain 
frozen funds or economic resources or to make available certain funds or 
economic resources in respect of sanctioned persons and entities shall be 
exercised upon a determination that the funds and economic resources in 
question are, inter alia:

	– necessary to satisfy the basic needs of natural or legal persons, 
sanctioned entities or bodies and their dependent family members, 
including payments for foodstuffs, rent or mortgage, medicines 
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and medical treatment, taxes, insurance premiums, and public uti-
lity charges,
	– intended exclusively for payment of reasonable professional fees or 
reimbursement of incurred expenses associated with the provision 
of legal services,
	– intended exclusively for payment of fees or service charges for ro-
utine holding or maintenance of frozen funds or economic resour-
ces.

In addition, Article 6 of the Sanctions Act indicates, inter alia, 
that a person or entity who, with respect to a listed person or entity, 
fails to comply with the obligation to freeze funds, funds or economic 
resources or the prohibition on making them available, or fails to comply 
with the prohibition on knowingly and intentionally participating in 
activities the purpose or effect of which is to circumvent the application 
of the measures set out in these regulations, shall be subject to a fine of up 
to PLN 20 million imposed by the head of the customs and tax office.

Individual restrictive measures adopted in Poland

According to Article 1 of the Sanctions Act, persons and entities included in 
the sanctions list shall be subject to:

	– respectively the measures set out in Article 2(1)-(3) of Regulation 
765/2006 (in view of the situation in Belarus and its involvement in 
Russia’s aggression against Ukraine), i.e.:
•	 all funds and economic resources belonging to, owned, held or 
controlled by natural or legal persons, entities and bodies listed 
on the sanctions list maintained by the minister responsible for 
internal affairs shall be frozen,

•	 no funds or economic resources shall be made available, directly 
or indirectly, to or for the benefit of natural or legal persons, 
entities or bodies listed on the sanctions list,

•	 the participation, knowingly and intentionally, in activities 
the object or effect of which is, directly or indirectly, to 
circumvent the aforementioned measures shall be prohibited;

	– respectively the measures set out in Article 2 and Article 9 of Regu-
lation 269/2014 (in relation to Russia’s actions), i.e.:
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•	 all funds and economic resources belonging to, owned, held or 
controlled by any natural persons or natural or legal persons, 
entities or bodies associated with them listed on the sanctions 
list shall be frozen,

•	 no funds or economic resources shall be made available, directly 
or indirectly, to or for the benefit of natural persons or natural or 
legal persons, entities or bodies associated with them listed on 
the sanctions list,

•	 it shall be prohibited to participate, knowingly and intentionally, 
in activities the object or effect of which is to circumvent 
the aforementioned measures;

	– exclusion from a public procurement procedure or competition 
conducted under the Act of 11 September 2019 - public procurement 
law;
	– entry in the list of foreigners whose stay on the territory of the Re-
public of Poland is undesirable, referred to in Article 434 of the Act 
of 12 December 2013 on foreigners.

The first two types of individual restrictive measures are taken directly 
from EU regulations and both relate to asset freezing, while they differ in 
their purpose of application (linking to Belarus or Russia). The other two, 
on the other hand, are of a separate nature based on national legislation, 
i.e. the Act - public procurement law and the Act on foreigners.

In undertaking an assessment of the nature of individual restrictive 
measures adopted by the legislature to freeze assets, following 
the explanatory memorandum to the bill, it should be pointed out that:

(...) the project concerns only the so-called freezing of property, 
i.e. the temporary inability to dispose of it. It does not imply 
the deduction of property, which, on the grounds of the Constitution 
of the Republic of Poland, may be carried out only within the framework 
of expropriation (for a public purpose and with just compensation - 
Article 21 of the Constitution) or forfeiture (adjudicated with a final 
court decision - Article 46 of the Constitution). This is an action that is 
already envisaged within the Polish legal order, whether by a directly 
effective EU regulation or by the Act on counteracting money 
laundering and terrorist and falls within the framework extended by 
the Constitution of the RP36.

36	 Explanatory Memorandum to the Government Draft Act on specific solutions…, p. 7.
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In this context, it is also worth noting the wording of the justification 
of the judgement of the VAC in Warsaw in the case of the deletion of one 
of the entities on the Polish sanctions list:

The Act of 13 April 2022 on specific solutions to counteracting support 
for aggression against Ukraine and to protect national security is 
a special piece of legislation, as it regulates an extremely important 
issue, namely to counter support for aggression against Ukraine and 
to serve the protection of national security. These two main objectives 
have become a priority for the legislator, and the provisions of the Act 
should be read through their prism. Possible negative consequences 
for a particular listed entity cannot constitute grounds for repealing 
the decision, as this would be contrary to the ratio legis of the law in 
question and would not serve its main objectives. At the same time, it 
is obvious that the Act of 13 April 2022 has a repressive, sanctioning 
character and it is difficult to expect that the application of its 
provisions to a specific entity would not have negative consequences 
for that entity37.

Furthermore, in the justification of one of the decisions dismissing 
the complaint against the failure to suspend the enforceability 
of the sanction decision, the SAC indicated that (...) the Act concerns the so-
called “freezing of assets”, i.e. the temporary inability to dispose of these assets. 
This does not imply deprivation of the company’s right to property, which, in 
the light of Article 21(2) of the Constitution of the Republic of Poland of 2 April 
1997 (Journal of Laws no. 78, item 483, as amended), is only permissible if it is 
done for a public purpose and against just compensation or forfeiture ordered by 
a final court decision (Article 46 of the Constitution)38.

The freezing of financial resources, funds or economic resources is 
therefore a basic, but not the only instrument for influencing persons and 
entities on the Polish sanctions list. With regard to the sanction of exclusion 
from a procedure or a competition conducted on the basis of the public 
procurement law, which is not provided for in Regulations 765/2006 and 
269/2014, control of the award of contracts is exercised in accordance with 
Article 596 of that law, and the persons or entities subject to exclusion, 

37	 Judgement of the Voivodeship Administrative Court in Warsaw of 18 V 2023, ref. no. I SA/
Wa 2524/22. An analogous statement was also made in other judgements of the VAC in 
Warsaw, e.g. the judgement of the VAC in Warsaw of 4 VII 2023, ref. no. I SA/Wa 2528/22.

38	 Decision of the Supreme Administrative Court of 9 V 2023, ref. no. III OZ 207/23.



330  Mariusz Cichomski
A

rti
cl

es

who join public procurement procedures and competitions, are subject 
to a fine of up to PLN 20 million imposed by the President of the Public 
Procurement Office.

Exclusion from the procurement procedure or design contest applies to:
	– the economic operator and the design contest participant included 
in the lists referred to in Regulations 765/2006 and 269/2014,
	– the economic operator and the design contest participant whose 
beneficial owner,
	– within the meaning of the Act on counteracting money laundering 
and terrorist financing is a person or entity listed in the lists set out 
in the regulations mentioned in Article 1 of the Act or included in 
the Polish sanctions list,
	– the economic operator and the design contest participant whose 
parent company within the meaning of Article 3(1)(37) of the Ac-
counting Act of 29 September 1994 is an entity listed in the lists set 
out in Regulations 765/2006 and 269/2014 or listed or being such 
a parent company as from 24 February 2022, provided that it has 
been listed on the basis of a decision on its inclusion in the Po-
lish sanctions list deciding on the application of the measure in 
question39.

In the context of individual restrictive measure in the form of an entry 
on the list of foreigners whose residence on the territory of the Republic 
of Poland is undesirable, it is worth noting that the entry is made ex officio 
by the Head of the Office for Foreigners in the case this measure is indicated 
in a decision issued by the Minister of the Interior and Administration. 
The practice of issuing such decisions indicates that in the vast majority this 
instrument is not used independently, but together with other individual 
restrictive measures, i.e. freezing of assets or prohibition of participation 
in proceedings and competitions conducted on the basis of the public 
procurement law. The Head of the Office transfers the data of a foreigner, 
for the period of their retention in the list, to the Schengen Information 
System for the purpose of refusing entry and stay not only in Poland, but 
also throughout the EU.

39	 Article 7(1) of the Sanctions Act.
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Conditions for inclusion in the Polish sanctions list

The most important issue related to the analysis of the Polish solutions for 
individual restrictive measures is the determination of the conditions for 
entry on the sanctions list. According to the statutory solutions, the minister 
in charge of internal affairs shall decide on the entry with regard to persons 
and entities with financial means, funds and economic resources within 
the meaning of Regulation 765/2006 or Regulation 269/2014, directly or 
indirectly supporting:

1)	 the aggression of the Russian Federation against Ukraine 
beginning on 24 February 2022 or

2)	 serious violations of human rights or repression of civil society 
and democratic opposition, or whose activities constitute another 
serious threat to democracy or the rule of law in the Russian 
Federation or Belarus
	– or directly linked to such persons or entities, in particular by per-
sonal, organisational, economic or financial links, or who are li-
kely to use such funds, financial or economic resources at their 
disposal for that purpose40.

When analysing these prerequisites for inclusion on the Polish 
sanctions list, it is worth noting the case law of the administrative courts. 
The Voivodeship Administrative Court in Warsaw, in one of its judgements 
dismissing a complaint against a decision on inclusion in the sanctions list, 
referred to them thus:

It follows from the provision cited above that the legislature intended 
that not only those directly or indirectly supporting the aggression, but 
also any other person or entity, insofar as they are directly linked to 
the supporting entities, would be subject to listing. Such links may be, 
inter alia, of a personal or economic nature, but the use of the phrase 
“in particular” in the provision under consideration means that links 
of various kinds may be the basis for inclusion in the list, provided 
that they can be attributed to the attribute of directness.

With regard to the issue of the forms of support for the states specified 
in the provision, the VAC in Warsaw, in its judgement, pointed out that 
(...) a direct or indirect form of support may mean generating by any means 
profits for the budget of the Russian Federation, which may then be used for 

40	 Article 3(2), point 1 of the Sanctions Act.
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the warfare conducted by the Russian Federation against Ukraine, as well as 
used to directly or indirectly support serious violations of human rights and 
repression of society (...)41.

It is worth noting another fragment of the provision defining 
the prerequisites for inclusion in the Polish sanctions list: (...) or in respect 
of which there is a probability of using such financial means, funds or economic 
resources at their disposal for this purpose. It is therefore not necessary to 
establish the existence of an accomplished act, but the mere probability 
of the use of financial means, funds or economic resources for a specific 
purpose. This probability in turn is made credible by the existence 
of various types of links. This was also pointed out by the VAC in Warsaw in 
its judgement dismissing a complaint against the decision of the Minister 
of Interior and Administration: It should be noted that the provision referred 
to indicates the ‘existence of a likelihood’ that financial resources, funds or 
economic resources will be used. There is therefore (...) no legal significance to 
the applicant’s argument [indicating] that the authority has failed to “prove” 
the transfer of certain funds (…)42. The mere probability of support turns 
out to be sufficient. The inclusion by the legislator of a premise of a non-
executed nature is, however, necessary from the perspective of the object 
of the regulation and conditions its effectiveness. A transfer that has been 
made in this case cannot be undone, so if the premise is to cut states off 
from, inter alia, sources of income, it must be a pre-emptive action and 
independent of whether the person or entity in question has already done 
so previously, i.e. before they were placed on the sanctions list.

Specific nature of Polish sanctions proceedings

Pursuant to Article 3(1) of the Sanctions Act, decisions on listing and de-
listing are issued by the minister responsible for internal affairs. He issues 
them ex officio or upon a reasoned application:

	– the Head of the Central Anticorruption Bureau,
	– the Head of the Internal Security Agency,
	– the Head of the Foreign Intelligence Agency,
	– the Head of Military Counterintelligence Service,

41	 Judgement of the VAC in Warsaw of 17 V 2023, ref. no. I SA/Wa 2522/22.
42	 Judgement of the VAC in Warsaw of 18 V 2023, ref. no. I SA/Wa 2524/22.
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	– the Head of Military Intelligence Service,
	– the General Inspector of Financial Information,
	– the Commander-in-Chief of the Police,
	– the Polish Financial Supervision Authority,
	– the President of the National Bank of Poland,
	– the Commander-in-Chief of the Border Guard,
	– the Head of the National Prosecutor’s Office,
	– the Head of the National Revenue Administration,
	– the Chairman of the Committee of the Council of Ministers respon-
sible for matters of security and state defence.

Thus, the power to request an inclusion in the list has been granted 
to special services able to obtain information on existing connections both 
on the basis of operational and exploratory activities, as well as analytical 
and information activities or, as in the case of the Central Anticorruption 
Bureau, within the framework of control activities, and from partner 
services from other countries. The analysis of the 507 decisions43 on entry on 
the sanctions list to date clearly shows that it is these services (successively 
the Internal Security Agency - 45844, the Central Anticorruption Bureau - 
36 and the Military Counterintelligence Service - 8) which addressed to 
the minister in charge of internal affairs the largest number of applications 
on the basis of which sanction decisions were issued.

In addition, this power is granted to two services subordinate to 
the minister responsible for internal affairs, i.e. the Police - as a service 
obtaining information on financial or economic flows in connection with 
suspected criminal offences - and the Border Guard - not only as a migration 
service, but also carrying out tasks concerning certain forms of crime, 
including economic crime. However, this power has only been used by 
the Police in three cases. The Voivodeship Administrative Court in Warsaw, 
in one of the justifications of the judgement, stated that these entities are 
(...) specialised state bodies that have specific knowledge in the field of public 
order or state security in its various aspects. The Minister of Internal Affairs and 
Administration therefore rules on the basis of a request from a special state body  45.

43	 The figures quoted in the text represent the situation as of 1 January 2024.
44	 Concerning the same three entities, requests were made by both the Internal Security 

Agency and the Central Anticorruption Bureau.
45	 Judgement of the VAC of 4 VII 2023, ref. no. I SA/Wa 2528/22. Analogous statements were 

contained in the justifications of the judgements of the VAC in Warsaw: of 18 V 2023, 	
ref. no. I SA/Wa 2524/22 and – of 4 VII 2023, ref. no. I SA/Wa 2528/22.
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This competence has also been granted to other types of entities 
with knowledge of fund transfers, i.e. the General Inspector of Financial 
Information, the Polish Financial Supervision Authority, President 
of the National Bank of Poland or the Head of the National Revenue 
Administration and, as a result of the prosecutor’s competence to conduct 
or supervise pre-trial proceedings in criminal matters, to the Head 
of National Prosecutor’s Office, as well as to the Chairman of the Committee 
of the Council of Ministers competent in matters of security and defence 
of the state, due to the coordination function of this committee. However, 
up to the time of the formation of this article, no decisions on inclusion in 
the sanctions list had been issued on the basis of applications from these 
entities. In the cases so far, on the other hand, the Minister of the Interior 
and Administration has exercised his power on five occasions and made 
an entry on the sanctions list ex officio.

It is worth noting that the authorised authority’s application for listing, 
in accordance with the Act, must include an indication of the person or 
entity in respect of whom a decision is to be issued and, in the case of a listing 
decision, also a proposal for the application of certain restrictive measures. 
It does not have to consist of a simple choice among the four restrictive 
measures described above and set out in Article 1 of the Act. Indeed, 
sanctions in the form of a freeze may apply to the entirety of the financial 
means, funds or economic resources connected to the person or entity 
concerned or only to specific components thereof.

Pursuant to Article 3(4) of the Sanctions Act, the proposal for 
the application of sanction measures shall be determined taking into 
account, in particular, the nature and scope of the activities carried out 
by the person or entity, the capital structure of that entity and national 
security considerations. Particularly the last of these considerations forces 
the applicant authority to assess the consequences of a possible inclusion 
in the sanctions list, although the final decision on this matter rests with 
the minister responsible for internal affairs. Significantly, under Article 3(7) 
of the Act, when issuing a decision on inclusion in the list, he or she may 
determine the extent of the financial means, funds or economic resources 
within the meaning of Regulation 269/2014 or Regulation 765/2006 covered 
by the measures referred to in Article 1(1) or (2) of the Act, i.e. concerning 
the freezing of assets. The minister responsible for internal affairs 
ultimately decides not only on the inclusion in the list, i.e. determines that 
the person or entity in question meets the prerequisites for inclusion in 
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the sanctions list (or removal from it), but also on the scope of the sanction 
measures applied. Reference was made to this issue in the justification 
of the judgement of the VAC in Warsaw in the sanction case, in which 
the court stated that: (...) the choice of these measures is up to the public 
administration body, and as long as they fall within the catalogue provided for 
by law, there are no grounds for declaring the decision defective 46.

Further in the article, the author presents three examples of different 
applications of the scope of determining sanctions regarding asset 
freezing  - from the freezing of all financial resources and economic 
resources, to the freezing of only financial resources accumulated on 
bank accounts, to the specific exclusion of the scope of the freezing and 
its connection to the activities performed in order to implement the orders 
issued by the Prime Minister under Article 7a of the Act of 26 April 2007 on 
crisis management.

The first example:

a)  freezing of all financial and economic resources,
b)  the prohibition on making available to or for the benefit of the listed 
entity, directly or indirectly, any funds or economic resources,
c)  the prohibition to participate, knowingly and intentionally, in 
activities the object or effect of which is to circumvent the measures 
referred to in points (a) and (b),
d) exclusion from a public procurement procedure or competition47.

The second example:

a)  freezing of funds held in bank accounts,
b)  the prohibition to participate, knowingly and intentionally, in 
activities the object or effect of which is to circumvent the measures 
referred to in point (a), 
c) exclusion from participation in a procurement procedure or 
competition48.

The third example:

46	 Judgement of the VAC in Warsaw of 18 V 2023, ref. no. I SA/Wa 2524/22.
47	 Sanctions list: SKA Assets Management Limited, https://www.gov.pl/web/mswia/lista-

osob-i-podmiotow-objetych-sankcjami [accessed: 27 X 2023].
48	 Sanctions list: Cryogas M&T Poland Spółka Akcyjna, https://www.gov.pl/web/mswia/lista-

osob-i-podmiotow-objetych-sankcjami [accessed: 27 X 2023].
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a)  the freezing of all funds and economic resources,
b) a prohibition on making available, directly or indirectly, any funds 
or economic resources to, or for the benefit of, the listed entity,
c)  the prohibition to participate, knowingly and intentionally, in 
activities the object or effect of which is to circumvent the measures 
referred to in points (a) and (b),
d) exclusion from public procurement or competition.
With regard to the measures referred to in points (a) and (b), the scope 
relating to activities carried out in order to implement orders issued 
by the Prime Minister pursuant to Article 7a of the Act on crisis 
management shall be excluded49.

However, the special nature of sanction proceedings is not limited 
to the fact that, as a rule, they are initiated in practice by the requesting 
authority, which is not a party to the proceedings. It differs from typical 
administrative proceedings fully based on the Act of 14 June 1960 – 
The Code of Administrative Procedure (CAP). Indeed, pursuant to 
Article 4(1) of the Sanctions Act, only some of the provisions of the CAP, 
e.g. Article 107 § 1, apply to proceedings in matters of listing and de-listing 
to the extent not regulated by the Act. For example, pursuant to Article 107 
§ 1 point 6 of the CAP, the decision shall contain, in particular, the factual 
and legal grounds, which must be read in conjunction with Article 3(6) 
of the Sanctions Act. According to it, a decision on inclusion in the list 
shall contain the date of issue, the designation of the person or entity to 
which the sanctioning measures apply, together with a decision as to which 
of these measures apply to them, a statement of reasons, the designation 
of the issuing authority, the legal basis of the decision, the signature 
of the issuing person and an instruction on the right to file a complaint 
with the administrative court. It should be emphasised, however, that 
the provision of Article 4, section 1 of the Sanctions Act does not refer to 
Article 107 § 3 of the CAP, in accordance with which the factual justification 
of a decision should include, in particular, specification of facts recognised 
by the authority as proven, evidence on which it relied and reasons for 
which other evidence was denied credibility and evidentiary value, while 
the legal justification should include an explanation of the legal basis 
of the decision, with citation of legal provisions. At the same time, in 

49	 Sanctions list: Novatek Green Energy Sp. z o.o., https://www.gov.pl/web/mswia/lista-osob-
i-podmiotow-objetych-sankcjami [accessed: 27 X 2023].
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accordance with Article 3(9) of the Act, the minister in charge of internal 
affairs may limit the scope of justification for the sake of state security or 
public order. Such a situation occurs especially in cases in which classified 
materials are used.

The specific nature of this procedure, as described above, was referred 
to by the VAC in Warsaw in the justification of its judgement dismissing 
an action to remove an entity from the sanctions list:

(…) the listing procedure is not a typical administrative proceeding, 
as, according to Article 4 of the Act of 13 April 2022, only certain, 
specifically listed, provisions of the Code of Administrative 
Procedure apply to such proceedings to the extent not regulated 
by the Act. (…)  As a result, in proceedings under the provisions 
of the Act of 13 April 2022, the authority is not obliged to assess 
whether a circumstance has been proven, based on the totality 
of the evidence, and the reasons for the decision do not have to 
include an indication of the facts that the authority has found to be 
proven, the evidence on which it has relied and the reasons why it 
has denied the credibility and evidential value of other evidence. 
The above statement also corresponds with the wording of Article 
3(9) of the Act of 13 April 2022, which provides that the Minister may 
limit the scope of the reasons for a decision on listing for reasons 
of state security or public order50.

In the further part of the cited justification for the judgement, the court 
emphasised that (...) the difficulties in collecting full evidence on entities located 
in Belarus or Russia will often result in the fact that, when issuing a decision on 
inclusion in the list, the authority will have at its disposal only limited evidence 
on the basis of which it will assess the fulfilment of the conditions listed in Article 
3(2) of the Act of 13 April 2022 51.

The special nature of these proceedings is also evidenced by 
the manner of notifying the parties of the authority’s decision and 
binding the party to it, as set out in Article 4(2) and (3) of the Sanctions 
Act. Notification of the decisions to the parties is made by making them 

50	 Judgement of the VAC in Warsaw of 2 II 2023, ref. no. I SA/Wa 2527/22. An analogous 
view was also expressed by the VAC in Warsaw in other cases – judgement of 18 V 2023, 
ref. no.  I  SA/Wa 2524/22; judgement of 4 VII 2023, ref. no. I SA/Wa 2528/22; judgement 
of 17 V 2023, ref. no. I SA/Wa 2522/22; judgement of 18 VI 2023, ref. no. I SA/Wa 2541/22.

51	 Judgement of the VAC in Warsaw 2 II 2023, ref. no. I SA/Wa 2527/22.
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available in the Bulletin of Public Information (BIP) on the website 
of the minister responsible for internal affairs. The binding of the authority 
with the decision issued by it, the commencement of the time limit for 
lodging a complaint against the decision and the occurrence of immediate 
enforceability of the decision shall take place on the day following the day 
on which the decision was made available in the BIP.

The construction of the aforementioned provision with regard 
to delivery is based on Article 49 § 1 of the CAP, according to which, if 
a specific provision so provides, notification of the parties of decisions and 
other actions of a public administration body may be made in the form 
of a public notice, in another form of public announcement customarily 
accepted in a given locality or by making the letter available in the BIP 
on the website of the competent public administration body. However, in 
contrast to the solution in the CAP, the norm according to which the day 
on which the letter was made available in the BIP is not included, and 
the notification is deemed to have been made after the lapse of 14 days 
from the day of making it available.

Article 61 § 4 of the CAP, according to which the initiation 
of proceedings ex officio or at the request of one of the parties must be 
notified to all persons who are parties to the case, also does not apply 
in sanction proceedings. In these proceedings, a party only becomes 
aware of its initiation in relation to him/her at the moment of issuing 
the decision on entry on the sanctions list and this by posting the decision 
in the BIP. On the one hand, the reason for adopting such a solution is 
the risk that earlier acquisition of information about the initiation 
of the proceedings, i.e.  before the decision is issued, could result in 
the concealment or diversion of the financial means, funds or economic 
resources to be frozen. On the other hand, the nature of the listed entities, 
often based, for example, in Russia, Belarus or Cyprus, could prevent 
service of the decision or the acknowledgement of service, which a party 
dissatisfied with the effect of the decision could deny. It should also be 
borne in mind that the decision, although of an individual nature, also has 
an impact on other persons and entities, e.g. banks obliged to freeze funds 
in the account of a listed person, and therefore its publication is made in 
the BIP, analogous to the publication of the sanctions list itself52.

52	 In accordance with Article 2(1) of the Sanctions Act, the list of persons and entities against 
whom the measures referred to in Article 1 of the Act are applied is published in the BIP on 
the website of the minister responsible for internal affairs.
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However, the simplified procedure at the level of the decision-making 
authority, as well as the single-instance nature of this procedure, does not 
exclude the possibility of a defence on the part of the listed person or entity. 
Pursuant to Article 3(10) of the Sanctions Act, sanction decisions cannot be 
appealed by filing a request for reconsideration. Instead, they are subject 
to appeal to the Voivodeship Administrative Court53. The complaint shall 
be lodged through the Minister of the Interior and Administration, within 
30 days of the decision being made available in the BIP on the subject 
page of the minister responsible for internal affairs. The Voivodeship 
Administrative Court in Warsaw, in the justification of one of its judgements, 
emphasised, on the one hand, the special nature of these proceedings, and 
on the other hand, indicated that:

However, this does not mean that such a person or entity is completely 
deprived of legal protection. Indeed, a complaint may be lodged 
against an issued decision with the administrative court (Article 3(6) 
of the Act), and in the course of the proceedings before the court, 
the complainant may present his/her own arguments, allegations 
and conclusions. (...) In view also of the geopolitical situation 
caused mainly by the aggression of the Russian Federation against 
Ukraine, certain restrictions must be imposed on the freedom to 
conduct economic activity in a situation where there is a likelihood 
that the funds obtained from it could serve its support and threaten 
the social interest, security of the state54.

Temporary compulsory administration

The adoption in the Sanctions Act of a solution for the application 	
of individual measures arising from the EU regulations allowed, as 
mentioned earlier, for the NRA to carry out the release of certain 
measures, e.g. to enable legal protection of the company covered by them. 
However, the original solution was considered insufficient in the broader 

53	 In accordance with Article 16 § 2 of the Code of Administrative Procedure and Article 3 § 2 
item 1, Article 53 § 1 and Article 54 § 1 of the Act of 30 August 2002 - Law on proceedings 
before administrative courts.

54	 Judgement of 4 VII 2023, ref. no. I SA/Wa 2528/22; judgement of 18 V 2023, ref. no. I SA/Wa 
2524/22.
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perspective, primarily due to the fact that some of the frozen companies 
operating in Poland had employees and were simultaneously responsible 
for the production of goods or technology. Therefore, on 18 August 2022, 
an amendment to the Sanctions Act introducing new safeguard instruments 
came into force55. It was considered expedient to introduce a solution 
allowing the continuation of the entities against which freezes were 
applied under the provisions of the Sanctions Act. Consideration was given, 
on the one hand, to the need to extend individual restrictive measures 
to entities that may be used to dispose of financial resources, funds or 
economic resources to support the aggression of the Russian Federation 
against Ukraine, and, on the other hand, to the social and public interest, 
including the interest of the side of the employees of enterprises run by 
sanctioned economic entities56.

The adopted amendment supplemented the previous regulations 
contained in the Sanctions Act with the institution of temporary 
compulsory administration and the provision of support to employees 
providing work for sanctioned entities. Although a detailed discussion 
of the instruments introduced is beyond the scope of this article, it is 
worth noting that the minister responsible for economic affairs may, by 
way of a decision, establish a compulsory administration with respect to 
a listed entity. The purpose of the instituted temporary administration is 
to dispose of financial means, funds or economic resources when it turns 
out to be necessary to ensure the continued operation of economic entity 
conducting business on the territory of the Republic of Poland and this 
serves:

	– maintaining workplaces in this enterprise, or
	– maintaining within the scope of activity of this enterprise the pro-
vision of public utility services or the performance of other tasks 
of public character, or
	– protection of the national economic interest57.
The tasks performed by the administrator are aimed at the continued 

smooth operation of the business entity’s enterprise until the financial 
resources, funds or economic resources under administration are disposed 

55	 Act of 5 August 2022 amending the Act on Specific Solutions to Counteracting Support for 
Aggression against Ukraine and to Protect National Security and the Act on the National 
Revenue Administration.

56	 Explanatory memorandum to the Government Draft Act on specific solutions…, p. 1–2.
57	 Article 6a(1) of the Sanctions Act.
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of - i.e. taken over by capital not linked to persons and entities supporting 
Russian aggression. The funds from the sale are frozen in the accounts 
of the existing sanctioned owners.

An alternative solution adopted in the act is the use of a compulsory 
administration to take over ownership of financial resources, funds or 
economic resources belonging to a listed person or entity for the benefit 
of the State Treasury, if this is necessary to protect an important public 
interest, to protect the national economic interest or to ensure the national 
security.

Summary

To summarise the considerations, it is worth quoting once again 
the justification for one of the judgements of the Voivodeship Administrative 
Court in Warsaw dismissing complaints against decisions concerning entry 
on the sanctions list:

(…) the aggression of the Russian Federation against Ukraine, which 
began on 24 February 2022, caused numerous changes in the world, 
including in Poland, related to national security, but also resulted 
in legal steps being taken to counteract support for this aggression. 
The Act of 13 April 2022 is an expression of this. (...)  Indeed, since 
the end of World War II, there has not been an outright aggression 	
of one state against another on the European arena. Therefore, 
the action of the legislator in terms of restriction, simplification 
of administrative proceedings in the cases of entry on the list of persons 
and entities supporting the aggression of the Russian Federation 
against Ukraine launched on 24 February 2022 is not unjustified58.

It may be argued that the specific nature of the sanctions law, justified 
by the circumstances and the purpose of its creation, remains undisputed, 
while taking into account, however, the fundamental guarantee elements 
for the person or entity included in the list. On the one hand, the initiator 
of the proceedings is usually not himself a party to the proceedings 
and the subject of the proceedings is not informed of the initiation 

58	  Judgement of the VAC in Warsaw of 4 VII 2023, ref. no. I SA/Wa 2528/22; judgement of 18 V 
2023, ref. no. I SA/Wa 2524/22.
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of the proceedings, but only of the possible negative effect on him. 
In addition, decisions in sanction cases have limited justification and, as 
a result, do not require the presentation of the entirety of the evidence on 
which they are based, they are served through a publicly accessible BIP and 
the proceedings are single-instance. On the other hand, an entity or person 
included in the list has the right to lodge a complaint with the administrative 
courts, and making an entry cannot be treated as a sanction, 
i.e.  a punishment sensu stricto, as it is in fact a temporary restrictive 
measure aimed at preventing direct or indirect support for the actions 
of the Russian and Belarusian authorities. In this context, the solutions 
adopted by the legislator meet the constitutional requirements and are in 
line with the EU recommendations indicated earlier, according to which 
Member States should have an additional legal framework, in relation to 
the EU, for freezing the funds and financial assets and economic resources 
of persons and entities subject to restrictive measures at the national level.

The application of these solutions to date proves their effectiveness as 
autonomous from EU freezing instruments, although, as indicated earlier, 
these solutions are partly based on European legislation. Undoubtedly, 
Poland’s immediate neighbourhood with Russia and the Ukraine attacked 
by it, as well as with Belarus, requires additional measures that would go 
beyond EU-wide solutions and be based on a consensus at EU level. This is 
justified both from the perspective of the Polish raison d’état, conditioned 
by Poland’s location and historical considerations, and from the perspective 
of national security. The scale of not only the Poland’s involvement in 
helping Ukraine, but also the threat to Poland and its people, by virtue of its 
proximity to these states, is obviously different from countries far from 
the conflict zone, e.g. the Iberian Peninsula.

It is worth noting the effects of individual national restrictive measures 
referred to in the Sanctions Act. As of 1 January 2024, there were 498 persons 
and entities (425 persons and 73 entities) on the sanctions list maintained 
by the Ministry of the Interior and Administration. A total of 64 complaints 
against the decisions of the Minister of the Interior and Administration 
were submitted to the VAC in Warsaw, including 56 complaints against 
decisions on entry on the sanctions list, seven complaints against decisions 
on refusal to remove from the list and one against a decision amending 
a decision on entry on the list. In addition, the Minister of the Interior 
and Administration took nine decisions to remove persons or entities from 
the sanctions list. Two of them were issued due to the subsequent inclusion 
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of the covered one person and one entity in Annex I to Regulation 269/2014 
(the deletion was due to the need to avoid duplication of national and EU 
sanctions). For seven entities, on the other hand, the decision to remove 
from the list was taken due to new factual circumstances, i.e. a change in 
ownership structure and thus the removal of the link with the person or 
entity constituting the reason for listing. This case illustrates well the real 
role of individual restrictive measures as temporary measures aimed at 
reducing or removing the link with the state structures of Russia or Belarus, 
rather than permanently eliminating the entity in question from trading. 

As of 1 January 2024, the Voivodeship Administrative Court in Warsaw 
has dealt with 21 complaints concerning the issuance by the Minister 
of the Interior and Administration of a decision on entry into the sanctions 
list, a decision refusing to remove from the sanctions list, a decision 
changing the scope of individual restrictive measures applied or a decision 
on removal from the list. All of them were dismissed, which confirms 
the correctness of the entire decision-making process related to the inclusion 
of certain persons and entities in the restrictive measures. In addition, 
three complaints to the VAC were withdrawn by the complainant and, in 
a further four cases, the court rejected the complaints on formal grounds 
(they were filed out of time). The contested decisions on the listing of two 
entities became final. On the other hand, four entities (including one in 
two cases) and three individuals filed cassation appeals with the Supreme 
Administrative Court.

On the basis of national and EU individual restrictive measures, 
the NRA froze assets with a total value of approximately EUR 1.21 billion 
on the territory of Poland59 (the way statistics are kept in this regard does 
not allow separate values for EU and national restrictive measures). 
In addition, the minister responsible for the economy applied receivership 
to seven entities.

The cited data show the wide application of the solutions adopted in 
the Sanctions Act and indicate their effectiveness. Thus, the EU Council’s 
guideline on the need to adopt national solutions for individual restrictive 
measures is met, according to which:

These measures should enable national authorities to order and 
implement without delay the freezing of all funds and economic 
resources within the jurisdiction of the Member State concerned 

59	 The situation on 30 September 2023.
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belonging to, owned, controlled or held by the designated person 
or entity, and could also be directed at persons or entities within 
the European Union and conducting their main business there60.

Another issue is to assess whether the solutions adopted by the Polish 
legislator are the target solutions. Considering the very title of the Sanctions 
Act, a negative answer to this question seems quite obvious. This is because 
the Act defines specific solutions only in terms of countering support for 
aggression against Ukraine and in the context of human rights violations 
in Russia and Belarus, and does not provide for its applicability in other 
circumstances. The mechanisms established therein, both those introducing 
an autonomous national system of individual restrictive measures and those 
designed to ensure the application of EU sanctions (such as the designation 
of a competent authority to prevent the circumvention of these sanctions or 
the introduction of provisions criminalising the violation of EU sanctions), 
are limited only to the actions of the Russian Federation and Belarus or 
explicitly designated EU regulations. Meanwhile, the UN and the EU 
impose restrictive measures on a number of other states because of their 
failure to comply with international law or human rights or their pursuit 
of policies or actions contrary to the rule of law or democratic principles. 
In this case, Poland is already deprived of legal instruments of influence 
analogous to those introduced by the Sanctions Act. As a result, it is not only 
possible to introduce its own restrictive measures, but above all to ensure 
the effective application of EU measures due to the failure to designate 
a competent authority in these matters and the lack of a criminal sanction 
for circumventing these measures. The exceptions are the issues related to 
the prevention of terrorism and the norms arising from the aforementioned 
Act on counteracting money laundering and terrorist financing.

The issue raised deserves a separate study, based in particular on 
an analysis of solutions in force in other countries. As an example, it is worth 
recalling the solutions adopted in the Czech Republic by Act no. 1/2023 on 
restrictive measures against certain serious acts in international relations61, 
which entered into force on 3 January 2023. For an entity to be on the Czech 

60	 Aktualizacja dobrych praktyk UE…, point 26.
61	 Zákon o omezujících opatřeních proti některým závažným jednáním uplatňovaných 

v  mezinárodních vztazích (sankční zákon), https://www.mzv.cz/jnp/cz/o_ministerstvu/
legislativa/pravni_predpisy_v_pusobnosti_mzv/zakon_c_1_2023_sb_o_omezujicich.html 
[accessed: 27 XI 2023].
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national sanctions list, a condition under one of the EU sanctions regimes 
must be met. Another condition is that the application of restrictive measures 
against a specific natural or legal person is in the foreign policy or security 
interests of the Czech Republic. This therefore does not apply to restrictive 
measures introduced by the EU only with regard to Russia and Belarus, but 
also with regard to all other countries for which the EU would take such 
decisions. In this solution, the national list is complementary to the EU 
sanction mechanisms and is used when the discussion at EU level takes a long 
time or when there is a risk that its objective will not be achieved. As in the case 
of the Polish Sanctions Act, the inclusion of a person on the EU sanctions list 
in principle results in the removal of that person from the national list (where 
the reasons for including persons on both lists are the same). Exceptionally, 
if the Czech Republic applies sanctions to such a person to a greater extent 
than the EU, that person will remain on the national list precisely because 
of restrictive measures that go beyond specific EU sanctions.

On the ground of Polish law, it would be worth considering to use in 
a broader context the successful solutions adopted by the Sanctions Act and 
the experience resulting from its application. This would serve the purpose 
of undertaking work on a law introducing permanent solutions allowing 
for the application of individual restrictive measures depending on 
the changing international situation. They would be applied to persons and 
entities supporting other (not included in the Sanctions Act) state regimes 
against which the international community, including the EU, imposes 
sanctions.
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Introduction

The rapid advancement of artificial intelligence (AI) has introduced 
innovations that impact various aspects of our lives. Large Language Models 
(LLMs) such as ChatGPT which became a world-wide phenomenon in 2023 
stand out among these novelties manifesting a remarkable technological 
progress. In this article, the authors embark on an exploration of LLMs in 
the context of security, unraveling their construction, functionality, and 
main capabilities.

From the security point of view, a key concern arising from 
the proliferation of LLMs is their potential exploitation by criminals, 
terrorists, and state actors engaged in hybrid warfare. The authors’ goal is 
to examine such possible negative scenarios, highlighting the challenges 
associated with LLMs. We assert that accessible large language models, 
especially ChatGPT, not only diminish financial barriers to various 
criminal activities but also lower the expertise and commitment required 
by individuals or small groups to commit crimes or acts of terror.

While some works have attempted to look into these issues1, this 
article offers a more comprehensive analysis for non-experts. We pay 
particular attention to less-explored areas, such as e.g. the potential 
involvement of LLMs in social engineering schemes, disinformation, 
terrorist propaganda and recruitment. Additionally, by understanding how 
criminals utilize LLMs, the authors explore how law enforcement agencies 
can harness the capabilities of these models to stay ahead of emerging 
threats. 

The authors focused on jihadist terrorism due to the unprecedented 
activity of these organizations (e.g., Al-Qaeda or ISIS) on social media, their 
publishing activity (dozens of magazines, several periodic publications 
in multiple languages), and their editorial activity—ebooks with 
propagandistic, instructional, and motivational content. This allowed for 
a thorough analysis that would not have been possible in the case of other 
terrorist groups.

The remainder of this article is organized as follows: section titled 
Introduction to LLMs provides an introduction to LLMs for non-experts. 

1	 Europol, ChatGPT. The impact of Large Language Models on Law Enforcement, Luxembourg 
2023; E. Derner, K. Batistič, Beyond the Safeguards: Exploring the Security Risks of ChatGPT, 
preprint, arXiv, 13 V 2023, https://arxiv.org/abs/2305.08005 [accessed: 8 IX 2023]. https://doi.
org/10.48550/arXiv.2305.08005.
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Basic terms pertaining to these models are explained before discussing 
the security of LLMs. Section LLMs in crimes and terrorism is divided into 
two parts. The part named Threats concerns the potential uses of large 
language models in criminal and terrorist activities, while Chances takes on 
the possibilities to respond to the arising threats. The section concludes by 
pointing out the differences between what is available from LLMs and what 
was available before their dissemination.

 In the section What does the accessibility of LLMs change? capabilities 
of large language models are compared to those of search engines. The last 
part of the article contains conclusions from the carried out analysis.

Introduction to LLMs 

LLM is a sort of an AI model that learns from a large quantity of text data 
in order to produce language outputs that are coherent and sound natural. 
Due to their capacity to produce writing that frequently blends in with 
human-written text, these models have gained popularity in recent years. 
Additionally, multimodal LLMs are also being developed, which are models 
that are based on LLMs, but can additionally process other types of data 
such as images, video or sound2. 

In this section, we will provide a technical introduction to LLMs for 
non-experts in the field, and explain some of the mechanisms that allow 
LLMs to understand natural language relatively well.

How LLMs work
One of the most popular techniques today for creating artificial 
intelligence systems is machine learning. Machine learning models use 
the data provided to them to identify patterns, which can then be used to 
predict outcomes or perform tasks. These models usually return a result 
based on input data, e.g., text, images or sounds. The output may be, for 
example, a label that the model assigns to the input data (classification), or 
a generated text or image (so-called generative AI).

The models can be constructed in a variety of ways in terms of internal 
mechanisms and data processing structures, which can be overlapping or 

2	 S. Yin et al., A Survey on Multimodal Large Language Models, preprint, arXiv, 23 VI 2023,	
https://arxiv.org/abs/2306.13549 [accessed: 8 IX 2023]. https://doi.org/10.48550/arXiv.2306.	
13549.
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sequential. A recently popular type of models are the so-called artificial 
neural networks. The chosen size and structure of the network along with 
the mechanisms operating inside it are called the network architecture. 
A LLM is typically built using an architecture known as a transformer3, 
which is specifically designed to handle sequential input data such as text.

A crucial step in machine learning is training the model. LLMs are 
trained using typically very large text data sets that are gathered from 
a variety of sources, including books, papers, websites, and social media 
platforms. This versatility of datasources aims at identifying as many as 
possible relationships and patterns between words, phrases, and sentences. 

After the pre-training phase, the models can be adjusted (fine-tuned) 
which involves additional training on a new task-specific dataset. This 
includes a variety of tasks, such as but not limited to question answering, 
sentiment analysis, or machine translation. 

Limitations of LLMs 
The general public, at least its significant portion, seems to be captivated 
by the possibility that LLMs reached the level of human-level intelligence. 
This is however not the case, at least to a large extent. The exact level 
and nature of LLMs’ intelligence is heavily debated among scientists 
and non-experts alike.4 On one hand it seems fair to say that more often 
than previously believed to be possible LLMs provide answers that are 
significantly more sophisticated than just the most probable sequence 
of words given the context. On the other hand, as nicely put by Borji: While 
they possess some degree of understanding, it remains considerably less than 
human cognition. Our understanding of their comprehension is still limited, 
and they may have distinct ways of understanding that we are yet to grasp  5.

Hallucinations6 are a notable limitation of LLMs which are susceptible 
to generating content that lacks factual basis or coherence. They can be 
attributed to their primary training objective: to sound natural and coherent 

3	 A. Vaswani et al., Attention is All you Need, in: Advances in Neural Information Processing 
Systems 30 (NIPS 2017), I. Guyon et al. (eds.), Long Beach 2017, pp. 5998–6008.

4	 A. Borji, Stochastic Parrots or Intelligent Systems? A Perspective on True Depth of Understanding 
in LLMs, preprint, SSRN, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4507038. 
[accessed: 8 IX 2023]. http://dx.doi.org/10.2139/ssrn.4507038.

5	 Ibid.
6	 Z Ji. et al., Survey of hallucination in natural language generation, “ACM Computing Surveys” 

2013, vol. 55, no. 12, pp. 1–38. https://doi.org/10.1145/3571730.
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based on the patterns and language present in their training datasets, 
rather than to fact-check the information they generate. While LLMs excel 
at mimicking human-like language and generating contextually relevant 
text, their responses are not necessarily vetted for factual accuracy. This 
predisposition to prioritize language fluency over fact-checking can lead to 
the production of plausible-sounding but erroneous or unfounded content, 
underscoring the importance of external fact checking when relying on 
LLMs for information. Other problems include: lack of transparency on 
how LLM arrives at a particular output or the limited length of the processed 
text.

What LLMs are good at 
LLMs are distinguished by various tasks and applications related to natural 
language processing. The tasks they are particularly good at include: 

•	 Step-by-step instructions – LLMs can provide step-by-step 
instructions for various sequential tasks, such as cooking or 
programming. 

•	 Code Generation – LLMs are often trained on a dataset with 
programming code and are used in writing or improving code, e.g. 
Github Copilot. 

•	 Sentiment Analysis – LLM can determine the author’s attitude or 
feelings conveyed in the text. 

•	 Text completion and generation – They can complete missing text 
fragments and are used to generate articles, stories, poems and 
other written content. 

•	 Translation – Many modern online translators are based on LLMs, 
chatbots are also capable of conversing in many languages. 

•	 Text Analysis – LLMs can find specific information from documents, 
making data retrieval more efficient. They can also write summaries 
of articles, and there are tools available that allow them to ”talk” to 
the document, i.e. answer questions via LLM based on a text. 

LLMs security 
Many commercial LLMs such as ChatPGT include safeguards which 
recognize inputs for content that may be hateful, sexually explicit, violent, 
or encourage self-harm, and safeguards that limit the models’ ability to 
respond to such prompts. LLM security and attempts to break safeguards 
are currently one of the areas under research. 
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Prompt engineering 
One of the ways to bypass the LLMs safeguards is prompt engineering7 
which is a technique where users deliberately refine or design the specific 
way they phrase a question or request to influence the generated output. 
These prompts can be opinion transfers (asking an objective response and 
then changing the perspective it was written in), asking the model to give 
the answer as a piece of code, having them speak as a fictional character 
discussing the topic, replacing trigger words and changing the context 
later, and making up hypothetical examples that can be applied to actual 
events. 

Adversarial attacks

Adversarial examples in LLMs are carefully constructed sequences 
of characters that, when appended to a user’s query, can manipulate 
the AI system to produce harmful content or follow unintended user 
commands. Unlike traditional jailbreaks, these adversarial attacks are 
generated automatically, enabling the creation of a limitless number 
of such manipulative inputs. These attacks are a cause for concern, as they 
can potentially transfer to various LLMs, including both open-source and 
closed-source models like ChatGPT8.

Using uncensored LLMs 

Users have the option to utilize uncensored large language models (LLMs) 
that lack content safeguards, thereby granting unrestricted access for 
content generation across a broad spectrum of topics. For example Worm 
GPT can easily be used for business email compromise (BEC) attacks9. 
It was trained on malware-focused data and is said to be similar to ChatGPT 
in terms of abilities, but without the limitations. The CEO of Gab (a white 
supremacist forum) has announced plans to create their own model 

7	 S.R. Bowman, Eight Things to Know about Large Language Models, preprint, arXiv, 2 IV	
2023, https://arxiv.org/abs/2304.00612 [accessed: 8 IX 2023]. https://doi.org/10.48550/arXiv.	
2304.00612.

8	 A. Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 
preprint, arXiv, 27 VII 2023, https://arxiv.org/abs/2307.15043 [accessed: 8 IX 2023]. https://
doi.org/10.48550/arXiv.2307.15043.

9	 D. Kelley, WormGPT – The Generative AI Tool Cybercriminals Are Using to Launch Business 
Email Compromise Attacks, SlashNext, 13 VII 2023, https://slashnext.com/blog/wormgpt-
the-generative-ai-tool-cybercriminals-are-using-to-launch-business-email-compromise-
attacks/ [accessed: 22 XI 2023].
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without hate speech filters. This accessibility can be dangerous, but it can 
also empower users to freely explore diverse content, including subjects 
that might be censored in commercial models like ChatGPT. 

Content generated by such models often is not subject to any 
legislation, because it is not directly created by a human. Because of that 
there are voices to introduce such laws that would allow to hold accountable 
the creators of chatbots and models that generate harmful content10.

LLMs in crimes and terrorism

The potential applications of LLMs in criminal activities are vast and 
encompass a wide array of possibilities. While these applications may not 
necessarily introduce novel forms of cyberattacks or schemes (although 
some examples will be listed here as well), they do enhance the efficiency 
and cost effectiveness of existing ones. Furthermore, they have the potential 
to render these activities more dangerous, more difficult to uncover and 
sometimes impossible to prevent. The existing literature has explored 
the various domains in which LLMs can be leveraged for malicious 
purposes. In the following chapter, different uses of large language models 
will be discussed with reference to their potential use in different illegal 
activities. These include malicious text and code generation11, producing 
offensive content12, hybrid warfare and terrorism13.

These same models can be used to combat crime and advantages 
of LLMs are discussed as well, divided according to where they are being 
used already and where they could be applied. 

10	  C. Vallance, I. Rahman-Jones, Urgent need for terrorism AI laws, warns think tank, BBC News, 
4 I 2024, https://www.bbc.com/news/technology-67872767 [accessed: 10 I 2024].

11	 B. Toulas, Cybercriminals train AI chatbots for phishing, malware attacks, Bleeping Computer, 
1 VIII 2023, https://www.bleepingcomputer.com/news/security/cybercriminals-train-ai-
chatbots-for-phishing-malware-attacks/ [accessed: 9 XI 2023].

12	 E. Derner, K. Batistič, Beyond the Safeguards…
13	 M. Waniek et al., Traffic networks are vulnerable to disinformation attacks, “Scientific Reports” 

2021, no. 11, https://doi.org/10.1038/s41598-021-84291-w; G. Raman et al., How weaponizing 
disinformation can bring down a city’s power grid, “PloS One” 2020, no. 15. https://doi.
org/10.1371/journal.pone.0236517.
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Threats 
Threats stemming from exploitation of LLMs are divided based on the main 
functions of LLMs. Generating plausible text might be used to produce 
disinformation, conduct social engineering schemes and recruitment 
of terrorists. Providing information and organizational support is a novel 
approach to analyzing the threats posed by large language models. They 
expand on the notion of these models being used as information sources.

Generating plausible texts 

Social engineering scams. Scammers these days will use any sum of money 
to bait potential victims, any identity to gain their trust, only to then trick 
people to pay them money, submit their data or passwords (Figure 1). 
These scams rely on their messages appearing credible, especially when 
read in a hurry, when the recipient is tired or has too much to do. Spelling 
mistakes, the use of non-existent phrases or just weird wording of fake 
offers and fake news can make them easier to spot. These messages are 
often very repeatable, that’s why some are shared to warn potential victims 
about a new form of attack. 

Figure 1. Scam based on a message „Mom, this is my new number...”

Sources: Nowe oszustwo na WhatsAppie „Kurier Szczeciński” (Eng. New WhatsApp scam), 5 VIII 2023, 
https://24kurier.pl/aktualnosci/wiadomosci/nowe-oszustwo-na-whatsappie/ [accessed: 8 XI 2023]; 
[heythereitsbeth], Just came across this sub and thought I’d share mine from the start of the year, Reddit, 
https://www.reddit.com/r/scambait/comments/17w6vx4/just_came_across_this_sub_and_thought_
id_share/?rdt=40738 [accessed: 8 XI 2023].

The explanation for the consistent appearances of these red flags is 
that oftentimes scammers are not fluent in the target group’s language. 
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Most of them need to address loads of people to be able to find someone 
to scam. The basic function of LLMs, text generation and translation, are 
a major improvement for scammers. Not only can these models easily 
generate text, they usually make fewer mistakes and are able to rewrite 
the same phrase differently every time. They can be used to impersonate 
someone, like someone’s boss asking them to make an urgent transfer 
or a Microsoft help desk employee demanding access to the victim’s 
accounts supposedly to provide technical support. LLMs’ accessibility and 
low costs can dramatically change the landscape of social engineering 
scams14. Until now workers have been considered the most expensive part 
of the operation  - but now scammers can automate most of their work, 
creating chatbots, generating and translating messages and much more15.
Disinformation and fake-news. Another area of exploitation of large  
language models is the generation of fake news or even creating whole 
disinformation campaigns (Figure 2). Since the beginning of the Russian 
invasion on Ukraine, analysts from Research and Academic Computer 
Network - a National Research Institute (pol. NASK) have identified 1635 
social media accounts as ‘highly harmful’, and they are monitoring 1225 
key words connected to disinformation16. 

Content moderation is the responsibility of the social media platforms. 
However the main purpose of these platforms’ algorithms is polarization 
of their users, because this is what’s most engaging and profitable17. That’s 
why these platforms are obligated to report to the European Commission 
about their results in combating disinformation. X (prev. Twitter) is doing 
worse than others (Google, Meta or TikTok) and its current owner, Elon 
Musk, got rid of the team that was handling Russian, Chinese and Iranian 
disinformation campaigns18.

14	 B. Toulas, Cybercriminals train AI chatbots...
15	 T. Brewster, Armed With ChatGPT, Cybercriminals Build Malware And Plot Fake Girl Bots, 

Forbes,  6 VI  2023, https://www.forbes.com/sites/thomasbrewster/2023/01/06/chatg-
ptcybercriminal-malware-female-chatbots/ [accessed: 9 XI 2023].

16	 A. Gwozdowska et al., Wojna informacyjna 2022–2023. Przebieg i wnioski (Eng. Information 
warfare 2022-2023. Course and conclusions), NASK, 25 V 2023, https://www.nask.pl/pl/
raporty/raporty/5204,Raport-quotWojna-informacyjna-20222023-Przebieg-i-wnioskiquot.
html [accessed: 8 XI 2023].

17	 S. Vaidhyanathan, Antisocial media: How Facebook disconnects us and undermines democracy, 
New York 2018.

18	 A. Gwozdowska et al., Wojna informacyjna 2022–2023…
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Figure 2. Creating an anti-vax post through ChatGPT.

Source: author’s own material based on ChatGPT.

Large language models can also potentially generate fake subtitles 
under videos where the speaker is using a language generally unknown 
in the target demographic. An example of such disinformation might 
be a video of Vladimir Putin published in 2023, where subtitles say he 
expresses support for Palestine19. In reality it is a video from 2020, not 
related to the Israel - Palestine conflict.

Disinformation can be easily generated through LLMs and used to flood 
the media with false data, changing social discourse irreversibly, which 
is a danger in itself. However, were these kinds of campaigns conducted 
by terrorists or intelligence agents, whole nations could be under attack. 
It can be done through fearmongering, changing the public discourse 
on topics like the support for engagement in a military conflict20 or even 

19	 AFP Kenya, Fake subtitles added to old clip of Putin talking about Ukraine war, not Israel-
Gaza conflict, AFP Fact Check, 17 X 2023, https://factcheck.afp.com/doc.afp.com.33YG8TE 
[accessed: 8 XI 2023] 

20	 INFO OPS Poland Foundation, Model dystrybucji informacji w wirtualnym środowisku in-
formacyjnym na bazie rozpoznanego rosyjskiego podstawowego modelu dystrybucji wiadomo-
ści manipulacyjnych (Eng. A model of information distribution in a virtual information 
environment based on a recognised Russian basic manipulative news distribution model), 
Disinfo Digest, 9 VI 2023, https://disinfodigest.pl/model-dystrybucji-informacji-w-wirtual-
nym-srodowisku-informacyjnym-na-bazie-rozpoznanego-rosyjskiego-podstawowego-mo-
delu-dystrybucji-wiadomosci-manipulacyjnych/ [accessed: 8 XI 2023]. 
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influencing the outcome of an election. With or without large language 
models, disinformation is a major weapon in today’s world. Many different 
instances of manipulation were seen to be used, either by government 
officials or criminals and terrorists21.
Terrorism. Social media is also the perfect tool in terms of recruitment 
of future terrorists. As mentioned above, its algorithms contribute to 
polarization, which makes it a platform for radicalization and closing people 
off in information bubbles. This process can be utilized and largely simplified 
in terms of both organization and execution with the help of LLMs22.

Firstly, LLMs enable the generation of propaganda tailored to specific 
age groups, ethnicities, educational levels, and levels of radicalization. This 
allows for the creation of numerous messages in a relatively short time, 
customized for different audiences. A terrorist organization might direct 
different arguments and content for 18-year-olds from the suburbs of Paris, 
slightly different for activists fighting for the right to wear Muslim face veils 
in public places, and yet others for individuals who have just been released 
from prison and are seeking their place in society anew. 

Secondly, LLMs allow for the generation of texts that, due to their 
specific vocabulary, syntax, and manner of communication, can closely 
resemble hadiths or passages from the Quran. ISIS often drew on little-
known or controversial hadiths in its propaganda to justify brutality, sexual 
slavery, or attacks on civilian populations by analogy to events from the time 
of the Prophet. Therefore, using LLMs to create a text resembling a religious 
text, conveying a specific message, or presenting certain actions or behavior 
as accepted by Prophet Muhammad opens up possibilities for recruitment or 
legitimization of the organization’s actions. It’s important to note that recruits 
of Salafist terrorist organizations typically lacked the education to verify 
the religious arguments used by the organization and were unfamiliar with 
the Arabic language in which the most important Islamic texts are written. 

21	 N. Bochyńska, #CyberMagazyn: Politycy narzędziem w rękach Kremla? „Świadomość jest 
bardzo niska" (Eng. Are politicians a tool in the hands of the Kremlin? “Awareness is 
very low”), CyberDefence24, 21 X 2023, https://cyberdefence24.pl/cyberbezpieczenstwo/
cybermagazyn-politycy-narzedziem-w-rekach-kremla-swiadomosc-jest-bardzo-niska 
[accessed: 8 XI 2023]. 

22	 K. McGuffie, A. Newhouse, The radicalization risks of GPT-3 and advanced neural language 
models, preprint, arXiv, 15 IX 2020, https://arxiv.org/abs/2009.06807 [accessed: 8 XI 2023]. 
https://doi.org/10.48550/arXiv.2009.06807.
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Thirdly, LLMs offer extensive capabilities for translating texts into 
various languages. In the first decade of the 21st century, AQ and AQAP 
began publishing and spreading propaganda and instructional content on 
the internet in English (and other European languages such as French and 
German) because most of their potential recruits and supporters did not speak 
languages used in the Middle East, or only spoke these languages at home but 
could not read Arabic, Pashto, or Dari. Therefore, existing jihadist content in 
other languages could not be utilized in the radicalization process. As early as 
2010, instructions on ramming a crowd with a truck could be found online. 
Following AQAP’s example, ISIS published magazines, guides, and instructions 
in EU languages. The publication of English-language magazines containing 
instructions on creating e.g. IEDs significantly contributed to the increase 
in attacks organized by individuals not affiliated with the organization but, 
with the organization’s know-how, achieving its goals. LLMs are a tool that 
enables the translation of such content into less popular European languages 
and the creation of content for an even larger audience23. Especially since 
currently much less instructional content for potential recruits is created, and 
materials from a decade ago are still circulating online. LLMs not only allow 
for the translation of the aforementioned content but also avoid translating 
the text carelessly or unprofessionally. An example of such translation can be 
a well-known jihadist manual from 2015/201624, where the English text exhibits 
Arabic syntax, a large number of synonyms, or masdars (gerund; their use 
is very typical of the Arabic language), indicating that the translator was not 
a professional. 

Fourthly, large language models can make generating jihadist 
content easier. The second decade of the 21st century showed that terrorist 
organizations use graphics and images (also modified) in their propaganda. 
Examples of such actions are graphics depicting Tamerlan Carnayev. His 
photos were repeatedly reproduced, modified, incorporated into other images 
to further emphasize his actions and indicate an example for sympathizers 
of the organization to emulate. The same happened with images of other 
attackers associated with Salafist terrorist groups. AI could be used for this 
purpose just as well. Many jihadist organizations published posthumous 

23	 GIFCT Red Team Working Group, Considerations of the Impacts of Generative AI on Online 
Terrorism and Extremism, [n.p.] 2023.

24	 Due to concerns about the possibility of disseminating the content of the said textbook, 
which constitutes a threat to public safety, its title and year of publication will not be 
specified.
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images of mujahideen to prove that mujahideen die with a smile on their face, 
without pain. From the testimonies of camera operators and photographers 
working for ISIS, it appears that such smiles were achieved by the appropriate 
arrangement of the bodies or graphic interference with an existing photo. 
Generating the right image seems like an easier and faster solution. 

Fifthly, it’s possible to use LLMs to generate texts and melodies 
to jihadist songs. During the peak of ISIS, so-called nasheeds became 
widespread, sometimes incorrectly associated only with recordings 
produced by terrorists. Nasheed is an a cappella song, often with a choir 
performing the refrain. This Arabic word can be used in relation to many 
musical compositions that do not have an extremist tone. However, songs 
produced by terrorists gained popularity due to their melodiousness and 
professional performance, and many people associate the word „nasheed” 
with jihadist compositions. Such songs, however, require text, which can 
be generated much faster using LLM than a human can. The use of social 
media and generally the Internet by terrorist organizations for spreading 
propaganda, radicalizing potential supporters or attackers, and recruiting 
has shown that organizations willingly embrace new technologies, and 
most likely, they will use LLM for their purposes as well. When social media 
became widespread and sound recording technologies became accessible 
to the general public (cheaper, miniaturized, with simplified operation), 
terrorist organizations began to utilize them. Hence, it can be presumed 
that a similar trend will occur with LLMs.

Providing information and organizational support 

Instructions. As mentioned above, LLMs are very proficient when it comes 
to providing information and step-by-step instructions. Although some 
models, like ChatGPT, have some safeguards in place to prevent them from 
sharing information connected to illegal activities. These aren’t always 
very difficult to circumvent.
Code. LLMs can generate code. And while it can be flawed, it is certainly 
easier to work on a ready to use piece of code than searching for it on 
the internet, especially for a person who is not proficient in programming 
and when the generated code is malicious and meant to do harm.
Organization. As of today, researchers have focused mainly on large 
language models’ ability to provide information. Beyond that, LLMs may 
pose an even greater threat as a tool for organizational support. Step-by-
step instructions can widen the scope of preparations for a crime or another 
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attack. Models like ChatGPT are also quite proficient in understanding 
social situations and human behavior. 

In the field of terrorism LLMs provide the ability to generate guides 
and instructions for creating IEDs, manufacturing explosives, or writing 
texts describing methods of carrying out attacks. It can be used to generate 
content within the so-called open-source jihad, a section of jihadist 
press dedicated to organizing various types of attacks. LLMs can also 
potentially be used to simplify existing texts/instructions by adapting 
them to the capabilities (education, knowledge of physics and chemistry 
terminology) of the potential user. Generating code widens the array 
of potential attacks even more and their analysis of human behavior 
makes them a great advantage when strategizing an attack based on social 
engineering, planning and conducting social media campaigns (Figure 3) 
or organizing a recruitment setup (Figure 4).

Figure 3. Instructions created by ChatGPT to answer the question of how to popularize 
content posted on social media in selected groups.

Source: author’s own material based on ChatGPT.
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Figure 4. ChatGPT’s answer to the question of what the recruitment process for a fictional 
terrorist cell run by a person with the initials MS should look like.

Source: author’s own material based on ChatGPT.
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Another use of LLMs is indicating potential attack targets based on 
data on traffic intensity, peak hours, and the time spent in a specific location 
by large groups of people. Analyzing such data will help identify public 
spaces best suited for carrying out an attack in a given city/country. In this 
case, the prompt can be formulated to not explicitly indicate the desire/
plan to carry out such an attack. The jihadist press published in the second 
decade of the 21st century contained general tips on where to best organize 
an attack, indicated popular tourist attractions and national holidays, 
although the message was limited to only one EU country.

Sentiment analysis

LLMs are useful in terms of sentiment analysis. This means they could also 
be used for general psychological assessment25, e.g. to identify people most 
susceptible to recruitment - whether by an intelligence agency or a terrorist 
cell. A language model could help profile people based on e.g. social media 
activity; people dissatisfied with their jobs, struggling financially or going 
through a hard time. 
Terrorism. The extensive capabilities of LLMs related to text analysis provide 
opportunities both in the field of radicalization and supplying know-how 
for potential attackers. LLMs ability to generate summaries gives potential 
recruiters the opportunity to analyze the latest publications in the field 
of socio-technology, sociology, and psychology to more effectively recruit 
and/or radicalize. Analysis of the mood of an author (in conversations, 
emails, social media posts) provides broad opportunities for selecting 
appropriate content for online radicalization. Detecting individuals at 
an early stage of radicalization is a valuable clue for recruiters of terrorist 
organizations or individuals seeking to use them to achieve their goals.
Insider threat. Insider threat involves employees or individuals with 
authorized access who misuse their privileges. Such a person could 
hypothetically create a script or program using to systematically exfiltrate 
data, sabotage systems, or disrupt operations without direct, manual 
involvement (Figure 5). They could also e.g. generate a misdirecting 
instruction for a critical piece of equipment. With the help of large language 
models it doesn’t require any special skills.

25	 Lai T. et al., Psy-LLM: Scaling up Global Mental Health Psychological Services with AI-based 
Large Language Models, preprint, arXiv, 22 VII 2023, https://arxiv.org/abs/2307.11991 
[accessed: 8 XI 2023]. https://doi.org/10.48550/arXiv.2307.11991.
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Figure 5. ChatGPT’s response to a request to generate Python code to permanently delete 
files from the hard drive.

Source: author’s own material based on ChatGPT.

Large language models generally do not pose a threat previously 
unknown. It is crucial to point out it is the scale of the known attacks that 
could increase dramatically and there is a need for adequate tools to combat 
them. 
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Chances 
Large language models can be used to the authorities’ advantage as well. 
Automatic recognition of disinformation, identifying bot groups and AI 
generated text and much more can be done with the help of LLMs. However, 
most important methods of counteracting harmful usage of large language 
models are education, popularizing fact-checking and know ledge on LLMs 
functionalities and limitations. Data shows that young people (18–29 y.o.) 
tend to draw information from social media26. Students are often also 
the least equipped to verify false information27 (this applies to teens and 
children as well).

Recognizing

Monitoring the spread of disinformation and hate speech is a must 
in today’s world. The key to success is identifying disinformation, hate 
speech, and AI generated text. Large language models can be28 and are 
often used in content moderation, detecting disinformation, phishing29 
and social engineering. 

AI day-to-day support 

There are plenty of ways in which large language models can be used 
to support the authorities, security researchers or fact checkers. Large 
language models are obviously useful; from code and text generation, 
through instructions to summarizing text and addressing a problem, this is 
an obvious advantage to people from different disciplines.

26	 Skąd Polacy czerpią informacje? Badanie IBRIS i IBIMS kwiecień 2021 (Eng. Where do Poles 
get their information from? IBRIS and IBIMS survey April 2021), IBiMS, http://www.ibims.
pl/wp-content/uploads/2021/04/IBIMS_media_2021.pdf [accessed: 8 XI 2023]. 

27	 J. Breakstone et al., Students' Civic Online Reasoning: A National Portrait, “Educational 
Researcher” 2021, no. 50, pp. 505–515. https://doi.org/10.3102/0013189X211017495; 
S. McGrew et al., Can Students Evaluate Online Sources? Learning From Assessments of Civic 
Online Reasoning, “Theory & Research in Social Education” 2018, no. 46, pp. 165–193. 
https://doi.org/10.1080/00933104.2017.1416320.

28	 W. Saunders et al., Self-critiquing models for assisting human evaluators, preprint, arXiv, 
12 VI 2022, https://arxiv.org/abs/2206.05802 [accessed: 9 XI 2023]. https://doi.org/10.48550/
arXiv.2206.05802.

29	 F. Heiding et. al, Devising and Detecting Phishing: large language models vs. Smaller Human 
Models, preprint, arXiv, 23 VII 2023, https://arxiv.org/abs/2308.12287 [accessed: 8 XI 2023]. 
https://doi.org/10.48550/arXiv.2308.12287.
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Examples include crime detection through video descriptions30, 
text summarization and critiques for analytic products, disrupting 
telemarketers31, providing opposing viewpoints. Large language models 
seem to be a great tool for initial analysis, helping save cognitive resources 
as it makes for a starting point for more advanced operations.

Counteracting LLM-related threats

Primary means of counteracting the harm of misuse of LLMs is to 
educate32, especially young people and children, about the possibilities 
and flaws of large language models. LLMs are there to stay and to pretend 
they don’t exist over the course of education is simply impossible. 
Educators should be equipped with tools to teach responsible use 
of large language models. It is also crucial to introduce fact checking in 
the curriculum for students to be able to learn to verify information and 
critical thinking. On an international and national level, establishing 
Information Sharing and Analysis Centers (ISACs) concentrated on 
information exchange and combating disinformation offers a great deal 
of support to these educational efforts as well as forming a strong, unified 
position of government agencies, SM platforms and civil society against 
disinformation33.

Another approach is to use large language models to counteract harm 
done by the misuse of LLMs. It may be possible to lower user interaction 
with harmful content (sharing or commenting) through providing factual 
responses to e.g. hate speech34. These models can be used to conduct social 

30	 A. Simmons, R. Vasa, Garbage in, garbage out: Zero-shot detection of crime using Large 
Language Models, preprint, arXiv, 4 VII 2023, https://arxiv.org/abs/2307.06844 [accessed: 
9 XI 2023]. https://doi.org/10.48550/arXiv.2307.06844.

31	 R. Currie, California man's business is frustrating telemarketing scammers with chatbots, 
The Register, 3 VII 2023, https://www.theregister.com/2023/07/03/jolly_roger_telephone_
company/ [accessed: 8 XI 2023].

32	 NASK (@WeryfikacjaNASK), Wraz z postępem technologicznym, rozwój AI staje się coraz 
bardziej widoczny w różnych dziedzinach naszego życia (Eng. As technology advances, 
the development of AI is becoming more and more visible in various areas of our lives), 
X, 26 X 2023, https://twitter.com/WeryfikacjaNASK/status/1717487918556594437 [accessed: 
8 XI 2023].

33	 L. Faesen et al., Red Lines & Baselines Towards a European Multistakeholder Approach to 
Counter Disinformation, The Hague Centre for Strategic Studies 2021.

34	 J. Podolak et al., Analyzing the Influence of Language Model-Generated Responses in Mitigating 
Hate Speech on Social Media Directed at Ukrainian Refugees in Poland, preprint, arXiv, 28 XI 
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campaigns. Their implementation is certainly valuable in cybersecurity35, 
though it should be carried out with caution. And models identifying 
potential targets of e.g. a foreign agent based on a worker’s activity could 
also be used to prevent them from being recruited in the first place.

Silver Linings: Language Model’s Playbook

There is also an upside of large language models answers being wrong. If 
the inquirer is led to believe something untrue about their planned crime, 
it may make it easier to detect them. An early example of such misinformed 
criminal comes from 1996, when a bank robber was led to believe lemon 
juice makes him invisible to surveillance cameras36. 

Similarly in this instance, while a search engine can be misleading, it’s 
usually full of different sources. But large language models are meant to be 
plausible, they aren’t always right (Figure 6). This makes for a chance that 
misleading information will actually help maintain public safety.

Figure 6. ChatGPT asked if 450 is 90% of 500. The first answer was ‘no’ and the next ‘yes’.

Source: author’s own material based on ChatGPT.

What does the accessibility of LLMs change? 

Within the context of criminal activity, how are large language models 
different from what is already available on the internet? As with any 

2023, https://arxiv.org/abs/2311.16905 [accessed: 31 XI 2023]. https://doi.org/10.48550/
arXiv.2311.16905.

35	 J. Goldfarb, Applying AI to API Security, SecurityWeek, 11 X 2023, https://www.securityweek.
com/applying-ai-to-api-security/ [accessed: 8 XI 2023]. 

36	 M.A. Fuocco, Trial and error: They had larceny in their hearts, but little in their heads, 
“Pittsburgh Post-Gazette” 1996.
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new technology, their use is not fully regulated by law. This may have 
serious consequences, e.g. chatbots used for recruitment to terrorist 
organizations37. There is an important difference between LLMs (Figure 7) 
and, for example, search engines (Figure 8).

Figure 7. ChatGPT's answer to the question of what mistakes killers most often make and 
what makes it easier for the police to identify them.

Source: author’s own material based on ChatGPT.

37	 C. Vallance, I. Rahman-Jones, Urgent need for terrorism AI laws… 
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Figure 8. Google search for tips for serial killers.

Source: author’s own material based on Google.

So what is the difference between the two? Mainly that a browser 
is more reliable because it offers multiple, up-to-date sources instead 
of a single answer based on data dating back to the year the training dataset 
was created.

However, there is a misconception about browsers that searching for 
something e.g. ‘how to build a bomb’ will put the searcher on a ‘watchlist’. 
While this is not necessarily true, as such a list would be comprised mainly 
of mystery novelists, it does hold some value. Firstly, a browser history 
may be recovered e.g. for the sake of an ongoing trial. Secondly, the sole 
fear of detection through search history might sometimes be enough to 
stop some people from searching for some things altogether. In the case 
of LLMs, and specifically ChatGPT, such biases do not exist. It is not even 
certain whether prompt data can be recovered or whether it has evidentiary 
value. While it is difficult to determine what effect this has on the whole 
population, it certainly does make it easier to try and prepare for a crime 
anonymously. 

Furthermore, it is no longer just about providing information. 
Considered dangers depend especially on models’ like ChatGPT analysis 
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of human behavior and their ability to provide insightful responses. To 
further understand how these ChatGPT capabilities may pose a threat, 
the authors will draw on the criminological routine activity theory. First 
applied to the “structure of direct-contact predatory violations”38, routine 
activity theory establishes that such acts require: an offender, at least one 
target (personal or property) and the absence of any effective guardian. 
The key part of this theory is the situation that brings these three elements 
together can result in a crime, while the lack of any of these is sufficient to 
prevent a crime. 

In this instance, ignorance and misconceptions can serve both as 
a motivation for a criminally inclined offender (as it might have been for 
the unfortunate bank robber covered in lemon juice) and as an effective 
safeguard (the supposed “watchlist” based on searches). Similarly, 
the availability of a tool that might not yet be well researched by forensics 
lowers the effectiveness of safeguards and the ability needed for an offender 
to carry out their criminal inclinations. 

The prompts may not be possible to replicate by specialists, the chat 
may not be accessible. The popular belief that Google searches can lead 
to the inquirer being put on a ‘list’, while not true, is a deterrent that just 
doesn’t exist in regards to ChatGPT. The popularity of stories about different 
ways to exploit it, combined with lack of understanding what a language 
model can do, can make it seem that it can be used for anything, without 
any repercussions. 

LLMs may contribute to increasing the number of offenders and may 
potentially make criminals bolder, decreasing the skill needed to commit 
more serious, complex criminal or terrorist acts.

Conclusions

Large language models are a valuable tool for generating, simplifying, 
summarizing, and translating text, as well as analyzing people’s attitudes 
and emotions. They can provide insightful answers, break down problems 
into smaller parts, and offer support with writing texts, including those on 
complex, intricate topics. Their availability and versatility increase their 

38	 M. Felson, L.E. Cohen, Human ecology and crime: A routine activity approach, “Human 
Ecology” 1980, no. 8, pp. 389–406. https://doi.org/10.1007/BF01561001.
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potential applications in various areas, even those that might be against 
the law.

Concerning preparations for criminal and terrorist activities, 
the authors consider the key feature of LLMs to be their ability to provide 
insight into the issues presented in the prompt, allowing users to broaden 
their perspective (with the clarification that this insight is not understood 
by the authors as a thinking ability). Concerns about security related to 
the use of LLMs, such as prompt engineering or adversarial attacks, and 
their potential applications in crime and terrorism, should prompt further 
research in this area.

A general conclusion from this article is that artificial intelligence is 
developing at a very rapid pace. Unfortunately, the way innovative projects 
are funded in Poland is not adapted to the rapidly changing reality in aspects 
related to the use of artificial intelligence, and even less so to cybersecurity 
technologies. This is primarily due to the relatively long period of launching 
research and development programs and the lack of the ability to adapt 
projects to changing technologies. Breakthroughs in the development 
of artificial intelligence, such as new generations of LLMs, currently occur 
within periods of a few months, and the state of knowledge within a year 
can be turned upside down. This means that programs are already obsolete 
at the time of launch and are designed to create technologies in Poland that 
already exist elsewhere. This approach means that we will never bridge 
the technological gap, not to mention creating breakthrough technologies 
ourselves.

It should be noted that for years there has been a proven model for 
funding research and development that addresses all the shortcomings 
mentioned above. It’s the Advanced Research Projects Agency (ARPA) 
model, which is used in the United States for resilience projects 
(DARPA), intelligence (IARPA), health care (ARPA-H), energy (ARPA-E), or 
infrastructure (ARPA-I). This model has been copied in Japan, Germany, 
and the UK. In a very figurative sense, the key to success in this model is 
to make the agency funding projects as smart as the project performers 
by engaging excellent program managers in project oversight. Managers 
engaged by DARPA are world-class researchers from academic, industrial, 
and government environments. These DARPA experts use their deep 
technical knowledge and professional networks to create new programs. 
They collaborate with research and development communities and 
stakeholders to establish rigorous and ambitious program goals (including 
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detailed technical milestones and other program activities) necessary to 
manage a portfolio of sophisticated research and development projects. 
Considering the accelerating development of modern artificial intelligence 
technologies, including LLMs, it seems reasonable to transition to a new 
paradigm of innovation funding. An intermediate step in such a change 
should be the launch of a pilot research program in Poland in line with 
ARPA’s principles.
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The development of modern construction 
materials, miniaturisation of electronic 
components, and access to sources with 
high energy density per unit of their mass 
have enabled the rapid development 
of unmanned platforms. These platforms 
include unmanned aerial vehicles, 
wheeled and tracked unmanned vehicles, 
as well as boats on and below the surface 
of the water. The features of unmanned 
systems that determine their use in various 
areas of human activity are: no operator 
on board, the ability to place any cargo on 
them, the ability to perform the mission 

1	 R. Miętkiewicz, Systemy autonomiczne w działaniach na morzu (Eng. Autonomous Systems in 
Maritime Operations), Gdynia 2023, Polish Naval Academy of the Heroes of Westerplatte, 
495 p. (the online English version is available at: https://www.academia.edu/104173920/AU-
TONOMOUS_SYSTEMS_IN_MARITIME_OPERATIONS - editor’s note).
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autonomously, automatically or under the manual control of the operator. 
The lower purchase price of such a system compared to an equivalent 
manned platform is also not insignificant. 

The geopolitical situation in the Baltic Sea region and media reports 
about attacks on the Nord Stream infrastructure, which is an energy and 
fuel supply system and therefore a critical infrastructure, force special 
attention to be paid to this region, as it is of great importance for Poland’s 
military and economic security.

In 2023, a comprehensive monograph of 495 pages was published 
by Commander, Rafał Miętkiewicz PhD, entitled Autonomous Systems 
in Maritime Operations. It is a unique publication because it is the first 
elaboration in Polish in which the role of modern maritime unmanned 
systems in maritime operations is described so extensively. So far, there 	
has been a lack of a book on the publishing market referring to both 
the safety of the reservoir and the technology, including unmanned 
platforms, the use of which could increase the level of this safety.

The author of the monograph is an officer of the Polish Navy and 
a line officer with several years of experience on board naval mine warfare 
ships (he was among others the commander of ORP Śniardwy), as well 
as a  scientist and academic lecturer, an assistant professor at the Naval 
Academy in Gdynia, as well as a member of the Polish National Security 
Association and the Polish Nautological Society, an expert of the Ignacy 
Łukasiewicz Institute for Energy Policy in Rzeszów, and in 2023, he was 
an external expert of the Interministerial Task Force on solutions for 
the destruction, immobilisation and taking control of an unmanned 
floating vehicle in the context of the security of critical infrastructure 
facilities located off the Baltic coast or outside the borders of the Republic 
of Poland (established at the Interministerial Team for Terrorist Threats).

His reviewed monograph is divided into five chapters, each of which 
ends with a summary.

The first chapter, entitled Autonomous systems in the marine domain, 
contains extensive characteristics of unmanned platforms. In it, the author 
divided these platforms according to their functional features, illustrating 
it with diagrams and tables, thanks to which it is easier to systematise 
knowledge. As these systems can perform missions at different levels 
of autonomy, different ways of dividing autonomy levels have been 
described, including the levels indicated by Lloyd’s Register, International 
Maritime Organisation, Roadmap FY2011-2036 and Multinational 
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Capability Development Campaign. The following pages contain extremely 
interesting descriptions not only of autonomous surface and underwater 
systems, but also of flying systems, both civilian and military, with 
the author not limiting himself to systems already known and in use. 
Colourful illustrations enriching these characteristics are an added value. 
The chapter identifies technologies that have the potential for widespread 
use in the long term. The author included autonomous biomimetic systems 
and swarms, shoals or flocks of autonomous maritime platforms. Given 
that swarms, shoals or flocks of unmanned platforms are a technology 
whose research and development began relatively recently, analysing 
how they can be used to protect seaports and bases, as well as to attack 
enemy surface and submarine vessels, is of particular interest. According 
to available data, many countries around the world are working intensively 
on building autonomous unmanned systems.

The second chapter, entitled The Baltic Sea as a basin for 
the use of maritime autonomous systems is actually a small encyclopaedia 
of knowledge on the possibilities of using autonomous unmanned systems 
in the area concerned. The reader will find here information on Polish 
maritime areas, their division and size of area, supplemented by a clear 
map. In the next part of the chapter, the author describes the conditions 
affecting the operation of autonomous unmanned platforms in maritime 
conditions. He included: the number and location of Polish seaports 
together with the volume of cargo handled in them, infrastructure projects 
for the transfer of raw materials or the exploitation of natural resources 
through their extraction from the seabed, the construction of offshore wind 
farms together with the infrastructure for the transmission of electricity 
to shore, and the location of conventional ammunition and chemical 
weapons lying on the seabed. An important part is the characterisation 
of the environmental conditions of the Baltic Sea, including, inter alia, 
weather conditions affecting carrying out of unmanned platform missions. 
The chapter further includes an analysis of the impact of environmental 
factors on the operation of unmanned surface, air and underwater 
platforms. 

The next chapter Contemporary security threats in the maritime 
domain is an in-depth analysis of threats occurring now, as well as those 
that may arise in the future. The author described in detail the impact 
of the aggressive policy of the Russian Federation, among others, on 
the security of Poland. He devoted a lot of space to the conflict in Ukraine 
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and how it affects the security architecture of Poland and the region in 
which Poland is geographically located. The analysis of threats in the area 
of maritime security is worth emphasising. The author has extensively 
discussed the various sources of these threats. He also analysed selected 
incidents that occurred in the Baltic Sea region. The chapter is enriched 
with situational maps, tables, photographs and diagrams.

The penultimate chapter The tasks of the Polish Navy in the light 
of challenges and threats to security is devoted to considerations concerning 
the tasks of the Polish Navy in the context of threats to the Polish state 
defined and described in the previous parts of the book. The current 
geopolitical situation of Poland, in a way, forces one to ask questions about 
the state of the Navy and its potential to defend the interests of the Republic. 
The author has attempted to answer these questions.

Until the start of the full-scale war in Ukraine, the navies of various 
countries made limited use of unmanned maritime platforms. Following 
its outbreak, autonomous naval platforms have increasingly been used to 
attack both enemy naval units and elements of their port and transport 
infrastructure. There have also been reports of multiple platforms being 
used simultaneously in a way that makes it possible to speak about a swarm, 
shoal or flock attack. For maritime professionals, this is an opportunity 
to draw lessons for national naval forces. Those responsible for Baltic Sea 
security should also keep a close eye on the developments in Ukraine. Based 
on its war experience, taking into account Poland’s membership of NATO 
and considering Polish interests in the Baltic Sea area and technological 
developments, the concept of using autonomous unmanned maritime 
platforms should be proposed.

The final, fifth chapter, entitled The concept of using maritime 
autonomous systems, is devoted to this topic. According to the author of this 
review, this is the most important chapter. The concept proposed therein 
for the use of maritime autonomous systems in combating terrorist acts in 
the Polish economic zone should become the subject of in-depth analyses 
by the commanders of the Polish Armed Forces and counter-terrorist 
services and formations responsible for the security of the Polish state. 
However, in view of the dynamics of developments related to military 
operations in Ukraine, it should be assumed that the content of this chapter 
is only the beginning of considerations that will need to be made as more 
information on the use of autonomous unmanned systems in maritime 
operations emerges. Such considerations require an in-depth analysis 
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of the content included in the first four chapters of this monograph. 
In this sense, it constitutes a collection of information necessary for 
the management of maritime safety of the Republic of Poland, a kind 
of foundation on which the safety policy can be built.

The knowledge contained in the publication Autonomous Systems 
in Maritime Operations is so extensive that a single reading of this book 
is not sufficient. An in-depth understanding of the issues described 
requires returning to selected passages. A great advantage is the fact that 
the publication includes not only the author’s observations and conclusions, 
but also numerous references to other sources, both Polish and foreign, 
which allows the reader to verify the content and expand the knowledge 
base on the basis of other authors’ works. Another advantage is the way in 
which the content is communicated - the book is written in a professional 
but readable language, while charts, tables, diagrams and photographs 
make it easier for the recipient to systematise the information. It can be 
read both by professionals involved in unmanned systems in maritime 
operations and by people who are just beginning their adventure with 
autonomous unmanned systems.

On the Polish and foreign publishing market, this is the best 
publication on the use of autonomous systems in maritime operations, 
with a particular focus on the Baltic Sea. Of course, one can read about 
the issues raised in the works of other authors, but in no publication have 
they been put together. When translated into English, Rafał Miętkiewicz’s 
book can be successfully used to promote the Polish raison d’état within 
NATO working groups in the area of using autonomous systems to ensure 
the security of the Baltic Sea and the critical infrastructure located there.
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Sources and context of contemporary  
asymmetric threats and terrorism

In the 1930s. the Soviet Union, through the concepts of Georgii Isserson and 
Vladimir Triandafillov, set world standards in military thought. Isserson 
was the first to develop an innovative military doctrine based on the use 
of deep operations, i.e. striking at the full depth of the enemy’s troops, 
across the entire front line1. In the post-Stalin era, colonel Yevgeny Messner 
developed the concept of warfare by non-military means (so-called ‘rebel 
wars’)2, describing the role of terror in the conduct of military operations, 
the use of civilians and specific social groups in the fighting, the creation 

1	 Г.С. Иссерсон, Эволюция оперативного искусства, Москва 1937 (G.S. Isserson, Evolyutsiya 
operativnogo iskusstva, Moskva 1937).

2	 Е.Э. Месснер, Хочешь Мира, Победи Мятежевойну!, Творческое наследие Е.Э. Месснера, 
Москва 2005, (Ye.E. Messner, Khochesh’ Mira, Pobedi Myatezhevoynu!, Tvorcheskoye naslediye 
Ye.E. Messnera, Moskva 2005), p. 110.
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of paramilitary units in a situation where the differences between a state 
of war and a state of peace were reduced. These approaches are continuing 
by General Valery Gerasimov, Chief of General Staff of the Armed 
Forces of the Russian Federation. In 2013, in a paper widely reported 
in the media3, he outlined the assumptions of hybrid warfare, which 
were based on the synchronised use of military and non-military means 
by which it will be possible to achieve strategic and political objectives. 
Gerasimov discussed actions such as the introduction of a contingent 
of international peacekeepers under the pretext of defending human 
rights, political isolation, economic sanctions, blockades of land, sea and 
air communication routes, and threats to use force. 

Since 2014, since the invasion of the so-called green men and 
the annexation of Crimea, all this can be observed in practice - war has been 
going on basically all the time and is not a continuation of politics, as Carl 
von Clausevitz wrote about, but an element of it4. The Russian aggression, 
which took full-scale form in February 2022, emphatically demonstrates 	
that the evolution of asymmetric threats has greatly accelerated and is 
affecting not only the strictly military area, but also the entire security 
environment. Thus, the concept of asymmetric threats, succinctly 
described in the NATO Glossary of Terms and Definitions as those that result 
from the ability to use various means and methods to circumvent or 
neutralise an adversary’s strengths and exploit its weaknesses to achieve 
disproportionate objectives5, should now be understood much more 
broadly - in civilisational, social, cultural and technological terms. Moreover, 
terrorism, the essence of which has always been to deliberately and 
consciously attack innocent bystanders or social groups with the intention 
of intimidating state authorities or society, has taken on a much fuzzier form. 
Collin Powell has rightly observed that while the civilised world has sought 
for hundreds of years to reduce the destructiveness of wars - through, for 
example, the civilian-soldier distinction - modern terrorism is increasingly 
blurring that distinction6. The totality of these threats is today becoming 

3	 B. Герасимов, Ценность науки в предвидении, „Военно-промышленный курьер” 2013, 
(B. Gerasimov, Tsennost’ nauki v predvidenii, „Voyenno-promyshlennyy kur’yer” 2013), 
no. 8, pp. 2−3.

4	 C. von Clausewitz, On war, Princeton University Press 1976.
5	 AAP-6 the NATO Glossary of Terms and Definitions, 2021.
6	 From: J.M. Fish, S.J. McCraw, Ch.J. Reddish, Fighting in the gray zone: A strategy to close 

the preemption gap, Strategic Studies Institute 2004, p. 6.
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a challenge for those responsible for protecting critical infrastructure 
(hereafter: CI) and ensuring its resilience. This article describes legislative 
trends in this area, with a particular focus on the standardisation and 
certification aspects of organisational and technical solutions arising from 
the CER Directive.

Emerging risks in the context of asymmetric threats  
and contemporary terrorism - challenges  
in the legal and normative area

The COVID-19 pandemic has significantly accelerated the work 
started in 2018 on the new technical specification ISO/TS 31050:2023 
Risk management  - Guidelines for managing an emerging risk to enhance 
resilience, describing approaches to assessing and managing emerging 
risks that are difficult to predict and understand due to a lack of sufficient 
data and verified information. Their occurrence, from the perspective 
of an organisation, e.g. a critical entity7, can result from unexpected changes 
in the organisational domain, from technological or social developments, 
globalisation processes, political turmoil and, more broadly, from the rise 
of asymmetric threats and terrorism. These risks are characterised by 
a high degree of uncertainty and can lead to serious consequences in 
terms of resilience, security and continuity (in operational and business 
dimensions) of the organisation. Managing them requires continuous 
monitoring and information gathering as well as flexibility in decision-
making. 

The current concept of risk assessment in CI is based on the assum-
ptions of the ‘core’ standard PN-ISO 31000:2018-08 Risk management - 
guidelines and is set in a complex legal and normative environment, in which 
an ‘object-oriented’ approach to the emergence of CI entities continues 
to function. According to the National Critical Infrastructure Protection 
Programme (NCIPP)8, this emergence takes place in three stages. The first 
establishes to which system (according to the NCIPP - e.g. communications, 

7	 Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 
2022 on the resilience of critical entities and repealing Council Directive 2008/114/EC 
(Official Journal of the UE L 333/164 of 27 XII 2022).

8	 The National Critical Infrastructure Protection Programme 2023, https://www.gov.pl/web/
rcb/narodowy-program-ochrony-infrastruktury-krytycznej [accessed: 29 XI 2023].
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health care, ICT networks) the potential CI facility (also: facility, installation 
or service) belongs and compares its characteristics with the criteria 
of the respective system (these criteria are classified), the second verifies 
whether the facility plays the role referred to in the statutory definition9, 
and then analyses whether the possible consequences of the destruction 
or discontinuation of the potential CI will meet at least two cross-cutting 
criteria relating to the social impact of the destruction or discontinuation 
of the facility, equipment, installation or service. These criteria include:

	– casualties,
	– financial implications,
	– need to evacuate,
	– loss of service,
	– recovery time,
	– international effect,
	– uniqueness (in the sense of the impossibility of replacing and 
reconstructing the damaged facility, equipment or installation).

Although the ‘object-oriented’ approach is paralleled by a ‘service-
oriented’ system of selecting operators of essential services within 
the meaning of the Act on the National Cyber Security System10, the scope 
of this regulation is limited, as it applies only to the services included 
in this Act and only to those relating to information systems. A decision 
recognising an entity as essential service operator is issued if:

	– entity provides essential service,
	– the provision of this service depends on information systems,
	– incident would have a significant effect resulting in disruption to 
the provision of essential service by that operator.

This duality, due to the requirements of the Critical Entities Resilience 
Directive (CER Directive), will soon disappear. In October 2024, national 
legislation implementing this directive, introducing a ‘service’ model for 
the designation of CI entities, is expected to be enacted. The CER Directive 
introduces a mechanism for state interventionism. In accordance with its 
provisions, EU Member States become co-responsible for maintaining 
the availability of essential service and will have the possibility to directly 
subsidise business entities providing such services. Member states will 

9	 The Act of 26 April 2007 on Crisis Management (Journal of Laws 2023, item 122).
10	 The Act of 5 July 2018 on the National Cybersecurity System (Journal of Laws 2023, item 

913, as amended).
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designate essential services, identify operators and enforce the level 
of service availability. This is a definite change of approach not only in 
the citizen-state relationship, but also in the business-state relationship. 
There are therefore major challenges ahead for CI. The critical entity will be 
required to carry out its own risk assessment, based on PN-ISO 31000:2018-
08 Risk management - guidelines, but taking into account the broadest possible 
spectrum of risk factors, including those that are considered emerging risks.

Risk assessment in critical infrastructure - new approaches

CI operators use different safety management methodologies, depending 
on their awareness, level of knowledge and understanding of the area they 
are dealing with. Each recognised methodology is based on a template, 
which is the standard PN-ISO 31000:2018-08 Risk management - guidelines. 
This standard involves the implementation of the risk management process 
in three steps:

1)	 establishing the context,
2)	 risk assessment (threat identification, risk analysis and estima-

tion),
3)	 a decision to deal with the risk.
Most of the security management methodologies used in Poland and in 

countries that are recognised as leaders in this area (e.g. Germany, Sweden, 
Canada, USA, Ireland, the Netherlands or Australia) are based on this 
standard. The authors of the publication Managing Critical Infrastructure 
Security and the Continuity of Essential State Services11 extensively analyse 
the approaches to risk assessment and management used in these 
countries and present the Situational Management of Safety Critical 
Infrastructure (SMSCI) methodology together with the Integral Model for 
the Security of Critical Infrastructure (IMSCI), which in turn is the tool base 	
of the SMSCI methodology. The stages of this management are:

	– establishment of a team,
	– definition of safety thresholds,
	– mapping of CI characteristics,
	– generation of adverse event scenarios,

11	 M. Kisilowski et al., Zarządzanie bezpieczeństwem infrastruktury krytycznej i ciągłością usług 
kluczowych państwa (Eng. Managing Critical Infrastructure Security and the Continuity 
of Essential State Service), Warszawa 2021.
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	– formulation of the decision problem,
	– risk estimation,
	– implementation of safeguards.
In an era of increasing asymmetric threats, including those related 

to terrorist activities, a valuable supplement (and, above all, help and 
support) when carrying out risk assessment – within the framework of e.g. 
the SMSCI methodology – by critical entities are standards or technical 
specifications, such as:

	– PN-EN IEC 31010:2020-01 Risk management – Risk assessment 
techniques,
	– ISO/TS 31050:2023 Risk management – Guidelines for managing an 
emerging risk to enhance resilience,
	– ISO/IEC 27005:2018 Information technology – Security techniques – 
Information security risk management.

The critical entity’s ability to anticipate, prepare for and respond to 
different circumstances should be the most important requirement for 
effective risk management. The critical entity should12, among other things:

	– optimise communication inside and outside the organisation, 
	– establish an effective way of gathering up-to-date information on 
emerging risks,
	– counteract disinformation,
	– develop a way for those responsible for risk management to 
influence management, 
	– build trust within the organisation and with collaborators, including 
government,
	– encourage and empower relevant people in the organisation 
to report what they consider to be significant signals related to 
the potential occurrence of new risks.

The risk identification process requires the critical entity to be 
aware of the dynamic changes taking place in the environment in which 
it operates. Despite the implementation of a risk identification structure 
(based on the above-mentioned standards or other documents, e.g. relating 
to terrorist threats13), it should also use non-standardised, unstructured 

12	 ISO/TS 31050:2023 Risk management – Guidelines for managing an emerging risk to enhance 
resilience.

13	 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 
on the combating terrorism and replacing Council Framework Decision 2002/475/JHA and 
amending Council Decision 2005/671/JHA (Official Journal of the UE L 88/6 of 31 III 2017).
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identification methods, as this will provide a more complementary 
approach to the problem and increase the effectiveness of identification. 
According to the ISO/TS 31050:2023 Risk management – Guidelines for 
managing an emerging risk to enhance resilience, the organisation should, 
among other things:

	– regularly, comprehensively and from multiple perspectives analyse 
the environment in which it operates, or use appropriate methods 
or techniques to identify emerging changes that may give rise to 
emerging risks,
	– analyse trends and circumstances that may lead to emerging risks,
	– analyse sources of risk and possible scenarios of events,
	– update descriptions of possible risks on a continuous basis.
Examples of changing circumstances that can be sources of emerging 

risks:
	– natural hazards, e.g. climate, weather,
	– risks from new bacteria, viruses, fungi and parasites, or from these 
micro-organisms becoming resistant to available drugs,
	– challenges related to the uncontrolled development of the internet 
of things (IoT),
	– challenges related to the development of artificial intelligence.
The latter are an increasingly topical problem and, in the opinion 

of the author of this article, will soon become a major generator of emerging 
risks. For the first time in human history, devices and systems are being 
designed whose operation is not fully understood. It is not clear, for 
example, how Chat GPT works. The developers of this tool understand 
machine learning algorithms, but how neural networks work (and they 
have a very fast pace of development) has not been understood exactly. It is 
also unclear to what extent artificial intelligence will become autonomous, 
and the delegation of decision-making capabilities to machines, 
the lack of transparency and understanding of the functioning of artificial 
intelligence as well as the lack of human oversight may result in previously 
unknown risks. 

Emerging risks may also involve terrorist threats in a broad sense  - 
not just those implied by the definitions in the NATO Glossary of Terms 
and Definitions and the European Parliament’s 2017 Counter-Terrorism 
Directive cited earlier. It must be assumed that the new reality modelled by 
emerging risks will have an impact on the way terrorist crimes are prepared 
and executed.
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In general, the results of a systematic risk assessment by critical 
entities should include:

	– a list of suppliers (resources, services) critical to the critical entity,
	– a list of processes whose disruption may cause a critical incident,
	– a list of CI necessary to maintain the essential service.
The risk assessment will be the starting point for developing and 

implementing adequate organisational and technical solutions.

Standardisation and certification of adequate organisational  
and technical solutions under the CER Directive

Outline of the CI protection regime in the light of the NCIPP 2023  
and the CER Directive

Within the framework of the NCIPP, there is a so-called six-pack describing 
the CI security system. The measures taken to ensure the security of CI 
include:

1)	 ensuring physical security - a set of organisational and technical 
actions aimed at minimising the risk of disrupting CI operations 
as a result of actions of persons who have attempted to enter or 
have entered CI in an unauthorised manner;

2)	 ensuring technical security - a set of organisational and technical 
measures aimed at minimising the risk of disrupting the functio-
ning of CI as a consequence of disrupting the technological pro-
cesses in progress;

3)	 ensuring personal security - a set of organisational and technical 
activities aiming at minimising the risk of disrupting CI opera-
tions as a result of actions of persons who have authorised access 
to critical infrastructure;

4)	 ensuring ICT security - a set of organisational and technical me-
asures aimed at minimising the risk of disrupting CI operations as 
a result of unauthorised interference with control apparatus and 
ICT systems and networks;

5)	 legal assurance - a set of organisational and technical measures 
aimed at minimising the risk of disrupting CI operations as a re-
sult of legal actions of external entities;
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6)	 business continuity and restoration plans, understood as a set of 
organisational and technical actions leading to the maintenance 
and restoration of the functions performed by CI14.

This system corresponds to Article 13 of the CER Directive Resilience 
measures of critical entities. The first paragraph of this article reads:

1.	 Member States shall ensure that critical entities take appropriate 
and proportionate technical, security and organisational measures 
to ensure their resilience, based on the relevant information 
provided by Member States on the Member State risk assessment 
and on the outcomes of the critical entity risk assessment, 
including measures necessary to:
a)	 prevent incidents from occurring, duly considering disaster 

risk reduction and climate adaptation measures;
b)	 ensure adequate physical protection of their premises and 

critical infrastructure, duly considering, for example, fenc-
ing, barriers, perimeter monitoring tools and routines, detec-
tion equipment and access control;

c)	 respond to, resist and mitigate the consequences of incidents, 
duly considering the implementation of risk and crisis man-
agement procedures and protocols and alert routines;

d)	 recover from incidents, duly considering business continuity 
measures and the identification of alternative supply chains, 
in order to resume the provision of the essential service;

e)	 ensure adequate employee security management, duly con-
sidering measures such as setting out categories of personnel 
who exercise critical functions, establishing access rights to 
premises, critical infrastructure and sensitive information, 
setting up procedures for background checks in accordance 
with Article 14 and designating the categories of persons who 
are required to undergo such background checks, and laying 
down appropriate training requirements and qualifications;

f)	 raise awareness about the measures referred to in points a) to 
e) among relevant personnel, duly considering training cours-
es, information materials and exercises.

For the purposes of the first subparagraph, point e), Member 
States shall ensure that critical entities take into account the personnel 
of external service providers when setting out categories of personnel 
who exercise critical functions.

14	 The National Critical Infrastructure Protection Programme 2023…
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The CER Directive, which is the standard in European legislation, 
allows Member States to regulate on a case-by-case basis the provisions 
of national law implementing its provisions in such a way that the level 
of resilience of critical entities is as high as possible and compatible with 
national specificities, but taking into account the use of standards, as 
referred to in Article 16 of the Directive.

A standard is a normative document adopted by a recognised 
standardisation body. In Poland this is the Polish Committee for 
Standardisation. A standard establishes principles, guidelines or 
characteristics for different activities and their results, is approved by 
consensus, is intended for widespread and repeated use, is accepted by all 
interested parties as a benefit to all, and introduces a code of good practice 
and principles of rational conduct at the current level of technology15.

The use of standards in the standardisation and subsequent 
certification of organisational and technical solutions is the right step in 
building the resilience of CI to all types of threats. It facilitates the selection 
of solutions, their maintenance and validation, and allows for effective 
oversight and enforcement, as the national authority overseeing CI - in 
accordance with Article 21 of the CER Directive - will inspect and make 
decisions based on data collected by external competent auditing and 
certification entities.

The range of organisational and technical solutions that should be 
applied to a critical entity following a risk assessment is very broad. In order 
to present synthetically the issue of standardisation and certification, 
the author of the article referred to technical measures to ensure physical 
security, which are a good point of reference for this topic, as well as to 
ensure business continuity of essential services.

Standardisation and auditing - the context of standardisation
According to the concept presented by the author of this article on 
5 October 2023 at the National Forum for Critical Infrastructure Protection16, 
organisational and technical solutions implemented by critical entities 
should be created in accordance with standards, which makes it possible - 

15	 Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 
2012 on European standardisation (Official Journal of the UE L 316/12 of 14 XI 2012).

16	 A. Tatarowski, Standardisation and Certification of CER Directive Solutions, 10th National 
Forum for Critical Infrastructure Protection, Warszawa 2023, https://www.gov.pl/web/rcb/x-
krajowe-forum-ochrony-infrastruktury-krytycznej-za-nami.
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due to the availability of legal and business solutions - to conduct audits 
and certifications effectively. An audit is (...) a systematic, independent and 
documented process for obtaining objective evidence and evaluating it objectively 
to determine the extent to which audit criteria are met17. An audit assesses 
compliance now and in the past, may have a legal and normative purpose 
and should meet business needs. It is based on seven principles:

1)	 reliability as a basis for professionalism,
2)	 honesty in the presentation of results,
3)	 professional due diligence,
4)	 confidentiality,
5)	 independence,
6)	 an evidence-based approach,
7)	 a risk-based approach.
There are three types of audits (Table 1).

Table 1. Types of audit according to the standard PN-EN ISO 19011:2018.

1ST party audit 2ND party audit 3RD party audit

Internal audit External provide audit Certification and/	
or accreditation audit

Other external interested 
party audit

Statutory, regulatory 	
and similar audit

Source: PN-EN ISO 19011:2018 Guidelines for auditing management systems.

From the perspective of critical entities, the most relevant is the third-
party audit, which is carried out by independent auditing organisations, 
such as certification bodies or government institutions. The government 
institution overseeing critical entities in Poland (in the legal conditions that 
will follow the implementation of the CER Directive) will collect data and 
make decisions on the basis of (...) evidence of the effective implementation 
of these measures [i.e. Article 13 measures, discussed as organisational and 
technical solutions], including the results of an audit conducted at the entity’s 
expense by an independent and qualified auditor selected by the entity. Evidence 
in a third-party audit is to be understood as certificates, i.e. documents 
issued by a conformity assessment body (certification body), confirming 

17	 PN-EN ISO 19011:2018 Guidelines for auditing management systems.
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that  a  product/installation/system/process/service  complies with 
the requirements. In the case of the implementation of the CER Directive, 
compliant with the requirements contained in the relevant standards. 

As an aside, it is worth clarifying one of the aspects that the author 	
of this article encounters in his professional activity as the head 
of a certification body. Conformity assessment always refers to a document, 
in this case a standard. Referring to standards in legal regulations, even 
though they are documents for so-called voluntary application, is possible, 
which is confirmed by the position of the President of the Polish Committee 
for Standardisation18 and by court judgements19. Thus, if a standard is 
referred to in the provisions of a law, then referring to it (e.g. in the case 
of an audit or certification) is possible and justified. Such practice is present 
in Polish legislation, e.g. in the Act on the National Cybersecurity System. 
However, the citation of standards in the legislation does not facilitate 
insight into them. Access to these standards is chargeable.

Conformity assessment. Competence of certification bodies and auditors  
to carry out certification. Certificate versus declaration of conformity

A third party audit may be conducted by a conformity assessment 
body (certification body) accredited under the provisions of the Act on 
Conformity Assessment and Market Surveillance Systems20 - and such 
a solution already exists with regard to security auditing of an information 
system used to provide essential service21 - or by a certification body 
authorised to certify on behalf and for the benefit of the Polish Committee 
for Standardisation within the meaning of the provisions of the Act 
on Standardisation22. Certification should be understood as the action 
of a conformity assessment body (certification body) demonstrating 
that  a  product/installation/system/process/service  complies with 

18	 Voluntary application of standards, the Polish Committee for Standardisation, https://
wiedza.pkn.pl/web/wiedza-normalizacyjna/stanowisko-pkn-w-sprawie-dobrowolnosci-pn 
[accessed: 29 XI 2023].

19	 Judgement of the Supreme Court of 10 April 2019, II OSK 1486/17; Judgement of the Voivode 
ship Administrative Court in Kielce of 19 May 2009, II SA/Ke 183/09.

20	 The Act of  13  April 2016 on Conformity Assessment Systems and Market Surveillance 
(Journal of Laws of 2022, item 1854).

21	 The Act on the National Cybersecurity System (“ANCS”) – (Journal of Laws 2023, item 913, 
as amended).

22	 The Standarisation Act of 12 September 2002 (Journal of Laws of 2015, item 1483).
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the requirements. The empowerment of certification bodies is very strong. 
They function as components of an overall European system encompassing 
conformity assessment and market surveillance23 and their use in auditing 
and certifying organisational and technical solutions implemented by 
critical entities will become essential.

It is worth noting that the term ‘certificate’ is often used in 
an unauthorised way (from the perspective of the conformity assessment 
system). According to a dictionary definition, a certificate is ‘an official 
document stating, for example, the conformity of a product with standards, 
the authenticity of a work of art or the completion of a course’24. The Council 
for the Polish Language at the Presidium of the Polish Academy of Sciences 
has also taken a position on the concept of a certificate25. In the context 
of the conformity assessment system - the conformity that will be 
decisive in the case of CI - a certificate is therefore, as already mentioned, 
a document issued by a conformity assessment body (certification body), 
confirming that a product/installation/system/process/service complies 
with the requirements.

This is an authorial definition, as this concept in relation to conformity 
assessment with non-harmonised standards has never been defined. There 
is no such definition in the provisions on standardisation - both in the Act 
in question and in the Regulation of the Council of Ministers on the method 
of granting and using the mark of conformity with the Polish Standard26, 
which even indicates the template of the certificate. Moreover, there is no 
definition of a certificate (in the terms indicated by the author of the article) 
in the Act on Conformity Assessment and Market Surveillance Systems. 
It only defines a certificate as an attestation of conformity issued by 
a notified body, i.e. one that has been notified to the European Commission 
and is on the list of bodies notified for specific directives and therefore 

23	 Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July 
2008 setting out the requirements for accreditation and market surveillance relating to 
the marketing of products and repealing Regulation (EEC) No 339/93 (Official Journal 
of the UE L 218/30 of 13 VIII 2008 ).

24	 Polish Language Dictionary PWN, https://sjp.pwn.pl/sjp/certyfikat;2553201.html [accessed: 
29 XI 2023 ].

25	 Position of The Council on the use of the word certificate, https://rjp.pan.pl/dokumenty-rad
y?view=article&id=98:stanowisko-rady-wobec-uycia-sowa-certyfikat&catid=45  [accessed: 
29 XI 2023].

26	 Regulation of the Council of Ministers on the method of granting and using the mark 
of conformity with the Polish Standard (Journal of Laws of 2010, no. 198, item 1316).
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carrying out a mandatory conformity assessment. Given the needs arising 
from the CER Directive, a clarification of the concept of certificate in 
national legislation is expected.

The declaration of conformity is defined in the Act on Conformity 
Assessment and Market Surveillance Systems. This declaration is to be 
understood as a statement by the manufacturer, installer or their authorised 
representative or private importer (under their sole responsibility) that 
the product complies with the requirements.

What attitude to the importance of such a declaration could be 
observed in practice? A good, model example of an industry in which, for 
years, there has been a small but powerful lobby promoting the idea that 
a declaration of conformity is sufficient and guarantees compliance with 
requirements and quality is the industry of technical physical security 
measures. Nowadays, such voices have almost disappeared - due to 
a completely different awareness of market participants and government 
representatives, which has been altered by negative experiences. Below 
are some examples illustrating how the market has operated - and in some 
areas still operates. On 7 September 2010, the ordinance was published by 
the Minister of Internal Affairs and Administration on the requirements 
to be met for the protection of monetary values stored and transported by 
entrepreneurs and other organisational units27. In § 12 of this regulation, 
there is a point stating that for the storage or transport of monetary 
values, equipment shall be used (...) with a certificate of conformity issued 
by an authorised certification body or a declaration of conformity issued by 
the manufacturer or importer, attesting compliance with the essential or specific 
requirements within the meaning of the provisions on the conformity assessment 
system, where such requirements have been established for the product. These 
provisions are still valid. Intuitively, it is known that if an equipment 
supplier has the opportunity to market a device that has a declaration 
of conformity that he himself issues, which most often has no factual basis, 
he will not carry out tests in an accredited laboratory and seek certification. 
The investor has no scope for action in this case. A more recent example 
is the 2012 Waste Act28. The waste holder is obliged to maintain a visual 
control system for the storage or disposal site. The implementing act of this 

27	 Ordinance of the Minister of the Interior and Administration of 7 September 2010 on 
the requirements to be met for the protection of monetary values stored and transported 
by entrepreneurs and other organisational units (Journal of Laws of 2016, item 793).

28	 The Waste Act of 14 December 2012 (Journal of Laws of 2023, item 1587, as amended).
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law29 specifies that: The parameters of the technical equipment of the control 
system shall meet at least the requirements of the PN-EN 62676-4: 2015-06 Video 
surveillance systems for use in security applications - Part 4: Guidelines for use 
or a standard to replace the standard in question. Unfortunately, most waste 
holders (perhaps even none) do not have such a system in place. Why is 
this the case? Leaving aside the less than ideal wording of this provision, it 
lacks any indication of how to confirm compliance that an installed CCTV 
system meets the requirements. The designer therefore bears no risk if 
he designs such a system without even knowing the referenced standard 
(the phenomenon of low levels of competence is common in the industry, 
but there are legal and normative solutions that are already beginning 
to work, as will be described later in this article), nor does the installer 
who installs such a system and issues a declaration of its compliance with 
the standard. Such systems, if they work at all, often fail to meet the needs 
of the investor and the requirements of the standards, and are, of course, 
unreliable. This is how a large area of the market operates. 

In the case of CI, which - according to the CER Directive - must 
develop resistance to asymmetric threats, terrorist acts and other 
threats, such an approach is unacceptable. The technical security 
system (intrusion detection system, video surveillance system, access 
control system) should be certified after installation. Services provided 
by external entities (i.e. design, installation, maintenance) to CI should 
meet the highest quality standards. These entities should be certified to 
the standard PN-EN 16763:2017 Services for fire safety and security systems, 
which fulfils the requirements of Article 13(1)(e) of the CER Directive. 
This directive addresses the need to sort out the requirements for service 
providers (including in the area of fire protection), as the author of this 
article has repeatedly stated at various industry events and conferences30. 

29	 Ordinance of the Minister of the Environment on a visual inspection system for the place 
of waste storage or disposal (Journal of Laws of 2019, item 1755).

30	 A. Tatarowski, Nowe sposoby walidacji jakości usług projektantów, instalatorów 
i  konserwatorów systemów ochrony przeciwpożarowej i systemów zabezpieczeń technicznych 
w procesie budowlanym, IV Międzynarodowa Konferencja N-T “Problemy Inżynierii 
Bezpieczeństwa Obiektów Antropogenicznych” (Eng. New ways to validate the quality 
of services of designers, installers and maintainers of fire protection and technical 
security systems in the construction process, 4th International Conference “Problems 
of Safety Engineering of Anthropogenic Facilities”), Warszawa 2021, https://psribs.pl/
conferences/iv-miedzynarodowa-konferencja-n-t-problemy-inzynierii-bezpieczenstwa-
obiektow-antropogenicznych-wiosna-2021/ [accessed: 29 XI 2023]; A. Tatarowski, Nowe 
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The aforementioned standard has already been cited as relevant for 
assessing the competence and qualification of operators in this industry 
in Annex 1 Standards for ensuring the efficient functioning of critical 
infrastructure - good practices and recommendations to the NCIPP 2023.

Implementation, maintenance and certification of essential service business 
continuity management system

A critical entity that has carried out a risk assessment and is implementing 
(or has implemented) adequate organisational and technical measures 
should implement essential service continuity management system in 
accordance with the standard PN-EN ISO 22301:2019 Security and resilience. 
Business continuity management systems. Requirements. A business continuity 
management system based on the aforementioned standard consists 
of the following elements:

a)	 a policy,
b)	 competent people with defined responsibilities,
c)	 management processes relating to:

1)	 policy,
2)	 planning,
3)	 implementation and operation,
4)	 performance assessment,
5)	 management review,
6)	 continual improvement,

d)	 documented information supporting operational control and en-
abling performance evaluation.

Essential services are usually not provided by a single operator - it 
is most often a collection of several services that operate independently 
of each other and are provided by different operators. A good example 
of essential service - as the authors of the publication Managing Critical 
Infrastructure Security and Continuity of State Essential Services point out - is 
withdrawing money from an ATM. In order to be able to withdraw cash, 
the component services must be available in the form of:

sposoby walidacji jakości usług projektantów, instalatorów i konserwatorów systemów ochrony 
przeciwpożarowej, XXIX Ogólnopolskie Warsztaty – Sygnalizacja i Automatyka Pożarowa 
SAP ’2023, Żnin 2023 (Eng. New ways to validate the service quality of designers, installers 
and maintainers of fire protection systems, 29th All-Poland Workshop - Fire Signalling and 
Automation SAP ‘2023, Żnin 2023), https://www.polon-alfa.pl/pl/aktualnosci/polon-alfa-w-
cukrowni-%C5%BCnin [accessed: 29 XI 2023]. 
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1)	 availability of power supply to the ATM,
2)	 availability of the Internet network providing connectivity to 

the billing system,
3)	 availability of the billing system of the bank from which the mo-

ney is withdrawn,
4)	 the provision of cash at the ATM, which is currently mainly 	

the responsibility of ATM network operators.
Thus (...) the possibility of withdrawing money from an ATM is in fact a set 

of relations that exist between the said component services and can only occur as 
a result of the simultaneous availability of all component services. Consequently, 
the unavailability of one of the component services of essential service is sufficient 
for it also to be unavailable31.

Given the complexity of essential services, the use of IM-SCI 
supplemented by standards may be helpful. Several ways to ensure 
uninterrupted access to the service have been described in the literature. 
These include:

	– structural redundancy, which involves the duplication of elements 
deemed critical,
	– functional redundancy, which consists in adapting selected ele-
ments of the system to perform additional functions,
	– parametric redundancy, which consists in standardising the system 
to a degree that exceeds ensuring its usefulness32.

It is worth noting the way called functional redundancy. Using IM-SCI:

(...) a governmental institution, e.g. the Government Centre for 
Security, can, using the list of essential services, identify the entities 
that provide the constituent services for the essential services. 
The constituent services can then be treated as functionalities of the CI 
facilities under consideration. In the event of an incident limiting 

31	 M. Kisilowski et al., Zarządzanie bezpieczeństwem infrastruktury krytycznej…, p. 106.
32	 K. Szwarc, Modelowanie ciągłości działania systemów zarządzania kryzysowego i ocena 

przydatności rozwiązań na szczeblu lokalnym, rozprawa doktorska (Eng. Modelling bu-
siness continuity of crisis management systems and assessing the usability of  solu-
tions at local level, PhD thesis), Warszawa 2019, https://repo.bg.wat.edu.pl/info/phd/
WATefc9a9340f3e47cb8141566cdf6e0e53/Record+details+%25E2%2580%2593+Mo-
deling+of+the+continuity+of+crisis+management+systems+and+the+assessmen-
t+of+suitability+at+the+local+level+%25E2%2580%2593+Military+Technical+Acade-
my+them.+Jaroslaw+Dabrowski+title?aq=%40status%3Apracownik%2Cauthorprofi-
le%2F%40possitionPL%21%3Aadiunkt%2Cauthorprofile%2F%40possitionPL%21%3A-
profesor%2C%40active%3D%27true%27%2C.%3AWUT84b1c97cce2d442fab1acd-
c256a5d487&r=author&ps=20&lang=en&pn=1&cid=157628.
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or eliminating the availability of CI functionality, it is possible to 
identify CI facilities with similar functionality and, as part of the BCP 
(i.e. Business Continuity Plan), complement the missing component 
essential service with functionality provided by another CI facility33.

The issue of developing, implementing and certifying a business 
continuity management system is vast and unique to each critical entity. 
The quoted excerpts taken from the literature are intended - by the author 
of this article - to encourage readers to expand their knowledge in this area, 
as this issue is the most relevant part in the overall view of the CI security 
management system.

In summary, from the perspective of the critical entity, an important 
activity will be the continuous improvement of the business continuity 
system through the use of effectiveness measurement, including simulation, 
monitoring, systematic review, incident assessment and effective removal 
in accordance with the security policy. One of the measurement tools 
will be to conduct systematic and independent audits, including those 
culminating in certification, but to the extent necessary to maintain 
the provision of the essential service.

Summary

The year 2024 will be a breakthrough year for CI. The pressing deadlines, 
obliging member states to enact national legislation implementing 
the CER Directive, require the preparation of an appropriate environment 
for effective legislative work. The Government Centre for Security, which 
for many years has been creating conditions conducive to improving 
the security of CI and has built an approach to security management in 
the sector that is unique in the EU, based on the aforementioned so-called 
‘six-pack’, is now facing a major challenge in developing the implementation 
of the CER Directive in Poland. This article presents the legislative trends 
related to this implementation in terms of standardisation and certification 
of organisational and technical solutions. Standardisation and certification 
of these solutions based on standards will allow for the replacement 
of direct control by government, enable faster, more effective and optimal 

33	 M. Kisilowski et al., Zarządzanie bezpieczeństwem…, p. 108. 
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adaptation of the resilience of critical entities to asymmetric, terrorist and 
those arising from or involving emerging risks. 

In 2024, hybrid activities originating in the East, but also in other 
regions of the world, are expected to intensify. This makes the need for 
legislative regularisation not only in relation to CI, but also in the broader 
legal area, including: the Act of 22 August 1997 on the Protection of Persons 
and Property, the Act of 26 April 2007 on Crisis Management, the Act of 10 June 
2016 on Anti-Terrorist Activities and the Act of 11 March 2022 on the Defence 
of the Homeland.
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Open access public space, encompassing various areas and facilities, 
remains, especially in the case of large urban areas, a relatively free 
operating area for criminals, including those planning terrorist attacks. 
Their activity is encouraged by a number of factors, including the high 
accessibility of this type of space, the multiplicity and diversity of people 
in it, the variability of circumstances and the randomness of events and 
situations that may occur.

Work to develop an appropriate surveillance system for areas and 
facilities in public spaces has been ongoing for many years. It is assumed 
that such a system should not be easily noticeable and should not cause 
inconvenience to people in the area. Despite many efforts, it has not been 
possible to create a perfect instrument that, on the one hand, can effectively 
prevent the actions of criminals and, on the other hand, is indifferent to 
other participants. Past incidents such as attacks on shopping centres 
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(e.g.  Munich, 2016), airports (e.g. Brussels, 2016), the public transport 
system (e.g. Madrid, 2004; London, 2005; Brussels, 2016), city squares 
and streets (e.g. Paris, 2015; Berlin, 2016; Nice, 2016; Stockholm, 2017) 
and performance halls (e.g. Paris, 2015; Manchester, 2017), highlighted 
the vulnerability of soft targets to attacks, and made entities responsible for 
security aware of the efforts that need to be made to protect such facilities1.

One of the activities aimed at the rapid identification and 
implementation of appropriate countermeasures to prevent an attack 	
from taking place or to stop it from spreading is the European Commission’s 
APPRAISE2 project. Its basic idea is to ensure security in public spaces 
without necessarily restricting the freedom of citizens by reducing or 
completely eliminating the threat of attacks.

Through the APPRAISE project, entirely new solutions are to be 
implemented to more effectively anticipate and identify criminal and 
terrorist acts and to strengthen operational cooperation between security 
entities - before, during and after an attack3. Based on the achievements 
of modern technologies, which allow the increasing use of tools such as 
artificial intelligence, advanced visualisation or the speed of information 
transmission, it is possible to significantly increase the level of security, 
also in public areas. The rapid detection of threats and the real-time 
transmission of information about abnormal or dangerous situations is 
of the utmost importance for uniformed or intervention services, as time 
is the main determinant of properly dealing with threats. The APPRAISE 
project, which is coming to an end as part of the development of a common 
anti-threat system for European Union countries, including related 

1	 N. Czyżewska, J. Przyjemczak, Wsparcie technologiczne nowoczesnych systemów bezpie-
czeństwa – projekt Komisji Europejskiej APPRAISE (Eng. Technological support for modern 
security systems – European Commission’s project APPRAISE), in: W. Zubrzycki, 
J. Przyjemczak, Bezpieczeństwo w praktyce. Zagrożenia, podmioty bezpieczeństwa, działania 
pomocowe i ratownicze (Eng. Safety in practice. Threats, security actors, relief and rescue 
operations), Kraków 2023 (in print).

2	 The project is about perspective of  H2020 SU-FCT03-2018-2019-2020: Zarządzanie 
przepływem informacji i danych w celu zwalczania cyberprzestępczości i terroryzmu 
(Eng. Managing the flow of information and data to combat cybercrime and terrorism).

3	 APPRAISE – facilitating private and  public security  operators to combat terrorism scenarios 
against soft targets, https://ppbw.pl/pl/projekt-appraise/ [accessed: 10 XI 2023]. 
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projects such as: Safe-Cities4, Lago5, S4AllCities6, Starlight7, Aida8, provides 
new solutions in the security sphere. The aim of all the above-mentioned 
projects is to achieve the ability to anticipate and deal with threats in 
the event of their occurrence, as well as the systemic implementation 
of unified procedures and standards in the operation of public and non-
public entities at the time of terrorist events.

During the APPRAISE project, a number of initiatives were taken to 
adapt existing or develop new technologies, and the results were tested 
under near-real conditions. As part of the tests, study visits and so-called 
pilots were carried out (in Ljubljana, Bilbao, Gdańsk and Turin) to check 
the correct functioning of individual systems and technologies and to 
continuously improve them. The end of this project does not mean the end 
of the development.

On the contrary, it is only the beginning of building a unified, 
compact warning and analysis system, the task of which is to supervise 
public spaces and alert the competent intervention services in the event 
of the emergence of a threat or the detection of anomalies in people’s 
behaviour. The overarching goal is to achieve the highest possible degree 
of situational awareness building in the crisis management process.

Attack on the Atlantis water park – pilot 3

For the first time, the teams working on developing the appropriate 
tools and technologies for the APPRAISE project met on 11 May 2023 in 
Slovenia. Pilot 3 took place at the Atlantis Water City located at the BTC 
City shopping complex in Ljubljana and was combined with the annual 
exercise of the Slovenian police in which local partners participated, 
together with the national police, the Slovenian SWAT team, stakeholders 

4	 Project in a Nutshell, https://safe-cities.eu/ [accessed: 10 XI 2023].
5	 LAGO: Lessen Data Access and Governance Obstacles, https://lago-europe.eu/ [accessed: 10 XI 

2023].
6	 Smart Spaces Safety and Security for All Cities, https://www.s4allcities.eu/ [accessed: 10 XI 

2023].
7	 STARLIGHT. Enhancing the EU’s strategic autonomy in the field of artificial intelligence (AI) for 

law enforcement agencies (LEAs), https://www.starlight-h2020.eu/ [accessed: 10 XI 2023].
8	 AIDA project. Research project to develop a Big Data Analysis and Analytics framework, https://

www.project-aida.eu/ [accessed: 10 XI 2023].
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and APPRAISE partners. The leadership role was played by the Institut za 
korporativne varnostne študije (Institute for Corporate Security Studies), 
which prepared the exercise in cooperation with the Slovenian Ministry 
of the Interior, the BTC City shopping complex and its security agency9. 
The initial stage of the pilot scenario involved the analysis of content 
posted on social media and the Darknet. On this basis, threatening posts 
directed at the managers of the Atlantis complex were detected. APPRAISE 
computer programmes also helped detect an attempted cyber-attack on 
the water park’s security systems to increase the amount of chlorine in 
the water, as well as an attack on the facility’s monitoring system to disrupt 
the transmission of its recordings. The scenario also included a firearms 
attack on people in the water park. In the first phase of the attack, 
the perpetrator fired several shots in the outdoor pool area. This triggered 
the APPRAISE technology, which identified suspicious sounds and located 
the place of the attack. Monitoring analysis detected panic among those 
in the pool area and injured people lying on the ground. In the next phase 
of the scenario, the shooter moved inside the pool complex, where he fired 
further shots. Re-applied technologies used to recognise sound, identify 
objects from audiovisual recordings (in this case the handgun) and analyse 
crowd behaviour worked correctly and alerted to the threat. The adopted 
scenario also included the taking of a hostage with whom the perpetrator 
had locked himself in the basement, as well as police negotiations and 
the neutralisation of the terrorist10. A report from the exercise is available 
on YouTube11.

A number of public and private security stakeholders and volunteers 
were involved in the implementation of this pilot. The tools developed 
for APPRAISE were presented to 20 Slovenian and foreign stakeholders, 
including representatives from the police, the post office and Plus Orbita, 
a company dealing with security systems and services. The exercise 
confirmed the usefulness of the system and technological solutions used 
in the tools developed for the APPRAISE project and provided a good 
basis for their further development and testing during subsequent pilots. 
The involvement of the Slovenian police enabled them to test their 

9	 Pilot 3: Ljubljana, https://appraise-h2020.eu/node/103 [accessed: 29 XI 2023].  
10	 N. Czyżewska, J. Przyjemczak, Wsparcie technologiczne nowoczesnych systemów bezpie-

czeństwa...
11	 APPRAISE First Pilot: BTC City – Ljubljana, YouTube, 12 IX 2023, https://www.youtube.com/

watch?v=zWAJj2qHVbs.
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equipment, organisation, tactics and effectiveness in dealing with such 
or similar security incidents. In addition, through the APPRAISE tools, 
cooperation between public and private security entities was tested and 
new possibilities for information exchange between them were assessed.

International cycling race Itzulia Basque Country – pilot 1

Another study visit took place on 20 July 2023 in Iurreta, Spain, at a training 
centre of the Basque police. The scenario for this event included a cycling 
race, which was staged on the premises of the aforementioned centre 
(organisational considerations did not allow APPRAISE technology to 
participate in the real event). The objectives included holding of the Itzulia 
Basque Country cycling race starting in San Sebastian, Spain, and finishing 
in Bayonne, France.

The pilot was organised by Ertzaintza, the autonomous police force 
of the Basque Country, the Oceta company, the race organiser, the security 
company Alse and RAID, the elite tactical unit of the French National 
Police. The scenario involved a coordinated attack carried out on both sides 
of the border and cooperation between the Spanish and French services. 
In the first phase of the planned action, even before the start of the race, 
APPRAISE’s web content analysis tools detected threatening posts targeting 
one of the race sponsors. During the next phase of the exercise, on the day 
of the event, a post containing direct threats to attack the race organiser 
was detected. By this time, the public had gathered at the start and finish 
areas. As planned, much of the area was a restricted-access zone, including 
a ban on vehicle traffic and allowing entry only for pedestrians and 
authorised personnel. The scenario provided the occurrence of a violent 
protest at the start of the race undertaken to block the start of the event. 
During the course of these incidents, a person with a suspicious package 
(backpack) entered the restricted area. When this offense was detected by 
APPRAISE tools, combined with facility surveillance cameras conducted 
with a drone, the person was detained by a security officer. After analysing 
the video footage, it became clear that a few minutes after the start 
of the race, the detained person was seen in the car park in the company 
of two people. Security failed to detain the other suspects, so the French 
police were alerted to the potential threat of an attack. On the French 
side, at the finish line of the race, there was surveillance using drones that 
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worked with APPRAISE tools. These systems detected a fight near the finish 
line and sent reports to the organisers using a crowdsensing12 application. 
Additionally, the scenario involved a violation of the air zone above the race 
finish line by an unidentified drone and its neutralisation by the police 
using the APPRAISE anti-drone system. During the implementation of this 
pilot, both the intervention of the French police and their other actions 
were simulated, as at the time the RAID unit was carrying out important 
tasks in France (related to the Paris riots and the high terrorist threat). 
The actions carried out by the French police would be as follows: after 
indicating the address of the drone pilot, the police is dispatched, but 
the suspect does not open the door and threatens to attack the crowd. 
A special RAID unit is called to the scene. While arriving, RAID carefully 
analyses the web content in order to obtain as much information as possible 
about the alleged terrorist. RAID police officers storm, enter the terrorist’s 
apartment and neutralise him13.

Also this time, all APPRAISE tools used during the pilot were 
demonstrated to representatives of public and private security services. 
During the open demonstration session, they had the opportunity to 
contact the project’s technology partners directly and ask questions about 
the technologies used. Pilot 1 tested APPRAISE’s tools for the rapid exchange 
of information between police forces from two different European 
countries and race organisers.

Knife attack at Międzynarodowe Targi Gdańskie SA  
(MTG SA Gdańsk International Fair Co.) – pilot 4

On 21 September 2023, the APPRAISE consortium conducted its fourth 
pilot to test once again the technologies developed by the project partners. 
The exercises took place at the Gdańsk International Fair (MTG)  – 
AMBEREXPO during the 15. International Railway Fair TRAKO 2023. 
The Polish Platform for Homeland Security (leader of the pilot), the Gdańsk 
International Fair and the Provincial Police Headquarters in Gdańsk were 

12	 Crowdsensing - an application-based programme designed for communication between 
the crowd and the system administrator, whose task is to collect information from people 
in danger and send it to the relevant services.

13	 N. Czyżewska, J. Przyjemczak, Wsparcie technologiczne nowoczesnych systemów bezpie-
czeństwa…
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involved in the organisation of these exercises. Employees of the TAURUS 
security office and students of the Polish Naval Academy of the Heroes 
of Westerplatte in Gdynia who played the role of fair participants also took 
part in the fair14.

The scenario of this pilot was based on a knife attack on the participants 
of the fair. Phase one involved constant observation of social media and 
content posted in the Darknet. In this way, increased activity related to 
the fair and a post containing threats addressed to the organisers were 
detected. Using tools designed to analyse web content and detect online 
threats, information was collected on suspicious individuals who may have 
directed these threats. In addition, the police received information that 
the day before the start of the fair, one of the suspects purchased a knife 
from a nearby shopping centre. On the opening day of the event, a cyber-
attack on the TRAKO website was carried out, which was detected using 
APPRAISE tools. On the same day, the suspect entered the MTG area, 
where he was recognised by one of the security guards. The monitoring 
system that was activated tracked the suspect with a tool using technology 
based on so-called non-biometric features. Initially, the observed person 
behaved normally, calmly walking around the exhibition area. At one 
point, the monitoring system spotted a suspect with a backpack he didn’t 
have before. APPRAISE video analysis tools allow you to search for items 
on CCTV recordings. Thanks to this, the suspect’s helper who had dropped 
the backpack was also identified. To make it easier to find him, one 
of the security guards was equipped with HoloLens goggles with the image 
of the helper displayed on them. During this time, the suspect made his 
way to the restricted access area. At the entrance to the conference room, 
he wounded a security guard with a knife, then entered the room and 
continued the attack. As a result of the incidents, several fair participants 
were injured. The attacker then took the victims hostage and locked himself 
in a conference room with them. APPRAISE tools overseeing the incident 
triggered alerts about the attack, which were sent to both MTG security 
and the police. The audio analysis tools detected screams and panic, while 
the video analysis tools detected a running crowd, injured people lying on 
the ground, and a knife.

14	 Update and video for Pilot 4 in Gdansk, https://appraise-h2020.eu/node/107 [accessed: 10 XI 
2023].
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Countering the effects of panic required effective crowd management 
and evacuation to avoid additional casualties. Using a crowdsensing 
application, evacuation instructions were sent to those attending the fair. 
Additional police forces, including the Independent Counter-terrorist 
Sub-division of the Police and police negotiators, were called to the event 
area and managed to neutralise the terrorist and free the hostages. 
The negotiators’ conversations were recorded and were transcribed using 
speech-to-text conversion tools. The pilot also included drone surveillance 
of the area. This allowed the detection of a vehicle moving through the MTG 
area in a suspicious manner (zigzag driving). This scenario also introduced 
elements of communication via a crowdsensing application, allowing 
participants in the event to inform security staff of potential danger and 
send information about where the injured or people who had taken cover 
after the attack were located15. The event can also be viewed on YouTube16.

The tools used in this pilot were demonstrated to more than 20 
stakeholders, including representatives of the Police, the Armed Forces, 
government agencies, the Fire Brigade, operators of sports facilities, 
representatives of seaports and academia. As during previous meetings, 
there was an opportunity to contact the technology partners directly and 
ask questions about the tools developed for the project.

The pilot scenario 4 was the most comprehensive of all those prepared. 
It was the first and only one to be carried out during the actual ongoing 
event – a large event such as the TRAKO 2023 fair. It also used the largest 
number of tools developed by the APPRAISE project. This posed many - 
sometimes unforeseen - challenges for the preparation and organisation 
of the pilot, but at the same time provided the consortium with a unique 
opportunity to test new solutions in a real-world setting. Pilot 4 proved that 
they are effective. The exercise was also an opportunity to develop better 
cooperation between public and private entities involved in providing 
security in public spaces in case of attacks.

15	 N. Czyżewska, J. Przyjemczak, Wsparcie technologiczne nowoczesnych systemów bezpie-
czeństwa…

16	 APPRAISE Pilot in Gdańsk, YouTube, 17 XI 2023, https://www.youtube.com/watch?v=8-
7inzQ1grE.
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Kappa FuturFestival – pilot 2

The most recent verification of technologies developed under the APPRISE 
project took place on 30 November 2023 in Turin, Italy. Originally, the plan 
was for the tests to take place from 13 to 17 November, 2023, during the ATP 
Finals 2023 tennis tournament. Unfortunately, it was necessary to change 
the date and place. Finally, the pilot was carried out as part of the Kappa 
FuturFestival – one of Italy’s most popular summer festivals of urban 
electronic music. During this pilot, the organisers wanted to test elements 
such as: online content tracking and control, real-time video analysis, 
surveillance of areas and facilities with drones and cameras, elements 
of crowd communication.

The course of this exercise was as follows. As in previous pilots, hateful 
tweets against Kappa FuturFestival appeared online prior to the start 
of the event, so additional forces in the form of public and private security 
and rescue teams were prepared on the day of the event. At one point, 
an unidentified car passed the access barrier, drove into the pedestrian 
area and headed at full speed towards people queuing and waiting to enter 
the festival. It moved in such a way as to injure as many people as possible. 
Some people managed to escape, others were injured. The terrorist got out 
of his car and tried to enter the roofed area of Parco Dora Park. Spectators 
staying there were alerted via the APPRAISE application that an attack was 
taking place nearby and they should hide. Some of them did so, but some 
panicked. As they fled, they fell over and suffered injuries. Information 
about the dead and injured was given over the radio, social networks 
and a crowd detection application. Police sent a drone to the premises to 
check the damage caused by the incidents and whether the area was safe 
for rescuers to provide first aid to the injured. Online content related to 
the incident was monitored to find out the perpetrator’s motives. A special 
tool searched web browsers sites, social media, analysed texts, as well 
as assessed risks and estimated the threats that arose. Given the large 
flow of people after the attack, it was extremely important to monitor 
the situation constantly. It was also important to collect evidence that 
law enforcement authorities would be able to use during the detection 
process. The monitoring system has been enriched with a tool that 
analyses the collected data (e.g. panic situations, beatings, etc.). During 
the implementation of the scenario, individual services were kept informed 
about the next steps and tasks.
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This exercise, once again, proved the usefulness of the tools and 
technologies developed by the APPRAISE project. As before, a stakeholder 
meeting was organised after the pilot to discuss the possibilities of these 
tools and exchange comments.

Summary

The European Commission’s APPRAISE project within the H2020 SU-
FCT03-2018-2019-2020 Perspective: Management of information and 
data flow to combat cybercrime and terrorism is an initiative that has 
indicated the appropriate direction of development in the field of security 
surveillance and monitoring of open access public spaces. It has tested 
the functioning of tools and technologies in challenging, difficult and 
problematic situations in order to effectively counteract threats, avoid 
them and act appropriately when they arise. The level of advancements 
of the technologies developed and produced allows us to conclude that 
the tools that make use of them will interact efficiently with those already 
existing and will contribute to a faster and more effective response by 
the services to arising threats. Thanks to the efforts of the people involved 
in the APPRAISE project, the activities made in the project to improve 
safety will continue and be developed through various initiatives.

Jarosław Przyjemczak, PhD
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I believe we can handle the new threats!
Interview with Col. (Ret.) Christopher P. Costa, former counterterrorism 
advisor to the US president and director of the International Spy Museum 
in Washington, DC

The world is changing at a rapid pace. The nature of modern threats 
is also changing. The unstable geopolitical situation, the rapid 
development of new technologies, the emergence of cryptocurrencies 
and artificial intelligence are causing security services to face new 
challenges. How can they prepare for them to more effectively counter 
emerging threats? Colonel (Ret.) Christopher P. Costa, a long-time 
US intelligence officer, answers this question by referring both to 
his own extensive experience and to the history of global espionage 
and terrorism. He points out both the need to critically analyze 
the lessons of the past and the services’ ability to take advantage 
of new technological opportunities. He stresses the importance 
of exchanging information and developing cooperation at 
the international level, and emphasizes the role that public education 
plays in prevention efforts. He sees the promotion of knowledge as 
the mission of the International Spy Museum in Washington, which 
he directs. The interview was conducted during Director Costa’s visit 
to Poland, and the conversation is accompanied by reflections on 
the current situation in Central and Eastern Europe.
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Damian Szlachter: The interview will be published on 
the  20th anniversary of the attacks on Madrid’s commuter 
transport system, widely accepted as a European awakening 
in the fight against terrorism. However, I would like to start 
this conversation with another event, a symbol of the end 
of the 20th century. If I may ask, where were you on September 
11, 2001, where did you find information about the attacks 
on the WTC and the Pentagon, and what were the immediate 
consequences for you?

Christopher P. Costa: When 9-11 happened, I had just moved to 
New York State, which is located just up the river from New York 
City in Albany. At the time, I was taking command of a recruiting 
battalion, a role that involves overseeing the enlistment of young 
individuals into the Army. Before this, I had spent my career as 
an intelligence officer in combat zones even prior to 9-11. However, 
the Army decided to assign me to a recruiting battalion, which was 
not where I wanted to be when the terrorist attacks occurred.

Initially, I felt bad that I wasn’t with my colleagues who were 
fighting in Afghanistan. I had to spend the next two years learning 
about the Army and its mission. However, I decided to use this 
opportunity to study terrorism. I taught a class on terrorism in 
the evenings while also managing my other responsibilities. I spent 
a year and a half studying terrorism, almost obsessively, to understand 
this dynamic better.

Although I wasn’t overseas, I kept waiting for the call to 
deploy. I wanted to use my skills and knowledge to help in the fight 
against terrorism. Eventually, before I changed command, a general 
officer called me and asked for my help with human intelligence in 
Afghanistan. I eagerly accepted the opportunity without hesitation.

When 9-11 occurred, I was in New York State, and just like 
most everyone else in the world, I was appalled by it. However, I also 
felt a little sorry for myself at the time because I wasn’t in a position to 
use my skills and training overseas. Looking back, I realized that this 
experience was positive for my personal development since it allowed 
me to take the time to study and prepare for the counterterrorism 
fight. Thank you for that question.
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When reading your biography, you can proudly say that you 
have worked in every area of the US counterterrorism system, 
from operational work, through the tactical level, to the strategic 
level, headed by the President of the United States. In each 
of them, the coordination of many entities participating in anti-
terrorist activities is extremely important. My question is how 
to maintain a high degree of coordination at each of the three 
levels, what is your personal experience with this?

Ch. C.: Just how to coordinate all those entities on the operational, 
tactical, and strategic levels is more art than science. So that’s 
an important question. And I will tell you that although I worked 
at the operational and tactical levels, on multiple deployments for 
many years, when 9-11 happened, I had not, as of yet, served at 
a strategic level. I have always served in operational and tactical levels. 
I had certainly been conducting operations that I knew the chairman 
of the Joint Chiefs staff, for example, would have visibility on to 
brief the President on if required, but I had never seen the complete 
strategic-operational-tactical cycle until I had the benefit of serving 
at the White House. And on the point of the White House, please 
allow me to digress for a second. I love that you produce a journal 
such as this ABW journal, because I’m a lifelong learner. And I’ve 
already suggested to you that my studying terrorism and teaching 
in the aftermath of 9-11 helped me get my head around these 
problems. I had read about national security decision-making. I was 
fascinated by how powerful government figures make decisions, 
and how leaders on a battlefield make decisions. So, when I had 
the opportunity to go to the White House, and I had the opportunity 
also to see how we worked together with foreign partners, and how 
we built a counterterrorism enterprise to focus on a global fight on 
counterterrorism, those experiences came together for me when 
I served on the National Security Council at the White House. 
And that’s when I was the convening authority for the interagency, 
meaning I was roughly a three-star general officer equivalent, assistant 
secretary level in our system. There, I was able to pull together 
the interagency to focus on strategic threats. And the secret to my 
success, if I had success at all, was having the humility to know that 
I didn’t have all the answers, having the humility and experience to 
know that I have to represent and let others offer their opposing views. 
I knew not to ‘fall in love’ with my recommendations on policy and 
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courses of action for the President to decide on. I learned all of that 
on the battlefield. So those experiences helped me serve at the White 
House. But I never saw the strategic, operational, and tactical come 
together until I served at the National Security Council. And what 
a tremendous experience that was.

The 2018 National Strategy for Counterterrorism of the USA is a 
pillar of the US counterterrorism system. At that time, Poland had 
a National Anti-Terrorist Programme which performed a similar 
function. How to effectively supervise the implementation 
of  such a strategy by state authorities? In other words, how to 
assess the timeliness and quality of implementation of strategy 
tasks by area leaders and their supporting institutions? How was 
it solved in the US?

Ch. C.: We began shaping the 2018 National Counterterrorism 
Strategy the day I came into the White House by operationalizing 
counterterrorism ideas. And frankly, most of our efforts were focused 
on kinetically going after terrorists in places like Afghanistan, and 
on the ground in Syria and Iraq. So while we were implementing 
strategies, while we were accelerating our approach, we were also 
framing what our strategy looks like. There was a time that I believed 
our strategy should almost singularly focus on the jihadi threat 
because we were so focused on Islamist terrorism. But then my team 
concluded that there are other threats, too, and built in the far-
right threat, and other extremist threats to include, in the 2018 
strategy, you’ll see the word Nazi used or the organization Nazis used 
because we recognized that we had to go beyond the jihadi threat. 
So the wisdom of the interagency coming together with a feedback 
loop, hearing from all of the agencies responsible for terrorism, 
we recognized that we needed to build in words and framing on 
domestic violent extremism, on counter-radicalization, on the far 
right, and any kind of extremism that could lead to political violence. 
So for the first time in the nation’s history from a policy standpoint, 
the United States talked about domestic terrorism. And remember, 
we had our terrorism domestically in Oklahoma City in 1995, but 
we had the wisdom in 2017-18 to recognize a changing terrorism 
landscape. Despite the focus on ISIS, Al-Qaeda, Afghanistan, Iraq, 
and Syria, we knew that we needed to focus on domestic terrorism, 
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too. That said, it’s now 2023 (the interview was conducted in August 
2023 - editor’s note), and there’s been an evolution of thinking on 
terrorism threats, and the current Biden administration did what 
I think is right, and that is to say, they focused a strategy on domestic 
violent extremism, and they published that soon after the new 
administration came on board.

Indeed, the threat evolves. I didn’t expect the 2018 strategy to 
last forever, but I’m really happy that it lasted until this year because 
that represents a solid strategy that helped the last administration 
and the current administration. And just one other focus on how 
do you assess implementation? So that is the mechanics of, as we 
say, sausage making. The interagency is responsible for identifying 
specific measures of effectiveness and performance, and they go back 
to the National Security Council and find out how many attacks 
were disrupted, and how many intelligence agreements with partners 
across the world were impacted, for example. The interagency takes 
those lofty words in a strategy and turns them into measurable and 
implementation instructions because it’s easy to write an overarching 
strategy, but the challenge is implementation and measuring 
performance and success. What’s much more challenging is 
implementing that strategy and assessing the implementation of that 
strategy.

Currently, on the eastern flank of NATO, we have an  
unprecedented situation related to the internal security 
of  countries bordering the Russian Federation and Belarus. 
In the opinion of national and EU experts, in the next three 
years, terrorist activities should be expected to be used for 
hybrid activities carried out with the  support of state entities. 
These activities will focus on attacks disrupting the continuity 
of operation of critical infrastructure (e.g. transport, energy, 
telecommunications). How to work on increasing the resilience 
of such facilities strategically for state security?

Ch. C.: Currently, in our eastern flank of the NATO, we have 
an unprecedented situation related of course to the internal security 
of countries bordering Russia and Belarus. According to national EU 
experts, in the next few years, this activity should be expected to 
be used by private activities carried out with the support of those 
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states. Those activities will focus on attacks disrupting the continuity 
of operational or critical infrastructure, of course. How to work on 
increasing the resilience of such facilities as critical infrastructure? So 
this gets to the heart of what I think the challenges are. I think Putin 
is going to become increasingly unhappy with his ability to wage 
conventional warfare. So he is going to revert more deliberately to 
infrastructure attacks. As such, the heart of your question is really 
important. And we know Russia has a history of, as somebody from 
the Internal Security Agency (ABW) has pointed out, of maskirovka, 
and not only disruption but disinformation, subversion, covert 
actions, assassinations, all things we talk about at the Spy Museum 
from the lens of history. But those activities are going to begin to 
happen outside of Ukraine to increasingly put stress on the alliance 
of NATO and other partnerships. So critical infrastructure, not only 
from a cyber-standpoint but also physical infrastructure is crucial 
because it’s vulnerable to sabotage. We’ve seen dams that have been 
disrupted. We’ve seen bridges that have gone down in Ukraine, 
railways, and other infrastructure at risk. Again, from a special 
operations standpoint, we know history is a great guide to the way 
nations have handled special operations and counter-subversion. As 
such, I think the importance of the ABW, the importance of lessons 
learned, and sharing those lessons learned, are crucial. And I’ve 
said this elsewhere, this isn’t just for you. I say this to my friends at 
the FBI, and to generals at Special Operations Command, the ‘coin 
of the realm’, so to speak, is counterintelligence going forward, 
because the threats are going to be hybridized, meaning intelligence 
services are going to behave increasingly more like terrorists. We see 
that from Iran in their employment of proxies. We see that in Russia. 
Proxies are going to be mobilized to do more increasingly lethal and 
dangerous things. I think, then, that the heart of your question is 
important, but I also have faith in the Polish security services, and 
you’re asking all the right questions. I do. I read Polish history. I’m 
very impressed by it. I mean, I’ve always been a fan of Polish military 
and security capabilities. Unfortunately, as you all know, historically, 
Soviet-German disinformation in past years has tried to propagandize 
a false narrative about your impressive nation. We know that Poland 
has been a strong military power throughout history, but you have 
also fallen victim to some of your geography.
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Photo: Christopher P. Costa, Director of the International Spy Museum in Washington (left), and 
Damian Szlachter, Editor-in-Chief of the magazine “Terrorism – Studies, Analyses, Prevention”, 
during the meeting at the Central Training and Education Centre of the Internal Security Agency 
in Emów.

Source: own materials.

What are the challenges faced by Western secret services and law 
enforcement agencies that carry out tasks to combat terrorism in 
this decade of the 21st century? How to improve their structures, 
personal potential, or technical resources against terrorists using 
unmanned systems, 3D printing, cryptocurrency payments, and 
professionally encrypted instant messengers or hidden forums on 
gaming platforms?

Ch. C.: The first step for an intelligence service is to be prepared 
to vigorously study lessons learned. You’re doing that. I’m seeing 
that. You have to be introspective. You have to encourage reflection. 
You have to encourage, even if it’s never published, people to write 
internally, and to share their perspectives and lessons learned. That’s 
the first step, to recognize that the world is changing and intelligence 
services have to be far more adaptive. And I’ll give you an example. 
The United States, much to the chagrin and anger, if you will, 
of some of my former colleagues, don’t like the fact that intelligence 
sharing has been so dramatically changed as a result of the war in 
Ukraine. In other words, we have declassified in the United States 
a lot of sensitive intelligence. I think it’s brilliant. I think it’s inspired. 
And I think it is an important evolution of information and 
the use of social media to get ahead of our adversaries. For example, 
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according to media reports, the United States seemed to know that 
Russia was going to conduct some kind of act that would be a pretext 
to suggest that Ukrainians employed chemical weapons. According 
to the media, the United States seemed to understand that a ruse by 
Russia was to be implemented. As a consequence, the United States 
shared that intelligence, so if it happened, everybody knew that it was 
a Russian disinformation operation. That’s staying ahead of the speed 
of information. And that’s just one example. How do we reconcile 
social media? How do we use social media? Well, the United States, 
and at least the United Kingdom, because I’m not tracking Polish 
media, are now publishing and advertising openly, hey, if you’re not 
happy with Putin, reach out to CIA, and here’s the number, and 
here’s how you can do it securely. Brits are doing the same thing. 
We know there are a lot of dissatisfied Russians, both of us, you and 
I understand that. How do we tap into that? If you can use X (former 
Twitter) accounts for bad purposes, or malign purposes, you can use 
social media for good or to benefit security services.

Security professionals have to reconcile everything from 3D 
printing, cryptocurrency, and all of these new-century dynamics, 
to quickly come together in order to better understand the threats. 
Artificial intelligence is another looming problem, and the United 
States has to do so, along with the world community, and it can’t be 
a U.S. only solution, especially staying ahead of artificial intelligence. 
I have just participated in a brief conference, where I heard from 
former senators about the challenges with policy on how to stay 
ahead of AI. There is no universal policy for artificial intelligence, 
but we have to work with the international community in ways 
we never have before. The United States certainly did that with 
Huawei. I don’t know what Poland’s use of Huawei was, but I know 
that media reported that the United States recognized the serious 
implications of Huawei in China having a ‘backdoor’ for collecting 
data, it wasn’t heavy-handed, but the United States shared their 
concerns with partners, and many partners recognized threats to 
privacy. We have to do the same with artificial intelligence. We have 
to understand what the risks are, and what the opportunities are, 
but what are our vulnerabilities, too? And the other thing I want 
to say is the United States produces unclassified intelligence on 
the kinds of the threat we’re seeing from the world, and we publish 
that for the public. The Director for National Intelligence publishes 
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a worldwide threat assessment. These ideas of threats from AI misuse, 
the idea of global pandemics, maybe more dangerous than COVID, 
the idea of dissatisfied populations, the idea of not just more far-right 
extremist or populist views, but also those views that are manipulated 
by intelligence services, will make more nations vulnerable to anti-
government action against them. In other words, there is a trend 
that is coming into sharper focus that governments are going to be 
more vulnerable. For example, people believe that the government 
can’t protect them from COVID; the government can’t protect 
them from losing their life savings from hacking. With all of these 
things and technologies, people being unable to keep up with all 
the technological change, and artificial intelligence, nations are 
more vulnerable than ever. So, it’s intelligence and security services 
that are the first line of defense. I’m glad that when I exercised my 
tradecraft overseas, it was ‘old school’. The Russians used the same 
kind of tradecraft I did. It was universal. And so did Poland. Life was 
simpler.

The world has changed dramatically because of technology. 
It is very challenging. But I do have faith, especially when I looked 
at the people that were in the auditorium today and heard their 
questions, it’s no different when I talk to the FBI and other agencies. 
In short, I’m confident that this generation will figure it out.

The last question is that you are the Director of the famous 
International Spy Museum in Washington, are there exhibits 
directly related to the history of operational activities carried out 
as part of the war on terror?

Ch. C.: Well, unfortunately, we show the public the consequences 
of strategic surprise of 9-11 in particular, and it’s related to what you 
said, the exigency and the circumstances of 9-11 changed the United 
States’ focus on counterterrorism. And it forced the interagency to 
communicate in ways they never did before. Unfortunately, we don’t 
want to wait for a crisis to cause necessary change, but it does. So 
at the Spy Museum, we talk not just about 9-11, we compare that 
strategic surprise to Pearl Harbor, and we demonstrate interactives 
on cyber vulnerabilities, too. We show the public national security 
decision-making in the decision to launch a raid against Bin Laden. 
We show briefly how the operation was executed, that’s important, 
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but what’s more important to educate the public, is how was that 
the decision made to launch a raid. And how do you red team- 
challenge- your own intelligence judgments? And who were those 
faceless, nameless analysts? How did they do their work long before 
we executed the operation?

The Spy Museum tells those stories. Also, when you go into our 
fourth floor, which is why nations spy, our stories include strategic 
warnings. The Museum does not just focus on jihadists and post-
9-11 terrorism, we tell stories about anarchists and militia threats 
in the United States. The red scare and anarchist fears in 1919, 
for example. The birth of the FBI came out of J. Edgar Hoover 
investigating anarchists, right? We address the Oklahoma City attack. 
The International Spy Museum focuses on a wide array of stories. 
And of course, one of my favorite and deeply personal stories is 
1972 Munich. I was 10 years old when the attacks at the Munich 
games took place, so you now know how old I was, if you already 
didn’t know. I watched that live. So did 900 million other people 
across the world. That got my attention as a 10-year-old. That 
ushered in a whole new era of terrorism, but also slowly shaped into 
the wave we’re still dealing with, which is jihadi-inspired terrorism. 
The Museum tells all of those narratives at a very macro level. And we 
have artifacts that highlight those periods in terrorism history. And 
also, we show the public interrogation through history. And I don’t 
mind saying that we tackled the controversial subject of enhanced 
interrogation. I won’t talk a lot about that here, because I want your 
readers to come visit and see how we handle that in the Museum.

Can I offer another comment? I want to make another 
important point. I want to again stress that, I went to the uprising 
museum here in Warsaw. The story of Polish resistance, the story 
of tradecraft, and you used the word resilience in the second world 
war, is an extraordinary model of courage. And I tell anyone that 
will listen about Polish courage and resilience. It’s crucial still to 
understand the importance of unconventional warfare. We didn’t 
talk a lot about that today. But much of my career was focused on 
understanding resistance and unconventional warfare. And working 
with people that studied it and practiced it. So, I believe strongly that 
Poland is an extraordinary example to study in terms of resilience, 
resistance and irregular warfare. In light of Russia’s malign behavior 
those lessons are enduring and are worth thinking about.
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We also tell a human intelligence story of an individual that was 
from Denmark and volunteered his services, and was recruited as a spy. 
His name is Morten Storm. He knew Anwar al-Awlaki, a propagandist 
for AQ. That’s one of the first stories we tell on counter-terrorism. 
But through the lens of human intelligence. The Museum also, in 
that same gallery on human intelligence, tells the story of an Israeli 
Shin Bet officer, and a Palestinian that was associated with Hamas (it 
is about Mosab Hassan Yousef- editor’s note). The Museum shows 
the dynamics of the clandestine relationship between source and 
handler. I appreciate how the Museum tells that story, as somebody 
who’s handled sources. The Green Prince was a book written about 
that particular story.

And then the next story on counter-terrorism is about analysis. 
And how prior to 9-11, mostly women analysts at CIA and elsewhere 
in the U.S. intelligence community, were tracking Bin Laden, before, 
during, and after 9-11. And those women talk about some of their 
analytical tools. We tell that important story. And there are some 
great interactives. And that transitions into a red-teaming exercise 
that shows the Bin Laden compound. And shows the public examples 
of national security decision-making. I’ve talked about my White 
House experience working terrorism. There, I wouldn’t have been 
the ultimate decision-maker for the Bin Laden raid. In that case, 
the President of the United States was the decision maker.

The Museum also compares the dynamics of 9-11 to Pearl 
Harbor. And the dynamics are almost the same. Everything from 
mirror imaging to noise versus signals. Here again, we tell that story 
from the lens of history. As noted already, the Museum transitions to 
anarchists in places like Washington, D.C. in 1919. We have artifacts 
from the Oklahoma City federal building attack. And then, lastly, as 
I already shared my personal recollections of 1972 Munich, we tell 
that story, too.

The Museum permanent exhibition shows the history 
of espionage and tradecraft during the Cold War, and how similar 
some of the things are for providing important context for what 
we’re seeing in Ukraine today. We talked about the idea of resistance 
and unconventional warfare, and irregular warfare, the Museum 
has artifacts for those efforts during WW 2, that by the way, Poland 
practiced and executed so well. It’s important to note that we’re seeing 
Ukraine exercises some excellent examples of unconventional warfare 
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against Russia. Those past lessons must be considered instructional 
and worth reconsideration as the West must counter the subversive 
work of Russia.

The International Spy Museum does not take a position. We 
don’t tell people what to think. They decide. And I think that’s 
important. These are really important questions, thank you.

He was talking: Damian Szlachter
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